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Executive Summary

In Diecember 2012, the Chicago Mercantile Exchange (“CME™) alleged that certain
publications by CFIC economisis revealed information in vielation of Section 8(a)( 1) of the
Commodity Exchange Act {the Acty.” CME further questioned why the CRTC was permitting
outside economists to access CFTC data, why the CFTC was permitting the publication of
academic articles using that data, and finally, the admisistrative process by which the CFTC was
employing these outside economists.

The Otfice of General Counsel (OGC) at the request of Chairman Gensler began an
administrative review of the Office of the Chief Economist (OCE). Res u‘rmibél-‘zf for the
administrative review was assigned o the Deputy General Counsel for [POGING L The
administrgtive review revesled that there had been poor record-keeping wiin regard (o the so-
called “on-boarding” process for OCE economists.” The deficiencies included inadequate
documentauon of security clearances, issues regarding nondisclosure agreements, and non-
submission of employment data to the National Finance Center, as well as incomplete personnel
forms, ope coatract lackiag the contractor’s signature, and sther administrative errors. There
were no indications of fr&ad by OCE economists, or that OUE economists were not actually
appointed by the Chief Economist, just a number of administrative errors pertaizing 1o the
Agency's so-called on-boarding processes. The review aizo uncoverad information security
concerns. Specilically, personally owned external hard drives and thumb drives were found in
close vicinity (o the computers that served the OCE economists, In addition, badges for former
CPYC OCE economists were located in the Chief Economist’s desk.

On December 7, 2012, the assigned Deputy General Counsel, 1 consultation with the
Chairman's Office, tnstructed the {“htf:‘f” Economist to direct the OCE economists “to
immediately cease sharing, publishing, distributing, or otherwise making available any papers or

Y Grroup, T, 18 the holding company for five exchanges, CMIE, the Board of Trade of the City of Chicago,
g, the New York Mercantile BExahange, the Commodity Exchange, Tne., and the Boagd of Trade of Kangsus Cliy,
Missowst, Too. The Future of CFTCY Perspeciives on Customer Protections, 113% Cong., 17 Sess., Testimony of
Terrague Al Duffy, Executive Chairinan & President, OME Group, Inc., before the Subcominiitee On General Farm
Commedites and Risk Mamagerent of the Houze Cononittes on .’X?f‘ib{llgﬁw {O0tober 2, 201 '%) Gavintabrle at

Wt ffasnicnitoee house sovisiesremablicangaenculinre house goviiieypdihearines/ Doty 31002 pdiy, Fora
detasted deseription and histary, see CME Gronp 2012 Annual Report, pages 2-3 {available a{.

Wiy ww e atoun. comfavastor-relations/annual-roview/20 1 Mdowninadsfome - eroune 2 Sanmialoroport ).
Al internet addresses chied in this report were last visiied on Felwuary 20, 2014,

¥ Beerion Sa) 1) prohibits the Commission from “publishiing) data and information that would Htf}d!atﬁ.lv diselose
the basiness trinsactiois ot market positions of any person and rade seorets or pames of sustoiners,” 7 USC
201

* Lewer from Mark Young and Jerrold Salzman on behaif of CME 1o Dan Berkovitz, dated Decander 14, 2012, is

adbarbad ac Sevmandie L oand se avatliahlo heoro-
[(£)(6).B)(7)C)

T OCE eeonomists include full-time employees (FTEs), consultans, and contractors,
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other products generated with Commission data to any non-Commission individuals or parties.”™
On December 11, 2012, the Chief Operating Officer notified our Office of the CME complaint
and ongoing admuusgative review. On December 12, 2012, CFTC staff terminated aceess to
OCEnRet, and terminated access to all ageney svstems and databases for all OCE economists
except for full-time emplovee economists in OCE,

On January 24, 2013, the Chairman wrotg to our Office in detail, deseribed CME’s
concerss and OGCs review, and stated that the review thus far indicated “there are issues
reazrding the use of nor-public data by OCE and visiting academics.”® The Chairman also
stated that “there appear 1o be 1ssues regarding the maoner In which academic consultants and
contractors were brought mto the ageacy, their siatus with respect to the agency, their access (o
CFTC sysiems and information, and the adequacy of related documentation.” The Chairman
stated, I have directed the CFTC staff to suspend the external publication of research conduocted
or supporfed by OCE.” The Chairman also stated that he divecied CFTC staff “to terminate
access 1o nop-poblic data by OCE personael other than CEFTC full-time employees within OCE,
The Chairman stated that “all of these Issues warrant vour review.” We agreed, and opened a
prefiminary investigation.”

T

In February 2013, Agency management issued stop work notices to 13 research
economists working on contract and placed an additional eight research economists working as
consultants on hold.* For a year, OCE did not bring on new ceonomists.” OCE did not even
employ unpaid consultants and unpaid interns. We estimate the total number of OCE economists
between December 7, 2012, and Jannary 2014, decreaged from 39 to | 1.1

In addition, in Febraary 2013 the Office of the Chairman in consultation with OGC
formed g technical comrnittee of sconomists, statisticians, and others 1o review 24 OCE research

¥ Qee the Chairman's Letter 1o the Inspector General, January 24, 2013, agtuched a8 Appendix 2; Deceniber 7, 2012

ernail TomfERELEXOG] | sttached as Appendix 3.

© See Appendix 2.

? Later in the Spring. with no revelaions of violations of Section 8 or other sutotes or regalations by OCE
CONUNESTS, we converred cur preliminacy investgatinn 1 a roview of review of research and publication practisss
in the Oifice of the Chiel Bcopomiss, On April 4, 2013, CFTC publicly revealed that i “had aot confiemed specific
ieetdents of Improper of unaviberized data disclosuee, but review is engaing.” Lyach, 5. "UME Geoup Sparked
Strstdown of CFTC Academic Research Prograny” Rewrars April 2, 2013 {available al

e fwww rewmers. cotnartinle R0 A 2 ehic-ome-researchd S L ONGDO VIO 30424

* 1o addition, the Agency deteriined not 1o appoint three additional research economists n the appointinent process
at the time,

* On Deveraber $, 2013, the CFTC posted four job positions in the Office of Chief Feononist on wwasajobs.ony,
We view this as a positive development. On December 16, 2013, the CFT'C announced the replacement of the
current Acting Chief Feonomist with the appointment of Sayee Srinivasan ss Acting Chief Bconomist

(i s fic covPrassRoom/PressRelensonfina 70401 3y In awr experience, it s unusual for a Chaloman o
reorganize a CFTC operating aait or division within days of his depariire,

" Between December 7, 2012, and January 2014, we estimate the nmber of full time staff in OCE decreased from
13 1o nine, the number of OCE consultums deoreased from H o two, and OCE contractors dropped from 16 o zer.
Our estimates are based on information received from Ageney staff

i
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papers for information protected under Section 8, and for other confidential or sensitive
information, A simple search conducted by our Offwe revealed that 18 of the 24 papers wore
available onling, apparently prior to December 2012, and remain online today.'’ Thers is no
indization that the Ageney sought to remove any OCE research papers from the Inerner.
However, the December 2012 instraction from the assigned Depuaty General Counsel clearly
prohibited all further publication and presentation absent prior permission.’

In any eveat, the Office of the Chaivman (without a full Corunission vote) installed OGC
with anthority to make the final determination regarding whether OCE research papers could be
published (following Commitiee review and clearance), and this assignment fell to the assigned
Depoty General Counsel, Sinve December 2012, the Comumnittee has cleared ten papers for
publication, OGC cleared three papers for publication in Gctober 20173, and four addisional
papers i February 2014 (as of February 203,

Section 18 of the Commaodity Exchange Act requires the CFTC o “establish and
maintain”™ a “resesrch and information program” that disseminates “educational and other
informational materials” to market users and the public.’ Since 1976, OCE economists have
implemented the requirements of Section 18(a) by conducting scholarly rescarch on topics
authorized by the Chief Economist, and publishing that vesearch in academic journals. And
throughout all that fime, the research has included access 1o confideniial information, including
irade and otber information protected under Section § of the Act. We believe shutting down the
OCE research program in December 2012 and permitting the shutdown to endure for over 14
maonths has risked violating section 18 of the Act, especially in the ghsence of any significant
movement foward restarting the program.

Section ¥ prohibits the Compussion from “publishfing] data and infonmation that wowdd
separalely disclose the business transactions or market positions of any person and trade secrcty
or names of customers.”> We find no indication in the law that the Commission’s practice of
permutting OCE economists to use Section § data to condust independent economic research on
topics approved by the Chief Economist violates Section 8. We find no indication in the Iaw that
the use of Section 8 daia in the preparation of academic articles ~ so long as the articles do not
contain information protected under Section 8 — violates Section 8.

" iny addifion to the 24 papers, the Agency identitied three additional economic rescarch papers that they set aside
for later review; afl three are pvailable noline, 'We alko loogted online five additional economic research papers
published by CFTC economisis doring the past three years that were not pending hefore the Comminee. Two of
these papers had been reviewed by OGO prior to December 2012,

2 In response to our discussion draft, the management response states that one paper was removed from the Tnternst
prior to receapt of the coneplaint fom CME. See Appendix 6. page 37, This romoval was songht affer concerns
were raised regarding the possible use of information protected under seetion §, cven thongh Agency management
determined that information protected under section § was pot disclosed in the econormie research paper. 14

P See Appendis 3,

B USC 2208), Section 1K also yequires the Comunission to “include in its aanual reports to Congress plans and
findings with respect 1o implementing this section.” ¥ USC 22¢h),

¥ e fn 2.
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We agree with the initial tindings of the OGU review that the adnunisteative enaployment
records for OCE economists contained admiinistrative errors; howsaver, we find no indication in
the low that errors i administrative paperwork standing alone, in the absence of any statutory or
other material 1mpediment to an appointment, alters the status of otherwise properly appointed
emplovees, consuliants, or contractors. The authority of the Chief Economist te permit OCE
SCOROMISES 10 conduct ezonomic research using information protected under Section 8 of the At
is not altered by such administrative error, ™

We also agree with the initial fndings of OGC s seview that mformation seeurity issues.
both physical and technologioal, are present and need to be addressed; however, these same
issues dre present Agency-wide, and need to be recognized and addressed as such.

In December 2012, the Agency imposed a prior restraint on publication by all OCE
economists, While it appears a public employer may, consistent with the First Amendment, o
institute a prior restraint on publication by public employees writing as private citizens if certan
reguirements are met, we find po precedent to support the process the Agency has adopted here.
The length of time Agency management has taken to review and approve ecopomic research
papers is not acceptable. While we are sensitive to the complexities of the issues faced in
connection with any valid pre-publication review of economic research by Agency employees,
and we agree that the Agency has an interest in protecting mformanon protected under Section 8
front unauthorized disclosure, we emphasize that Agency management did not determine during
their initial review, and has siill not determined over 14 months later, that any research proposed
or published by an OCE economist has contained information protected from disclosure under
Section 8.

Thronghout our field work on this matter, we have repealedly encouraged Agency
management to begin permitting the publication of OCE economic research papers and to re-start
the economic research program, In October 2013, some 106 months after the initial December
2012 shwidown, the Office of General Counsel approved three papers for publication. On
December 18, 2013, we issued a discussion draft to the Agency in order to prompi corrective
actiof, Agency management responded on February 12, 2014 (the management response). *
February 2014, four more papers were gleared for publication {as of February 20, 2014},

We recommend that the Agency restart the OCE research program, meluding OCEnet, as
soon as feasible. We recommend that administrative deficiencies in record-keeping and security

Goagr o . i .. . . -
Y'We tlod it interesting that though the procedural Japses largely copursed fn other administragive wnits, OCE bore
the brunt of penaliy for these etrars,

P« ongress shall make no law respecting an establishinent of religion, or prohibiting the free exercise thereofs or

abridging the freedom of speech, ar of the press; or the right of e people peacesbly to assemble, and o petition the
government for g redress of grievances,” U.S. Const. amend, I

™ The management response is attachod ax Appesdix 6. The mavagement response, and other comments received fo
response 1o our discusston draft, prowpted clarifving chaoges and corrections of minor facts, however, our
conclusions and recommendations are not altered.
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clearances in OCE be resolved in like fashion as currently resolved for other CFTC employees.
We believe mformation and physical security ssues are pot unique to OCE, and shoukd be
addressed agency-wide, We recommend that the Commission assuee the legality of any prior
review process for OCE research papers and presentations, and that any prior review undertaken
by the Agency be prompt.

Figally, we stress the importance of economic research at CFTC, an economic regulatory
agency. For over 33 vears OCE has attracted some of the highest qualified economsts 1 the
country among both ifs fall-time staff and its limited term appointments. It order to continue to
attract outstanding scholars, the Comnission must suppart the goals of economie research
coupled with academic imegnty, and must make any pre-clearance process (whether voluntary or
mandatory) 2 priority in terms of both legality and speed.

i
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Introduction

CME Toes an Oral Complaint; OGC Indefinitely Halis alt Publivation by CFTC
Foonomists after a8 Twe-Day Review

On or abomt Wednssday, December 3, 2012, two atforpeys representmg CME spoke with
then-UFTC General Coupsed Dan Berkovitz ‘if:z SEPIESS COnCeIns about # recent publication by
former CTTC economist[HOHOING) " CME explained that it had received questions
from several marke! parniTIPANTE, BIEHNEITER concern was that this paper revealed tade
miormation 1 violation of Sechon 8 of the Conumodity E"ﬁ%i}&z;g& Act, UME qrestioned My,
Berkowitz regarding[POMRITIC) b status at CFTC, how he received access to the material, and
regarding what controls were placed on the use of CFTC data,

Eo TEVIEW Ehe situstion m C}{f E 9{3{ st out 1o
examine the FCRVITETOT OUE T EH ﬁ};&es, confracions, and consulfants. OCE economists can
b emploved as repulay emplovess (full or part-thine), consnllants, or coutractors, and OGC
learned that Andie Kirilenko, the former Chief Economist, did oot know the particular
emplovinent status of all the scovomists, suchudug sowe he bad hired. Emplovess m the Offce
of the Freeutive Dirsctor (OFDY) mtially were not able to mtorm OGC Whe?hm -

A - -
§?§§¢-’j‘b) was & contractor o g consultant: however, be did have a CFTC am

network access, Emplovees withu OFD also did not pumediately know ]
had a CFTC binlding badge.

By Degember 7, 2012, tiw assigned QGO deputy was anable (o obian detailed
mformation on stalffing in OCE.H At close of business on December 7. 2012, the OGC Deputy,
in consuléation with the Chairmen’s {ffice, “directed the Chief Economist to insure that all OCE
employees, consultants, and vontractors cease shariag. pubdishing. distributing, or otherwise
making available any papers or Oiizef products generated with Comnission data to any non-
Commission individual or parties.”™

f}n Decamber 13, ?{?}21 ’{3}@ Gmem} il’mmsei m{éf’iaf{ the ?i‘zﬂ‘;miwiﬁwzﬁ by gmaii eef

1ot degm ihe the Chanman’s inv ei@ srnent. ’E’i&e Clael fZ};}ammg (’f}fﬁm f@m*arﬂe«d %}m w;wmi
Coumel’s zrnsil to this Office the same day. Meanwhile, OC7s review eontinned.

BN DIIR) [is & gaduate o] (RYWRY (MW 7V
(b )( ).(bY(7)C)
(b)(8),(b)(7)(C) (b)(8),(b)(7XC)

£ Fhe Depity §3| (b ) (6 ) , tim‘éazi with the Conmmssion o1 (b )(6 ) ) (b ) ( 7 )
% Flaws in sdiniolstianys record-keaping for CCE sononists ware sventually revealed,

£ %ee Appendix 3,
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Further OGC Review Keveals Information Secarity Concerns and Prompts Farther OCE
Restrictions

regarding trade data used by OCE economists. She learned that OCE used a dedicated server to
store frade data fo facilitate 1t work. The Chief Economist conidd sot il her what was on the
server, nor could he tell her who had access to the server. The server was physically accessible
by anyone with access to the OCE effices, which means any CFIC emplovee or authorized guest
with a temporary pass card. The server counld be used only with & valid CFTL username and
pussword,

The OGC aitorney learned that information could be removed from the server through
any thumb drive or external hard dreve. Thumb drives and an external hard drive that may not
have been CFTC-purchased or approved were found near the server.™ The OGC attorney
removed the thamb deives and external drive, and gave them o CFIC information technology
personnel with expertise in forensic analysis. The forensics tearm Cusually assigned
Enforcement-related forensics examinatons) was tasked with examining the QCE server.

The Chief Operating Otficer briefed the Chaiunian on these new information security
issues, and the Chainnan informed that, “[oln December 12, 2012, the CFTC terminated access
les the agency systems and databases. inclading OCEnet, of all individuals m the OCE research
program other than full-time agency employees within OCE."*

Separately, OGC Jearned that OCE economusts may have blocked (or atiempted to block)
system administrator access to the OCEnet by ODT computer specialists assigned to the system;
this assertion was digputed. We focused on this allegation during our fieldwork, All
inlerviewaes with knowledge agreed that ODT did expenience a delay in accessing OCENet
when their usual method of access did not work., We are not sure whether the usual method of
access was alfered by OCE and, it so, whether it was done for the purpose of somehow wresting
contred of OCEnet from ODT. What we learned from staff was that there were alternative
methods of access to OCEnet, and staff in QDT was well aware of these methods because they
had set up OCEnet. ODT was able to access OCEnet after a relatively brief delay, and in any
event they were able to access OCEwret on the same day they first atempted access.

A3 v E— : . e ) i : i
O personnet informed us thas equipiment used for OCE»el was nof always dovomented, inchuding external hard
drives,

* See Appeadiz 2.

%]
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CME Submits Detailed Allegations

CME documerted its concerns i a letter dated December 14, 2002 (CME let.ter).z‘r’ The
Tetier stated that CME became concerned when it reviewed an article “co-authored by Andrei
Kirilenko.™™ CME did not idestify the title of this article. The letter also addressed a second
articie co-anthored by Kirilenko concerning the “Flash Crash,” oublished o 2010 Finally, the
CME expressed concern regarding a third article, authored by (B )6),(0)(7) 7 on the
subject of high-frequency trading. (C)

|33

CME asserted that “the use of Section & data —~ ncluding trade secrets -~ for the
preparation of non-Commission sponsored publications violates Section 8% CME alleged that
“the Commission’s Chief Economist has both used Section 8 data and provided access to Section
& data to non-CFTC economists and their assistants for purposes of publishing acadermic
research,” and again asserted that such access would violate Section 8.7 CME included a list of
seven issues it believed to be raised by this conduct:

1. Has the Commission authorized its Chief Economist (0 use Section § data for
purposes of his academic research? s the choice of research topic reviewed in
advance by any officer of the Commussion? ¥ so, which officer? Are the
Comussioners given any advance notice that the research s being conducted? Are
the Commissioners required to give formal approval before the research 33 published?

Tt

If the Commission has aathorized its Chief Economist to use Section 8 data for
purposes of his academic research, what is the stamtory or other legal basis Tor that
authorization?

3. What systern of supervision 15 in place to review any such research before
publication, and what was dope in the cases referenced above? Who approved the
publication of Dr, Kirilenko’s research? Who approved the selection of individuals
to whom the data was provided? In what form wasthe deata provided? What
specific data elements were provided? What safeguards were eniployed to protect
the data thar was exposed 1o non-Commission employees? Did Dr. Kirtlenko or
anyone else af the CFTC utilize data ahasing mechamsms to protect 1dentifying data
clemenis?  What data is allowed to leave CFTC premses? I so, what was done to
protecl that data after 1t leaves the premises? Is the data provided fo third parties

¥ Ree Appendix 1.

* gdrel Kirllenko served as Clief Beonomist from December 2010 unil Decomber 26172 he was an cconomist
with QOCE from May 2008 to December 2010, He received his PD in Bconomics from the University of
Pennsylvania, where he specialized in Finance, Carrently he serves as Professor of the Pragtice of Finsnee af the
MIT Sloan Center for Finance and Poliey.

# Available heres| (D)(0),(b)(7)(C)
“# CME Letter {Appendix 1),
1.
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reviewing the research as part of a peer review process? What processes are in
place to provide asvewance that all data provided to thad parties s returned o the
CFTC and s aot used by thind parties for any reason not anthorized by the CFTC?

4. Absemt specific Convission sothorization, dosa the Chief Economist have
authority o uge Section 8 data for pusposes of his academie research?

3. Has the Conunission of the Chief Eeononust apthorized non-Comunission
gmployess, including “academics” or their assistants, to huve access o Section 8
data for any purpose?

4. U so, for what pmpose, subject to what limmtations and profechions and under what
legal anthority?

7. If the Conmnission or its Chief Econonist provides Section 8 data o non-
Commission smploves “academnes,” how does the Compussion seleet which pone
Comrassion erplovee “academics” to favor with Section 8 dats for then private
resparch?

Continuing Eesponsive Action by OGC

OGO deafted g new and taove strongly worded pon-disclosure agreewent, and obtamed
non-disclogure agreements from most OCE employvess, m}}mhﬁﬁ% aned m:ﬁr%?@m ;mh;&m
i&o% emsployees for whom an NDA was alveady ou file,™ Multiple flaws in 5 ctva it

cudbeeping for OUE econonusts were eventually revealed. With regand t9 (b)(@),(b)
staff in QED wmiuded that he was properly appointed but his SF32 ek dompeted
(Rdpleed: i1 alt regarde.” For one OCF consvltant, there was no record of mw&mzémg
émmmnm%zmz othier than the required clearance documentation,

Om Janvary 24, 2013, Charman Gensler formally requested assistance from owr (ffice, e
The Cluavman siated that 2 review of the OCE research progeam mdieaded “there are 1ssues
regardmg the use of pon-public data by OCE and visiting acadennes” The Chatrnum stated:

Addmonally, there appear to be issnes regarding the manner i which
seadenmse consuliants and contractors were brought nido the sgency, thew stahis
with respect to the agency, thew aceess 1o CFTC svstems and mformation, and the
aderpacy of related documeniation.

2 sy received no indioation that the Iaogage of the exsting NEBAz was defoiens

i ecomber 17, 2012 2 UFTO seoupity officer comnploted a vepeat seowrily Charance repogll (b) (6 ) ! b)
ki g My S OF eoncemss. An dtisl seenrity clearance had been eompleted prios i (b )(6 ) y start
CFEC, also with a0 concertyy of fesues noted. A or AW

= The Chaivmss's leiter is stfached as Appendix 2.
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The Chairman amted that he had “divected the CFTC siafl to suspand the external
publication of research conducted or supported by OCE” and terminated “sccess fo non<pibhs
data by OCE personsel other than CFTC full-fime emplovees within OCE” The Chanman
siated that CFTC s “seview of the matter is ongoing,” that it included review of “the Tmnan
resomces, procurement, logistics, data, and legal 1ssues raised by the OCE research program,”
sud that the Agency “will take any firther steps that we deetn appropniate” The Charman
arated that he believed that “all of these issnes warrant your raview.” On or sbont Fanvary 30,
2013, the Chairman publcized s refeoral fo ow office, and brrefed the press, Congress, snd the
statf of OUE. OED reported that m Febraary 2013, it wsoed stop work orders tor 13 OCE
escionusts working on contract, and placed on hold eight OUE consaltans. ™

The Dleputy Genaral Counsel fo1 (b)(8).(b) wsirncted CFTC OIG that 1) someone
with meomplete on-bosrding paperaaX (OF oR-BomTang paperwork with administrative errors)
18 not propesty zzppc‘zizz?&é' 2} anyone pot properhy appomded may sot access CFTC data gzz:s;;;wc;i&ii
wder Section B; and 3) anvone not properly appointed ey pot publish or present economic
research pm&m&& dwring a period of mproper dovumwtation. These considerations apparently
played a role i the decrease 1 OCE contraciors and consultants, as well as the continued
shutdown of OCE research, and cessation of publication and presentation by OCE ecopomists.
Dasa secnrity concarns also plaved g vole, i pot with regard 1o publication, at Jeast with regard
the shutdown of OCEnetl.

The mitial review by OGC revealed that the paper by

(b)(6).(b)(7)(C)

biad bosy

) v fie Chief Economist and by 2 siaff attorney in
(b)6).(b) |

e {3tee of Cianiern]

Crnnsed

[

The matial mwew hy OGC did notrev eai ’ih‘ii for the past several yesrs, whenever

Bl Weld Lopecmnasasardunsy
research pape (b)( ), ( )
Creersipht (DT drpen

gz‘amr Was f:‘ewmw{i ?:3-
ToTE than 60 vears grecsianead

all concluded ii%m ihg
protected under Sect

—appropriafe aggregation’ ? of trade dafa ma ;}rog,}cse{i SCOBNIBIC
waald refer ‘ihe patter i IR0} ;

collectively had
14 hzet E conomst

LR F .

Nevertheless, in Febrmary 2013, the Office of the Chairman i consulation with OGO
formed a techmical committes of econonmists, statisticians, and others (o review 24 OUFE research
papers (including tha(b)(6),(D)(7)(C) paper} for information protfected under Section 8, and
for other confidentiol TF SNSIHTVE WIOHNATon.  Eighteen of the 24 papers were already readily ¥
avatiable online, snd other sconomic research papers were avatiade onling but unt included on

# See f.10 and accompanying fexk,
H Apmrepation w veed 1o wirek die dodividoed Sentity of Sroms o ndividuals

K3 Y 5
i 11 Fobynamimmbiims

(b)(6),(b) (b)(6).(

* 1 Febthimelorrrrmmeeee o mement informed thas tizj( )( ) (b)( )( apey was presented or pablished
ot thaee oocasions ;zz ior 1 to seview by Ageney staff i the ¢ T Bee Appendin 8, page 57 s

i Wy

nanagement elarified "*wi r‘wﬁr iitial peview “did nof reves] the 1ad

aper, or any other paper.” See Appendiz 6 pages 3735
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the list of 24.%” The Office of the Chairman installed the Office of General Counsel with
authority te meke the final determination regarding whether OCE respanc suled be
published, and this assignment fell to the Depoty General Counsel fo (b)(@),(b) Tex Jumse

2013, the Commitee eleared three papers for publication, and ¢leared™ iy DI seven affer
that. In October 2013, the OGC approved three papers for publication. OGC cleared four
additiomal papers for publication in February 2014 (as of February 2().

Scope and Methodology

Pae o staffing funitations and competing priorities, fieldwork for our review began in
March 2013, Our objective was to address the following concerns raised by the Chairman in his
Fanuary 2013 letter, to witr “issues vegarding the use of non-public data by the OCE and vistting
academics,” and “issues regarding the manner in which academic consultants and contractors
were brought into the agency, thelr status with respect to the agency, thelr access to CFTC
systems and informatton, and the adequacy of related documentation.”

In order o complete our review, we interviewed over 30 individuals in the Office of the
Chiel Economist, the Office of General Counsel, the Office of Data Technology, the Office of
Secunty and Emergency Management {(within the Office of Logistres and Opetations), and
within the Office of the Executive Director, employees in the Office of Human Resources and
the Procurement sub-office within the Office of Financial Management. Some witnesses were
interviewed on maltiple eccasions, We reviewed available hiring documents for OCE
ecopomists for the past three years, and reviewed relevant econanic rosearch papers prepared by
them. We researched pertinent legal principals and the history of the Office of Chief Economist,

Background
History of Economic Research by CFTC: Section IS of the Commodity Exchange Act

Last vear the CEA held two hearings on the subject of Conmodiry Puts
and Calls. The national administrator had siated at that time that previous
studies of puts and calls had been conducted by the Agriculure Department, 1
subsequently learned that the studies were made, believe it or not, in 19341
Worse, the 1934 study was based on data and information gathered in 1927 -
19301...

Thiy is but v single example of the kind of natve and meaningless research
conducted by the CEA in vital areas enfrusted fo its responsthility.
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-Legislative History of the Commodity Exchange Act of 1974.%

The Commodity Futures Trading Commission Act of 19747 included new section 18,%
which provides as follows;

Section 18, Research and Information Programs:

The Commission shall establish and maintain, as part of its ongoing
operations, resesrch and information programs to (1) determine the feasibility of
frading by computer, and the expanded use of modern nformation system
technology, electroaie data processing, and modern communication systems by
commadity exchanges, boards of trade, and by the Commission itself for puposes
of improving, strengthening, faclitating, or regulating futures trading operations;
{25 assist in the development of educational and other information materials
regarding Tutures trading for dissemination and use among producers, market
users, and the general public; and (3) carry out the general purposes of this Act.

Regardless of whether section 18 was a direct response to the testimony quoted at the
start of this section, in adopting it Congress clearly intended for the CFTC to include as part of
iz operations a robust research program. It is equally clear that Congress intended that the
research program include economic research. ™

A Brief History of the Office of the Chiel Economist

Section 18 of the Act mandates the production and dissemination of economic research,
and the Commission has complied since its creation. The aame and organizational placement of
the Office of Chief Ecoaomist has vanied duriag the CFICs history, but economic research
activities have been described in nearly every Commission annual report:

¢ The Commission’s 1976 annual report included a description of the “Division of
Economics and Education,” and described research on “electronic data processing™ and
other topics, including topics dealing with economics.™

¢ The CFTC 1977 annual report reported that the new Office of Chief Economist “began a
research program (o determine if futures markets really work in the national interest and

* Sepaze Committee on Agricultare and Foresury, Hearing on 8§ 2485, $. 2578, 5. 2837, and HR. 13173, 93" Cong.,
2d Bess., May 21 and 22, 1974, pg. 811

P pubs. Lo No. 93463, 88 STAT. 1389 (Cet. 23, 19740,

R of s, 416, cadified 8t 7 USC 22(a).

* tegistative history includes recagnition that “compterized trading may well be the wave of the fuwre, but many
guestons of both echnological and economic feasibility must be answered befors it Can or shotld b2 Implemented ”
HReot, No. 93975, 939 Cong., 2d Sess., 52 (Aprid 4, 1974 {guoting My, Caldwell, Adminisiontor of the
Commedizy Bxchange Authority s

1476 CFYC Ann. Rep. pages 100-103.



U5, Commadity Futures Trading Commission REDACTED
Office of the Inspector General by CFTC

10 develop better public understanding of how and why the markers function.”* OCE
“carries the major CFTC responsibility for analyzing and improving competitive
performasce and mcreasing public understanding of futures market conttibutions to the
altocation of asic resources,” "

o The CFTC 1978 annua report stated that OCE “sponsors long-term research into the
functioning of futures markets to ensure that the markets ave as competitive 23
possible.”™ It referred to completion of “’pmﬂjec%:s pertaining to ... a longer-term
understanding of futures markets functions,” ‘ﬁ

s From {984 through 1994, CFTC annual reports contained the recitation that OCE
“conducts economic research as part of the Commission’s mandate under the Commodity
Exchange ActY

&« (CFTC annual reports between 2001 and 2006 stated that OQCE economists presented
papers or published papers, stafing: “[s}aff members write and review papers for
professional journals and particapate in a variety of mdustry meetings and seminars.”" In
2004, CFTC’s annual report contained a detailed description of research pa{f{grmad.‘zg

e More recent CFTC ammual reports state that “{tihe Chief Economist provides economic
suppost and advice to the Comudssion, conducts research on poiicy issues facing the
agency. and provides education and feaining for Commission staff.”>

CFTC carrently sistes on ds public website:
OCE conducts research on major policy tssues facing the Commission;

assesses the econoniic impact of regulatory changes on the futures markets and
cther sectoss of the econemy: paricipates in the development of Commission

Y17 CPFTC Amn. Rpt. pages 38-39, 77-83

red a8,

M98 CFTC Ann, Rpi. 96,

.

* This quete is found in CETC annual reports from 1984 through (and inchading) 1994,

1695 CFTC Ann. Rpt. 48, Reference 1o presented papars by research economists is found in 2001 CEFTC Ana,
Rpt. 6%, 2002 CFTC Ann. Rpt 83, 2003 CFTC Ann. Rpr 67, 2004 CFTC Aan. Rpt. 63, 2605 CFTC Ann. Rpr33,
2006 CEFTC Ann. Rpr. 52,

P UFTC s 2004 Annual Report stated:

OUT staff menbers continve 10 present their research findingy ot industey conferences and
academic anndi! mestings and frequently have those findings published in refersed acadende
Journals, Duriing FY 2004, staff papers presaited or published in this way covered topics relating
1 price diseovery, hedging and risk aversion, the theary of gtorage, electronic vorsus opely sy
wading, and Factors nitecting derivatives market success or faglure. Papeis were accepied for
gublication or published in academic jourtals such as The Jowrnal of Finance, The Jowmal of
Business, The Jowrnad of Futures Markers, ad The Senthern Ecoppatics fawrnal,

2004 CFTTC Ann, Bpt. 65,

* This quote is found in CFTC annual reparts for 20092017 1t appears tht oaly the 2007 and 2008 aunnal seports
contain 0o reference whatsoever o economie research conducted by OCE.
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rulemakings: provides expert economic support and advice o other CFTC offices;

conducts special studhes and evaloations; and parficipates in the ln-house traindng
. . ot N - 3

oif stafl on matters yelated to Ftwes, options, swaps, and risk mﬁmgﬁfzrﬁeﬁf,”z

The CFIC s 2013 President s Budyet and Performance Plon Bisted mmong OCE's Fiscal
Year 2011 acoomplishments the followmg: “Composed af least 7 worlang papers on
Commission orlented (opics made available to the public with 23 Qi‘é‘;ﬁéﬁf’?iiuﬂ& and 3
publications.”™ We found po reference 1o OCE poblications or presentstions m CFTC s 2014
budeat dovunent.”

CFTC currently posts four GCE veseavch papers on ifs pzibizc website; ™! the papers are
pubhished with dise nimers™ such as: “This paper retlects the opimons of s authors only, and
nol thase of the CFTC, the SEC, the Covmisstoners, or other staffupon either Comnission. All
renuuning envory and omissions, i ary, are the authors” sole responsibility” 38 and “[tThe views
er«,pfemeiiﬁ_;ﬁ this paper are those of the guthors only and do pot reflect the views of the OF 1 C or
ite staft”

Current and forner CFTC ecmmmzsis publish papers it m g vanely of journals, mncluding
the Journal of Alternative Iny ’e‘sf'fltaﬂ?a,, * the Energy Sournal,™ and the Fournal of Futuees

* Geo bty Soreew ofte gov/ Aboub Eeonomc Ansbvsis/index bt

RLFTC, 2013 President’s Rudgat ond Porformance Pl avalable st
httediwww o Bie sovirepors/prashudaet 200 5000 S pesidaniabuSaetOR bl

el ,"u‘&ﬂ’é‘\ 4 "Mrdet of One”? Jume 9, 2008, Thy paper was
{m m;ﬁbéﬁf ort ﬁ;e LE‘T{Z" pshlic weliie:

- ;it;'(b)(ﬁ),(b)(?')

s pagrer is ont the list of

TApETs of TETIE IY 108 LOWARIEs). 1 De CILET TWo [Apers me Doen /8 1840 200 mAt,

“ Trisclaimers that are “reasnuably proviinent” and fhat convey that “the vizws axpressed in the article do not
necpssariby represet the views of the agency,” are reqguived by regalation at 5 CFR 2835 8070,

(0)(B),(N7THC)

(0)(6). (P T)(C) e poperoon

the it of papers Tor review by the Dasguties )

SRS T the

B Lon fa 54,

* Bubuksahin, Lee, Mosey, and Robe, ff*}'; of Markes Uesdisions, Poper Movket Avivity, ond the WTEH;
Spread, The &ma‘% Toumal, Vol 34, Mo, % (2018% This arbede was abe published by the Bnergy Infossmation

Ageney Cee sl

iif
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Markets. ™ The Federal Reserve Board and the }Eine;gzs Information Agepey currently publish
papers co-authored by CFTC OCE economists. *t Of conrse, econamists in OCE are not the only
CHFTC economists wiiting and publishing papers addressing econamic thought as i pertains to
fotores wading. A partial st of 103 economic research papesrs suthoved by OCE sconomists,
Compassioners, and other CFTC sinployees, 18 aftached as Appendin 3.

OUEnet

OCEnet was & stand-alone computer network created s 2008 o mesist un mler-agency
entlaboration 1o conduct enerpy market research using CFTC and other data. ¥ The Comudssion
kept the network separate for secunity piuposes; i did not want to grant individuals om other
agencies access 1o the entime CFIC network. OCEnet also permitied users 1o nn complex
prograns necessary to analyze economie data.”

With regard (o inter-agency eollabomtion, ofher agencies would lenhify he data they
wanted o review and request that it be transterred fromn the CFTU network 1o the stand-alone
server, A CFIC employee would load the requested data onto an external hard dave and then
transfer # to OCEnet. For additional security, the server and desktops were placed i a separate
room;, keys were provided to designated individaals s OCE.

Crver time, mier-agency use appears 1o have dropped off wlile itermal use by OCE
cconomists increased. As overall demand for OCEnet grew, additional equipment was provided
for its nse, What began as approximately five desktops {and a server) grew to nearky rwenty,
The advantages of O Enet for ressarch prrposes were many: ke any server, 1t stored data so

# Anlerich, Fishe end Harns, #hv do Expiring Futwres and cosh Prives Diverge for Graby Mokeis? Jovnal of

Fimges Markets Vol 3% Toone 4 {203 40%

(0)(6).(e)}7)(C) l
b 6 b ? C TS L T ¥ FRpers {Iﬂﬁ’ﬁ‘}ﬂiy

LT Firesiead Marker Conditions, Poaper Market
ée"fmf} :mzé’ the Wil 3; it Sp}m Movambar 2012 (svsilabde o
fnenos zﬁmh‘zg venorts presarizhons/ 201 2P aperBrent W L Lndl).

LL; R R 533,.&.5’ Vi

© The resuit of this sotlaboration, Faw £k

Brpwww oBle sowhnyarouny/ol

3 LEE Ty R S §
ey Rapent s Ori

iedy 20081, Is availeble o
sroamdoonent '

CfinterinwenortonerudenidUTOE nadf

® The Federal Regerve Board (FRE) offers shuilar rescarch capabilitfes 1o ity conpamizis, Hy websiie vales
“Feonmmists at the Federal Reserve Hourd vorduct Snnovative resenrch on 2 broad range of topics in econteaniss and
{nance. In additton to presesting their yesaarch to policymakaers, Board ecopousisis shere thetr sesearch at academic
conferences and publizh # in peereviewsd journals and other scholardy outlets ™ The FEB sconomists:

. pomhief research and ather salyen oo higheperfrmanee compiter servers, which run bath
Lasny ansd Windows operating systoms, Thess sivvers offir 3 full suite of sconowmebic and
steirstical soffware packages on both platfors 1 Econonmsts and technical staff regularly review
and fmprave, 28 needed, the capaoily aud spead of processors and 1he mnge of seftware available
0 Board economists for thelr research, Several himdred datasels covering 3 rauge of topics from
nicro-tevel banking/fieancial data fo aggregate macroecononic Hime serios sialistics are available
fivr mse by acomowrsts i thedr wsenrch,

This mformation is available onbue ot bt fawe Sderabioss syiveonsdata/delanl b and

Bmovrwwn dedembsens envisooedainresuslspartinn

i0
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that it did not need to be separately loaded onio the many deskiops: it was faster, megning that
the manipulation and study of datasets could occnr mere quickly: and 1t contained unique
programs for the manipulation of data. Additionatly, it allowed OCE to bring os cutside
eLonomists 1o do research while Hmiting access ta the CFTE network,

By late 2011, the CHfice of Data and Technology had enhanced control over the network
i order 0 increass information security, A new system of individual user accounts had been
establis §l(«d pzc\,iausi}g access for all users had apparently been via a single log-in and
password.® While information security increased, physical security declined; OCEnet
compoters and server were moved from a separate, fockable poorm to a commoen area, This
decrease in physical security occurred, apparently, because the original justification for physical
security of the server and desktops was no longer supported: OCEnet was now being used
primarily by CFTC economists rather than individaals from other sgencies. OCEnet continued
operating in this manner uniil it was shut down in Decernber 2012,

Procedures for Publishing and Presenting OCE Puapers (Pre-Decenrber 2012)

The Chief Eeonomist approved all topics for economic n search papers written by OCE
economists working as employees, contractors and consultants.” For contractors, the economic
research issue was determined in advance and was described in the contract. For consultants and
employees, the process of selecting a topic for economic zesearch was not determined 1n
advance. Rather, potential topics could be suggested by the Chief Economist, by any
Commissioner, Division Director, or any CFTC employee, including OCE economists.
Regardiess of the souree, all sesearch topics required approval of the Chief Economist.

Priog to December 2012, submission of a completed research paper to the Chief
Economist was nol strictly required; however, OCH economie research papers were subject to a
rigorous academic review process and we believe most if not all papers were separately {and
voluntariy) submitted o the Chief Economist. If the paper included aggregated trade
information protected under Section &, the Chief Economist would refer the paper to the Office
of General Counsel for furthey review. OGC world assign the paper to a stafl level attorney.
Most recently. the staff attorney assigned {(P)(6).(0)(7) | had more than 25 years experience at
CFTC, The OGC attorney review ed trade At TR TRE SConomic research paper for conformity
with accepted aggregation standards for other CETC igations. In case of doubt, the OGC
attomney would seek advice from an economist (0)(6),(0) 7} | in the Division of Market
(}vemght (DMO) with expertise in trade data aggregation standards for Commission
publications, and over 35 years experience at CFTC. This process of voluntary mternal review
had been in place sinee at least the 1990s.

® These accounts were separate from the username and password acoounis o access the CFDC network generally.
QDT and OCE retained adminisirative acvess 10 the new system.

* We are not aware of any publicutons by CFTC interns in OCE,

11
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OXNB).(ONTHC)  [s paper on high frequency trading ™ went through z’tw» ;3@:&@:@%& ;}rsm
fo publication. [t was reviewed by the Chied Econormist, by the staff atforney | 6), (b7 | i1
OGC, and by the peonomist in DMO|(D)6).(0X7) | and was cleared for publicahon, Aii
concinded that the paper did not include TN protected wxder Saction 8,

The Comumission’s Use of Information Protected under Section 8 of the Commodity
Exchange Act

Section ¥ of the Comvmodity Exchange Act reads as follows:

For the efficient execution of the provisions of this Act, and 1 order fo
provide miormation Tor the use of Congress, the Commission may make such
mvestigations as 1 deems necessary 1o ascertain the fcts regarding the operstions
of boards of trade and other persans subject to the provisions of thas Act. The
Conunission may publish from time to thne the vesully of any such investigation
and such general statistioal information gathersd therefrom as it deens of interest
io the public: Provided, That except as otherwise specifically mthonized 1 fhis
Act, the Compussron may sot publish data and ifonnation that would separately
disclose the business fransactions or market posihons of any person and trade
seerets oF names of customers,

Commodity Exchange Act, Seetton 8(r) 1) 7 USC § 1231,

In boref, the Act grants the Commumssion wide disorebuom to myveshipate and publish the
results of such investigations. ¥ alan contming 8 prolubition; the Commission may pot “publish
data and intormation that would separately disclose the business traneastions of market positions
of any person and trade secrets of names of customers. " This restriction is a Tonited one; a
statutory prohibabion agaiast publicalion is ot as stricd a5 a statutory prolubstion agamist
disclosure ™

f Freeman v. Seligson” the Federal Conrt of Appeals for the District of Colinmbia
Caretit addressed whether Section 8 prolubited compliance with a subpoens in a judicial
proceeding, and detenmined that the requested infonnation protected under Section 8 must be
disclosed. Of comwrse fhus 15 mot fhe sitnation here; however, the court’s discussion of the history

* Avaifable iww:l(b)(s):{b)(?)(c) |
CRA, Bevtion Bla¥iy TLEBC see 124831}

® by ve England, VIS A3 1I68, V180 (0 400, 2004} Decopniing existing yma@éﬁm that “geseral statmioyy hags
s pabdication do uet bay thaited disclosure i jodiciad procsedings” sud recosaizing the differsucs batwesy
statrory profubittony spaingd pebleation, which are loss strict, and stafidory peobibifions categovieddly barring
dizcloaws),

® Erosmon v, Seligron, 408 P24 1328 (CADL, 1968}
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and meaning of Section 8 is informative. The court stated that “the langnage used and the
statatory setting plainly reflect Congressional concers with widespeead dissemination of
tformation not otherwise available to the public.”™ The court stated that “[tlhe by o
publication is linked 1o, and should be read against the backdrop of, the Secretary’s duties nnder
the Act to furnish information and data about futures rading and commaodities to the cancerned
puhlic at large.”"’

The Freeman court went on to stafe that the legislative history of Section 8 “does
establish as a matter of fair iaplication that the prohibition was not ntended to embrace the
separate and Limited kind of disclosute that arises 10 fudicial ptoceedings.”® While the court in
Freemar did not address the use of Section 8 data within the Agency, we believe that an equally
“fair implication” to that drawn by the court in Freemar 1 that the prohibition to publish “was
notintended to embrace the separate and Hmited kind of disclosare”™ that grises when individuals
employed by CFTC and physically present av the CFTC are granted access to information
protected under Section B in the course of their work for the Commission. In fact, we would not
expect a cowt (o interpret Section § to prohibit the Commission from sharing data protected
under Section § from any person as determined by the Commission necessary fo carry out the
Comeission’s mission under the Commodity Exchange Act, so fong as the disclosure is not
public. We note that the Cominission’s regulations and Privacy Act notices indicate that & N
narsber of non-public disclosures of information protected wnder Section 8 may be permissible, H

We also note that no penalty is provided for violations of Section 8; however, the theff of
confidentizad government information, including business information, may be a criminad offense

. L . g1 o4y 4
i cerain crcumstances under 18 US.C. 641,

Agoresation and Secron 8

Section 8§ prohibits the Commission from “publish[ing] data and information that would
separately disclose the business transactions or market positions of any person and trade secrots
or names of customers.” ™ but it does not prohibit publication of aggregated and anonymized
trade data. The Commission recognizes this distinction when it publishes aggregated and

14, 8t 1349, Indeed, more recent cases have stared similarly thar in adopsing the probibition against publication in
Section 8, “Congress was concerned with “widespread dissemination of inforation not otherwise available w the
public’ .7 B ose Englond supra, 373 B33 at 1180 (guoring Freeman v, Refigson, siprg, 403 F.2d 01 1349),

i,

2,

protected under Section &, tay be found at 78 Fed. Reg. 5974 (Feb. 2, 201 1)

Chites/foww clie soviucnfersuny/publin/@lefederalresivier/documentsfle 201 -2 3 3apdb

LS v D Gitio, 338 F.2d 9T (3 Cir, 1976, cors denivd sub son, Lupo v, US, 429118, 1038 (1977, The First
Amendment ramitications of agenpiing to penalize under 18 US.C. 641 disclosures of contidential government
mformation ave been noted in case law, See, US. v Truong Dink Hung, 629 ¥ 2d 908, 928and a.17 (2% Cir,
1980 0.8 v Vinconzi, 1988118, Dt LEXIS 17436 =27.420,

 Ser fn. 2.
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anonymized trade data in its Bank Participation (BPR) and Commitments of Traders Reports
(COTR). The Commussion hias stated:

For the purposes of protecting the confidentiality of participants” husiness
fransactions or marke! positions as required under Section 8{a)(1) of the CEA., the
Comrmssion has historically created guidelines for vanous market mformation
reports (.., Bank Participation Reports ("BPRs”} and Commitments of Traders
{COT”) repoits) that prevent market participants and the public from reverse-
engineering ageresate data to determine the participants that submitted the data. ™

In other words, the Comumission routinely publishes business transactions and market positions —
but it aggregates and anonymizes that daia to prevent anyone {rom discovering the identity of the
firgns in the agpreguied dataset.

Specifically, the BPRys “aggregate large-trader postiions of banks participating in varions
financial and son-financial commaodity futures,... [and] includes data for every market where
v ; . w il o [
five or more banks held reportable positions,”” The Commission goes on to state:

For purposes of protecting the confidentiality of participants’ market positions {as
required under § 8(a) of the Commodity Exchange Acty, when the number of
banks 1 ¢ither category (U.S. Banks or Non-ULS. Bunks) is less than [our, the
nuraber of banks in each of the two categories is omitted and only the total
namber of hanks is showr for that marker.”

CFTC also publishes its Commitment of Traders Reports (COTRY” in a manner that, in
it opinion, does not result in disclosures that violate Section 8. The Comunission describes the
COTR s "s weekly breakdown of each Tuesday’s open interest for markels in which 20 or more

aders hold positions equal to or above the reporting levels established by the CFTC.”® The
following desceription is available on the CFTC website:

Reporis are available in both a short and long format. The short report
shows open interest separately by reportable and nomreportable positons. For
reportable positions, additional data 1s provided for commercial and non-
commercial holdings, spreading, changes from the previous report, percents of
open nterest by category, and numbers of traders,

TES Ped, Reg, 78139 (Dee. 7, 2010) (available av
mwpdwew olie rovid awResulstion/FederalRe miste rProposedR plegf 201 0. 700043

hupdfwew ofie sovMarketReporp/Bank PatticipationBeponsBxolimnaondoesindes him,
B
e Commission's COTR daies back 1o 1924,

S CETC, About the COT Reports, available m

munAwww chic soviMarkeiReporn/Commitme stsof Traders/AbovuheCOT Heporefoot aboun
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The long report, in addition to the information in the short repost, also
groups the data by crop year, whete appropriate, and shows the concentration of
postions held by the largest four and eight traders. The Supplemental report 15
published for Futnres-and-Options-Combined in selectad agrionitaral markets
and, 11 sddigon to showing all the information in the shert format, shows
positions of Index Traders.

On November 20, 2013, the Commission announced a new weekly swaps report that is
maodeled on the COTR. s an announcement the Commission stated: *To prevent the disclosure
of individual market participants” positions and proprietary trading sttateges, the CFTC Weekly
Swaps Report is prepared using o series of statistionl sereens, hci.gﬁng te ensure that the values
presented do not inadvertently reveal confidential information.”™

While aggregation of information protected under Section 8 has been standardized for
purposes of various CEFTC market publications, no aggregation standards have been set for
research papers by OCE economists, Our interviews indicated that any review of OCE research
papers for possible impermissible disclosures of information protected under Section 8 can be
complex, requiring an examination of context to determine whether aggregated trade data 1n an
econormic research paper may be reverse engineered - by reference to publicly available data or
otherwise — 10 permit the reader to ascertain the identity of the frader.

Findings

The Decision to Suspend Economic Research Risks Vieolating Section 18 of the Commadity
Exchange Act

In December of 2012, the OGC, in consultation with the Otfice of the Chairmaa,
“directed the Chief Economist to ensure that all OCE employees, consultants, and contractors
cease sharing, publishing, distributing, or otherwise muaking available any papers or other
products geperated with Commission data o sny non-Commission individuals or partia‘:ﬁf‘ﬁ In
addition, CFTC terminated access to agency systems and databases, including OCEnet, to all
OCE personnel other than CFTC full-time employees within OCE.* The OCE research program
as it existed prior to December 2012 remaing halted over a year later, OCEnert has not been
revitalized (or replaced with comparable research capabilities), and the Age;z.cgf has not approved
most of the economic research papers it decided to review i December 2012.%

1

¥ CFTC Press Release 678013 (available at hitp/fvew ofie sov/PressRoomyProssReleases/prE TR0 1 31

® Sep Appendix 2.
S

* Research by OCE economists to support other ongoing Agency work continues.
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We realize that section 18 does not specifically require the Commission to conduct
economic rescarch through the pubbeation and presentation of juried economic rescarch
however, i has been the practice at CFTC for over 35 years, Historically, the CFTC bas stated
that the Office of Chief Economist performs a Commission mandate thmﬁﬂh the publication of
independent economic rescarch, a statement with which we strongly agree.™ To jeopardize the
sponscrship of jurned economic research is to limit knowledge imparted t0 Congress, o the
public, and 1 the Commission itself on economic issues impacting trillions of dollars — such as
high frequency trading.

We believe the OCE shutdown potentially violated Section 18 of the Commodity
Exchange Act. The duration of the shutdown increases this potential,

OGC Management Conflated Improper Administeative On-boarding Paperwork with
Improper Access to and Improper Use of Information Protected under Section 8

As previously stated, OGC management concluded that semeone with incomplete
paperwork is not properly on board, and that someone not properly on board may not access
CFTC data protected under Section 8. OGC further conchuded that someone who was not
properly on board may ot publish or present econontic research papers produced during a penod
of improper decursentation because the employee was never praperly authorized to view
inlormation protected under Section 8, When we specifically reqoested precedent for this
mterpretation, we were told this interpretation derives solely from the language of Section §.
Multiple witnesses told us their understanding was that on-boarding LiﬂgumLmaimn was relevant
to the consideration whether an OCE economist could view information protected under section
8, and conduct, present, and publish tesearch based on such access. We reviewed multiple
spreadsheets prepared by QED showing the on-boarding status of each OCE economist, which
indicates Lo us that the policy was at the least being considered, if not implemented. However,
the Chiet Operating Officer maintained that this interpretation was never adopted by the
Conumission as an official policy,

Instances of administrative errors leading to on-boarding failure included examples such
as the falure o report 1o the Nadonal Finance Center (NFC) information regarding usipaid
consultants.” Forl (P)(6).(0)(THC) it appears that two of three required signatures were in
place on his SESZ™TICTUMEONrCNTt Reonomist’s signature), but the thind individual tasked
witly signing i the OHR employee ~ only partiadly signed her signature, It alse appears that the
SFS2 was mostly but not folly completed. In the personnel records we reviewed, we also noted a

) i
¥ See .47 and accompainying text,

NP s the federa] entity tat processes CRTC s payrofl. Bven though unpaid consultants are aot pakl, their
afermation 1s apparently suppesed 10 be sent oo to NFC ayway,

hims j; VW W LLTEL L.‘.!‘vfibi';li‘*u’{. z_ii u?t ﬂifZZ ;}L .
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mber of unsignad SFS2s and SF50:. % For one OCE coutragtor, OED staff determined that the
contract was not sigred by the condractor, o

Anether instanes of administrative irregudarity involved the OCTE econeniist,|(0)(6),
(0) 1* Foomer Chief Feonomuist Fasmes Muser requested network access for this eCoRONIN 0B

"4

:f;ﬁ:}é“‘ , 2010, bt his contract with CEIC executed wntil[(DY(6).(0)( 1)

Contemporanecus tecords telating o](0)(6).(0)(V)]on-boarding «HEFeroom mess indicated that
network access was pot ganted vatl the Confrach was igned; however, the delay appeans 1o bave
been due o fechuical difficulnes, and not due fo the faet thet the econmnist, though appointed by
the Chief Feoncuat, was aot vet under confract,In fact, we Tound oo indication of an awareness
that the subanission for nefwork access predated|(P)(6).(0)(7) bontract date, and no indication that
it was brought to the atienbion of management af the fime.

There was also ag econonist, EE)\(ES)’(D)(?) * for whom it initially appeaced CFTC lad
10 records at all: vel he had already published a paper az a UFTC enploves. Stefl i GED
eventually located(P)(8), (D7) & security cleamnce, but they were never able to locate an SFS2
showmng his appou paul consnltant.

We interviewad Agenoy emplovess in the Office of Human Resowrces (esponsible for
adnumstiative on-bomding for copsultants and emplovees), the Procuresnent (Hice {rasponsible
for adimmstrative cn-boarding for contractors), and the Seaunty Office (responsible for secunty
clesrances for all emplovees, consuliants, contractors and others). We were told that GCE
economisis were processed the same 3 other emplovees, consulianie, and copfractors st CFTC.
We did Jeam that, oosasienally, OHR or Procwement would fmd that an OCE econnnmst
selected by the Chief Econonust and submitted as & consuliant or as a confractor had already
boen processed or was alrsady being processed by the other Otfics — that 55, the Cluef Econonmidst
would subunt the same mdvidnal 80 be hred as both confrzetor amd copsuling ot the same fime,
apparently infert on getting the pemon onboarded as quickly as possible.

These parallel on-boarding processes were nof chamacterized by OHR or Procurement
eraployees as a fatal flaw fo the nadividual’s ability o come on board as a CFTC employes,
consuliant, or contractor, But ey were definitely an snmovance, After discovery of a dual
process, 1 appears that the OCE econonust sinply would remam in the status processed Duthest

P OPA SF 30, Motifieation of Parsonned Action, Available hever it /wany sy g Toarpaind T aee /o150 pdf

# We vifer 5o opinion on the lepal affect of this missing sigranme a5 it pertajns o the contsactual relatinaship
between the contractor and CFTL,

ABIELE) s » s JBIELEITIC] '

(OB B 790 ) | iim{(b)(ﬁ),( TG [Fe cwenily works m he| (0)(6),
(b)(a)’(b)(g%)( SI® I
i [T E scdmte o
BEINE CEIEL - ]
=== (h)(6),(0)(7)(C)

(BY(B).(0
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to completion at the thme of discovery. We were also told that the Chief Ecanomist had been

very aggressive trying to onboard economsts, with the early submission of
network access prior to official on-boarding appearing to be the most serious example,

Because there was no indication of fraud or bad faith by the economists, or evidence that
the appoinhments by the Chief Economist were unauthorized, the nature of the administrative
errors appeared (0 4S 10 be non-substantive, and capable of being fixed. Other than the
submission of mndividuals to be consultants and contractoss at the same tune, there appeared no
explanation for the administrative errors that would indicate OCE emplovees were treated
differently than other agency emplovees as it pertaing 1o administrative onboarding. We did not
mvestigate if similar deficiencies in the adopinisirative on-boarding paperwork have been found
for employees, consultants, and contractors in other CFYC Divisions.

We did ask if deficiencies in security clearances for other CFTC employees have been
encountered, which in our view would be a more serious matter. We learned that dunng a fairly
recent pesiod in which CFTC implemented new securnity badges, CFTC employees agency-wide
were found with apsed secunty clearances. For some long-term employees, CFTC had no
security clearance on file at all for the duration of the employee’s carcer at CFTC, Employees
with lapsed or absent security clearances included employees with access to information
protected under Section 8 and other sensitive information.

The process for dealing with the discovery of inadequate security clearances, we were
told, was 1o feave the employee in place and to process the security clearance, Only if the
security clearance could not be completed due to problems with the employee’s background
would action be taken to remove the employes. Moreover, even if the employee could not be
retained, prior work completed by the emplovee would remain valid usless there was extrinsic
evidence that the work was ot adequately performed. This approach finds sapport o the law,

Comptroller General opinions could not be more clear that “fajn officer “de faero’ is one
who performs the duties of an office with gpparent right and ander color of an appointient and
claim of title to such office. That is, where there 15 an office o be filled, and one acting under
color of authority fills said office and discharges its duties, his actions are those of an officer ‘de

Jacto”™" This rule is not ironclad, tat the two exceptions to this nile are not present here:
{13 The appointment was made in violation of an absolute statutory prohibition, or

{23 The employee was guilty of fraud in regard to the appointment or deliberately
. " . 1
mistepresented or falsified a material marter,”®

* Assistant Comprrofler General Yates tw the Secretary of the Freavure, BO86Y3, 30 Comp.Gen, 228, 1950 U 8.
Comp, Gen, LEXIS 93 %3 (Dec, 3, 1930) {cired In, In the Mistier of Compensation for Services Rendered Pending
Appoitment, B-181934, 55 Comp. Gen, 109, 1978 US. Comp. Gen, LEXIS 103 %6 July 23, 19750,

® Matter of Sidney P. Arnett and Meary Aner Bavron — Evvoners Appoirimenis - De Facto Employment,
BOZ2020, BOZ2OTSHL, 1986 Comp. Gen, LEXIS 376 (Sept. 8, 19563 {examples of statutory bars woold include st
mepotism statutes, e ).

1%
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The Comptroller General recognizes as a general rule - regardless of whether a de facio
ernployee may be paid for his or Her efforts o may continue in Bis position”™ — that “acts
performed while a person 1§ serving m a de facto status are a8 vadid and effectual insofar as they
concern the public and the rights of third persons as though he were an officer de jure”™ Iris
also clearly the law that the government has every authority to ratify the acts of agents acting
with apparent anthority: “a sovereign may waive its right o be bound only by actually
authotized acts.”™ In fact. in the Comptrotler General opinions we reviewed, we gncountered no
cases where a de focto emplovee’s work was nvalidated due to administrative error in hiring
documentation.

E shott, st appears that there 1 1o basis 10 equate unproper on-boarding paperwork with
improper access to CFTC confidential data in a situation (such as this) where a heightened
security clearance is not required.”™ Similarly, there appears to be no basis to invalidate or
indefinitely delay work product by OCE economists who sutfer administrative irregulanties in
their on-boarding paperwork.

We note with approval that it appears the QOGC's proposed policy bas not been officially
adopted by the Chairman or the Commission. Nevertheless, we would be reniss if we did not
note the potential unfairness inherent in the proposed policy. It appears that no one in OCE or

EE ey ., 4 i Lo : I . L 1 o 4
“ I Complrolier General opiions addressing administeative errors affecting federyd emplovee staus, the sltimate

issue is always whesher the emplovee may be paid, which is not what we are looking at toduy, We cite these
apidons fop thedr statemnenis on the subseguent treatment of emploves work whan the employes 8 not properdy
Brought an bosrd.

" Maner of the Acting Federal Inswrance Adhninistrarors Status and Authority, B-183012, 56 Comp. Gen, 761,
1977 LS, Comp. Gen, LEXES 100 (June 20, 19773 Sce also, Marnter of Earle W, Cook - Compensation for Services
Privy & Appointment, B-198575, 1981 LS, Comp. Gen, LEXIS 83 (Ang. 11, 19813 {When an Acting lnsurance
Admisstrator appointed by the director of the Pepartinent of Housing and Urban Development lacked suthonty &
serve for o peviod of aboul rineteen days, during which tdme he sigaed deciston tetters, issued regulations, and
testified before Congress in his unauthorized official capacity, the Comptroller General stated: "W e cannot
comsicder [the Acting Administrator] a usorper, devoid of ony color of authority. AL all gmes relevant be performed
the dusies of the office of Insurance: Admindstrator with the knowhadee amd apparent scquiescence of the Seoretary
and the Presidest. In our view, he meets the definition of a de facto officet or empioyes. 7},

¥ Restatement {Thisd) Of A gency § Z0%, comarent g 2006), Ratfication, of course, does not apply solaly o
contract actions. “Any aot which, i done under proper authority, would be lowtully charged to 2 privoipal may be
rattfied when done withiou! authority by an agent or subagent.” 2A CIS Agency § 55 (2013} fn Matter of the
Aeitng Federal Insurance Administeator's Statuy and Authority, B-183012, 56 Comp. Gen, 761; 1977 VS, Comp,
Gen. LEXIS 100 (lune 29, 1977)., the Comptroller General suggested that a sucocssor consider ratification of those
aetions by a de freto Acting Insurance Adotinistrator — which included decigion letters, new ropulations, and
Cimgressional testimony - with which she agreed, to avoid any confusion as to theiy hinding offect.

1 . - . . . f . .
. Certainly the lack of a secority clearunee is relevant o these considerations, 1n In the maifer of Compensating for

assigned pe Execufive Assisiznl fo an Ambassador-at-Large served in that posibion for seven monghs before the
Department of Stute determingd he condd vot be appointed due 1o his fatlure to pass  required security clesrance
Despite the failore of appointmedt, this individoal served in good faith, performed sevvices vodey color of anthority,
and with no indication of fraud, and with the Comptreller General noting that the employes did not handie classified
nateyial and that “the lzck of security clesrance apparently had litle mpsct o his job performance.’” b this
circamnstance, the Comptrolior General determined tan this individos! was a de facro cmployee duriag the period of
BEEVIEE.
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QGC was aware of the administrative errors in OCE economists” on-boarding paperwork until
December 2012, Morcover, 1t appears that, at feast unist Decomber 2012, wregulatities in on-
boarding processes and paperwork were siinply addressed by Hxing the uregulanty at seaff level,
Far inztance. the discovery of dual hiring processes for new QCE econoimists were not
documented or brought to the attention of management that we can see. Sumilarly it appears that,
at the time, nobody docwnented or brought 1o the attention of management the fact that|(0)
(b) I« initial request for network access was made by the Chief Economist and in process with
DT for more than two weeks hefore his confract was signed.

Given the mpostance OGC now gives 1o on-boarding paperwork ~ at least for some OCE
staff” — we are at u loss to undersiand why accuracy was never emphasized before December
2012, Further, we do not understand why this policy, if necessary at present, is not being
implementad Agency-wide.

In any event, we simply fal to see any connection whatsoever between a public
employee’s on-boarding paperwork and that same employee’s right to publish on matters of
public concern as a private citizen, even it the public employee’s efforts are sponsored bv the
goverament,

The Decision to Prohibit Publication of Completed Research and Institnte Mandatory
Prior Review Raises First Amendment Issues

As previonsly discussed, without regard (o the content of research papers prepared by
OCE economists, the Deputy Geoeral Connsel for[(D)(6),(0)7) [determined that any employee,
consuitant, or contractor with administrative onbodf INETEHCTaNcies may not view information
protected ander section 8, and to apply the prohibition retroactively, As previously stated, we
have found no legal support for this course of action.

Separately, CFTC management determmined to form o committee which Is reviewing the
content of all papers written by QCE economists {regardless of on-boarding documentation and
regardless of whether the author included or had access 1o information protected under Section 8)
and which will permit publication only of research papers approved by the commiitee and by the
Office of General Counsel. We believe this course of action may pofentially violate the law.

The First Amendment and Federal Emplovee Publications

Federal employees clearly do not enjoy the same First Amendment'™ tights as private
citizens. The Supreme Cowrt has recognized thut “even many of the most fundamental maxims
of our First Amendment jurisprodence cannot reasonably be applied {0 speech by government

® Indeed, It appears that OCE onboarding errors were not all treated the samme even after December 2042, Earlier

this vear, one of the OUF contractors was simply transfened to the Otfice of Data Technology even though Agency
staff recognized that his contract previousty had been implemented while lacking the contractor’s signatiire.
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employees,” "™ and that the federal government has “far broader powers™ to regulate the speech
of federal employees than it has to regulate the speech of the public at large.'™ But that does not
raean that federat emplovees lose afl First Amendment protections yaerely by virtue of their
status as eroplovees,

In arder to be protected by the First Amendiment, speech by a public employee must
speak on a matier of public concern, and the emplovee’s interest in expressing hiraself, as a
private citizen, In commenting vpon maters of public concern must outweigh the intergst of the
State, as an x, npioyu 1 promoting the efficiency of the public service it performs through i
eraployees,'™ Tt is clear that the First Amendment does not shield from discipling the
expressions public employees make pursuant to thelr professional duties; however, the Supremse
Court has specifically declined to determine whether the fact of public employment simifarly
alters the First Amendment rights of poblic employees engaged in speech related 1o scholarship
or teaching. '™ Context is key in determining whether an individual who works for the
government is speaking as a private citizen or as a public employee performing official dunes.

We believe the employment situation for OCE economists is clear-cut in this regard: in
addition to their assigned tasks relating to ongoing Ageacy operations, OCE economists are hired
by CFTC to perform independent academic research. The position description for a level C1-12
research economist states that, in addition to supporting the Commission in its work:

{Tihe incumbent also participates in the planning and execution of special
prajects, primarily ong-term studies with little precedent. The incambent is
expected 1o be propared to present and review papers at professional meetings and
conferences and to contribuie o the literature tn the ficld and identify the e’{feais
associated with implementing proposed standards. regulations, and policies. '

Similarly, the position description for a level CT-15 supervisory economist states that, in
addition o supporting the Commission in its work:

As arecognized expert in the economic and stanistical analysis of futures and
swaps markets, the mcumbent is expected to be sought out to serve on panels and

Y Warers v Chierchiil, 511 U8 661, 671672 (1994),
1,
YE pivkering v, Board of Education. 391 118, 365, 568 (1968},

¥ I Garcetd v, Ceballos, 547 U.8. 410, 426 Q2006), the Supreme Court rejected “the notion that the Fiest
Amendment shields from discipiine the expressions employees make parsusnt to their professional duties.” bat
specifically declined 10 address the application of First Amendment rights to speech by public employees related 1o
academic scholasslip, B ot 425 (“There s senne avpument S expression related to academic scholorship or
classroom ansucton aplivates additona) constitutional nlerests that are not fully accounted for by this Cmm 8
vastomary emploves-speech jurspradence, We need not, awd for that reason do notb, decide whether the analysis we
cofuduct today would apply in the sume munner 10 o case involving speech reluted to scholarship or teaching,”)

% Position de scripgion for (9)(6),(b)

e AW
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10 present and review papers at professional meetings and conferences, o
T . . .y 13 '
contribute to the literature in the field. "™

The position descriptions in our view indicate that QCE econoinists are required fo create
and pubhish economic research not merely 1o the extens that such research supports the
Commission in 1ts work, They are required to create economic arficles that comport with
academic standards and expand knowledge in the field; and we beligve the requirements of
academ{.ﬁi integney would require such research to be developed independently of Comarission
poliey. ™

Independence from Commission policy s aiso evidenced by the fact that the Comumission
requires OCE economisis to publish their research papers and presentations with a disclaimer
that their views do not represent those of the Chairman, the Commission or its employees, '™
Even if the Comvnission has hired an employee, consultant, or contractor for the purpose of
requiring research on a specific economic topic selected by the Chiet Economist, the disclaimer
is required when the research is complete and ready for publication, Assurance of academic
integrity would require no less, in our view. '™

Of course, the Cormpmasion may publish economic research through Commission-
approved publications prepared by staff economists, and has done so in the past,''” The fact that
the Comrmssion bas published OCE staff economic research i the past, as an official CFTC
report and without any disclaimer. indicates to us that the Commission is fully aware — as it has
performed this function since 1976 — that econonsic research papers published under a disclaimer
are done so because the author is publishing not as a Commission employee voicing official
CFTC policy or opinion, but as a private citizen.'"’

Considerstion of CFIC OCE economist posinon descriptions, CFTCS required
disclaimers for OCE cconomist research papers, the fact that the papers undergo a juried review,
and the contrasting staff economic research reports published without discfaimer, {ead to the

" positian description for (b)(G)__(b)

¥ Some contract employees in OCE are hired solely to perform independent rescurch on toplios approved by the
Chief Economist, Others are hired w pesform other services, such as 1T serviees.

" Disclaimers that are “reasonably prominent” and that convey that “the views expressed in the article do not
uenessarily represent the views of the agenay,” ars requirad by regodation ot 8 CFR 2638, 80MHby

" We would contrast discluimers used in situations where staff is spesking at the direction of or with the approval
of Commission txnagenent o parl of their official dutles in dmations that 4o not involve scholurship, such as:
statf no-action Jetters, Comnnssion-sponsored or Conmmiasion-attended meetings and conferences, and Agency web-
site postings. I such simations the Commissdon representative does wot speak as a private citizen, But the
diselaimer mades cloar that the representative’s statements ray not necessacy represent the Commlssion’s views,

M Eor instance, i 2008 the Office of Chief Beonorist published in cooperation with representatives of olher
reguiators o paper titked, “Iaterins Raport on Crade OIL” which was not published with 2 disclaimer. Available bere
huptwww.olic roviuoymroupypubid @ powsroomddocumenis/file/ it fnrenmpeporionarudeciiBT08 paf.

U A date a8 2012, OGC siaff sttorneys applied the CFTC regulutions permining to writing completed in mn
employee’s parsoual capacity o OCE eeonomse research papers, af least on occasion. See Appendix 6, puge 41
1.190. This practice bus stopped.
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conchision that CFTC knows and acknowledges that OCE economists publish their scholarly
rescarch as private clitizens.’ Y The fact of their employment, pay (for seme economists),
required topic approval, and acceess to confidental information, ali authorized by the
Commission. in ow view should not change this conclasion,

Priow Restraingg sad the First Amendment

Intreduction

A prior restraint has been described as any govermmental order “that prohibit[s] the
publication or broadcast of particular information or comnentary - orders that impose a
‘orevious’ or ‘prior’ restraint on speech.”’ The repugnance of prior restraints has been
recognized from the earliest expressions of the Anglo-American legal wadition. Blackstone
Wrofe:

Every freeman has an undoubted right 1o lay what sentiments he pleases before
the public: to Torbid this, is to destroy the freedom. of the press; but if be publishes
what is improper, mischievous or iegal, he niust take the consequence of his own
teroerity. '™

The Supreme Court has recognized that prior restraints are abhorrent:

[Pnor restraings on speech and publication are the most serious and the
least tolerable infringement on First Amendment rights. A criminal penalty or a
fudgment i a defamaton case is subject to the whole panoply of protections
afforded by defersing the impact of the jpdgiment unul all avennes of appellate
review have been exhausted. Only atter judgment has become final, correct or
otherwise, does the law’s sanction become fully operative.

A prior restraint, by contrast and by definition, has an immediate and
irreversible sanction. If it can be said that a threat of eriminal of wivil sanctions
after publication ‘chills’ speech, prior restraint “freezes' it at least for the time.' ™

The Supreme Court has cautioned that the government's required prior review of
protected speech, even when permnissible, wmust afford affected citizens due process prior

£ . N . A . A Ly

2 The fact that OTE economic rescarch papers often concern the articulation of new or controversial ideas, and
could reasonably be desoribed as an exercise of so-called “academic Freedom”™ alio welghs iy favor of weating OCE
economde research papers as pevate speech, See Weilpa Hiang v 17 Ve, 896 ¥ Supp 24 324, 5343 n 12,

U5 Nebraska Press Assn v, Stuarr, 427 U5, 539, 356 (1976).
4 BL Com, 181, 152 (quoted in Near v, Minnesota, 183 118, 697, 714 (1930,

Y Nebraskn Press Ass'n v, Stuart, supra, 427 1.8 at 539,
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to any final restraing, and must assure a prompt final judicial decision,”® The Supreme
Court has cautioned that any govertiment system of ptior restraint must take place
“within a specitied brief period,” and has eoticized @ prioy review and wdicid appeal
process runiing (o 10 maonths.”” The Supreme Court has stated that “any system of prior
restraints of expression comes 1o this Court bearing a beavy presumption against its
constitational validity.™'"®

Privr Restraints and Mandatory Prior Review of Public Emplovee Publications

The government clearly may requite pros sabnussion of a pubhic employee’s speech as a
private citizen if the govenunent can demonstrate sufficient interest in staving informed of public
emplovees” public statements about matters of concern to the workplace.™” We believe the
Cominission has a clear interest in being apprised of OCE economie scholarship before ir 15
presenied or published. However, we have found no precedent to support the length of time
currenly involved with the Agency’s review process.

In order (6 impose a prior restraint on speech by a public employee, speaking or
publishing as a private Citizen, the governnsent must demonstate thatl

...the interests of both potential audiences and a vast group of present and future
employees in a broad range of present and future expression are outweighed by
that expression’s ‘necessary impact on the actual operation” of the

Government, '

In addition, the standards used o evaluate employee sgwch “must possess ‘narrow, obiective,
and definite standards” to guide the decision-maker.” '’
Even when a prior restraint is warranted, the Government may be limited in the action it
X N . . . - - 2T g . - .
may take, internally, to prevent violative speech from publication. B Even a permissible prior

YR Ereedman v. Md., 380 UK. 81, 55-59 (1064),

" Hd See also, DéiG va of Nashiville, Ine, et al. v. Nashville, of al., 2000 LS. App. LEXIS 16323, %12 and n4;
2006 FED App, 4325 (6% Cir, 2006} (recognizing the “stringent standard” set out in Freedman for prompt judicial
review for government-imposed prior resteaints on First Amendment activities),

Y8 Bamtam Boerky, fnco v, Sullivan, 372 US 38, 70 {1963y, See also, Shelon Police Union, fne. v, Vooeola, 128 F,
Supp. 24 604, 623 (D Conn, 2000 (“"The government™s bueden of demonetrating that fie 1nterests oufweigh the
intereats of the speakers is greater i cases iavolving a prior restralil as opposed to cases involving isolated
disciplinary action”}.

1y ating Officers Axsoctuiton, et al v, Safie, ot o, VIOF3A 167, 172 (1999 Weaver v Unitled Sicies Information
Agency (Weavery, 87 ¥.3d 1420, 1342 (DO Clr, 1996), cort, denled, 1997 118, LEXES 3445 (15971,

Y8 v National Freasury Employees Union (NTEU, 515 U.S. 484, 468 {19953 (citing Plckering, 381 US. at
REA RN

Y Harman v, City of New York (Hannan), 140 F3d 111 120 (2d Cir, 1998) (quating Shutdvsworth v, Ciry of
Birprnghmn, 394 UA. 147, 151, 89 5. C1 935, 938, 22 L. Bd. 2d 162 {1969)),

24
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review process could be invalidated if it involves lengthy delays because, “[1if the prior review
were extensive, of course, i mwht dul&y constitutionally pmtwuﬁ speech to o time when s
only relevance was to historians.™ '™ In addition, the ¢ wmma}mt 5 defermmation to suppress
speech must afford the affected party prompt judicial review, ™

In contrast, the Supreme Court has recognized that the Central Intelligence Agency may
enforoe agmnst its employees reasonabie pabilcamn restrictions over classified information. '
This authority stems from the “compelling interest”™ that the government has “in proteciing both
the secrecy of information important o our national secarity und the appearance of
confidentiality 50 essential to the effective operation of our foreign Intelligence service.” '™ Tt
mcludes the duihm{y to bar publication by current and former CIA employees without prior
authorization., Nothing in the Commodity Exchange Act indicates that infermation protected
under Section 8 may receive the same protections as classified information, and it appears very
clear that similar restrictions do not apply 10 non-¢lassified information generally.

The Office of Government Ethics has recognized that reguired prior yeview and
approval of federal employee publications nsks violating the First Amendiment. In 1991,
the Offee of Government Ethics proposed the following regulation. of federal employee
publications (proposed § 2633.807(¢) )

Approvel nf content. An employee shall comply with any requirement [or advance
agency review, clearance, or approval of the content of any speech. book, article

or similar produce,*

This proposed regulation did sot survive the rulemaking process. OGE explained:

2 Brat inf . 2 : + 15

0 Weaver, the Court suggested that “Taln spency confronted with a recaloitrant employvee who refused to
eliminate classilied informetion might wish 1o seek an injunction agatnst publicaton of the offending section of the
etaployvee’s rderial.” Weaver, supra, 87 F.3d & 1442 1.3,

 Weaver, supra, 87 F3d an 1441 (the quoted language Is dicta; the court noted that “Weaver has not alleged rhat
the review uader § 628.2 is leaghy™'n Hapmon, supra, 140 534 a0 120 0By delaving the review process, the
crmployer has the powet to destroy the munediacy of the commient o agency affuirs, and thus, in many cases, its
newsworthiness, b such cases, disseminadon delaved may prove lantaraoud Lo dissemination derded.™ (Citations
omtted)y Freedman, supra, 380 LLS. at 39 {neting the deterrent offect of delay in areview progess ranmng o 10
muonthe) We note the Agency has delayed pablication of economice reseasch papars for 14 months and counmting.
Y Brgedmon v. Marviand. supro, 380 U.S. 5t 35, und 5860,

2% Snepp v, United States, 434 118, 507, 310 (19803 (*{Elven in the absence of an express agreeiont — the 1A
could have acted fo prolect substantial government interests by imposing reasonable restrictions on employee
activities that in other contexts might e protected by the First Amendment™),

1% Id

M an 811 p % CThe Clourt noted that the employment contract st issue “requires no more than a clenrance
procedure subject o judicial review™),

" 56 Fed. Reg. 33778 (July 23, 1991).
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In response to comments made by four agencies and one organization, OGE has
deleted proposed §2635.807(¢) which stated that employees must comply with
agency requirements for advance approval of the content of any speech, writing or
simifar produecr. Bach of the commenters argued that the provision is overbroad
and would violate the First Amendment. Consistent with our original 1atent. the
final rule simply notes that some agencies may have policies requiring advance
approval, review, or clearance of certain speeches or writings fo determing
whether they contain an appropriate diselaimer, disclose sonpublic information or
otherwise comply with this part.’®

The OGE’s final rule today contains this neutral statement:

Note: Some agencies may have policies requiring advance agency revigw,
clearance, or approval of certain speeches, books, articles or similar products to
determine whether the product contains an appropriate disclaimer, discloses
nonpublic information, or otherwise complies with this section,™

More receatly, in 2008 the OGE issued advisory material on federsl employee
book publications and took a similarly neutral approach on required prior epproval,
merely stating:

Many agencies have supplemental regulations that require employees to obtain
prior approval to engage in certain outside activities, including writing. Some of
these agencies’ supplemental regolations may contain other provisions related to
writing. !

CFTC s supplemental standards of ethical conduct state thet “Comuoission
members and other employees are encouraged o engage 1n teaching, speaking, and
writing activities.” " CIFTC's supplemental standards do not require prior submission
and approval of employee publications, CFIC s supplemental standards do require
advance approval for outside employment, regardless of payment, but advance approval
for outside employment only “includes writing when done under an arrangement with
another person for production or publication of the witten product.” Moreover, the
advance approval requirement “does nof include participation in the activitics of a
nonprofit ... educational ... organization, unless such activities involve the provision of
professional services or advice or are for compensation other than reimbursement of
expenses.” CFTCs regulations also provide: “la} Commuission employee or former
employee shall not divalge, or cause or allow to be divalged. confidential or non-public

57 Fed. Reg. 35006 (Aug. 7. 1992).
B s CFR § 2635.807(h33) (note).

BHLS, Oifice of Government Biliics, DO-08-006, Book Deal DAECGgram, Pat 1 Regulor Bplovees and SGEs,

Pazagraph VI B, (March 6, 2008), avallable at
Bup/iwwwopssovidisplaviemplates/modebubasps A= 1AM48RE

TS CPR§ S101 0%,



U5 Commndity Patwres Tradmg Commission REDACTED
Office of the Inspector General by CFIC

cominercial, econcnie or official mformanon to any wagt?mﬁm& person, of 1elease such
information in advance of authorization for its release " The CFTC’s regnlations do
wot specitically sddress the current processes for publicabians by OCE econaists.

Regulations adopted by the Securtties and Exchange Comumission (SEC) require
prior review of publications and speeches by emplovees, but mohudes a self-unposed
deadiine to angwer the emploves “as promptly as possible, with due regard o publication
deadlines, buf in any event within 30 days of reveipt of the written document ™

Information Security Concerns are Agency-Wide

During our field work, OGC smployees expressed concern that anvone with OCEnet
access could downdoad — o a privately owned thumb deive, disk, or extemal hard diive - any
mformation o any petwork accessible on OCEnet, and remnove i from the building. Data
technology staff told us fhat 31 15 posuble that downloading formation from OCEnet conld be
accomplished withowt creating any record of the dowaload, depending on the relevant computer
and network settings. ™ This of cowse would include sensitive information and information
protected under Section B CFTC siaff charged with responsibality for physical secunty i the
CFIC workplace told us that, without thoroughly searclung sll emplovess as they leave the
butlding, such removal of mformation would be inpossble to prevent, Moreover, there was o
way to tell what data the OCE economists had accessed throngh OCEnset, because no logs were
kept of data transiers from the CFTC petwork to OCEnet. We agres that these are senons
COBELNS.

{hy interviews indicate that OCE economists believe #t to be unlikely that dats left the
building, while mformation technology and sexwnity eoplovees believe it possible thar such
mscondnet ocenred, due fo the lack of condrols, bat are in disagreement regardiog whether ¢ §s
likely nuscondnet veourred. Forensic analysis appears af this fime o be meonclusive due to the
lack of controls. The absence of controls ts key, the botiow Hoe appears to be that if is most
hikely that CFTC will never know whether or not data protected vnder Section 8 lelt the building.

[®YE).BYTIT)

PR OFR 3 14072548 Mo enforoasment mechanism s provided. Separately, fie Commedity Exchange Act makes

it & felony o mivose any nonpublic Conslesion infhromtion which way effect or tend 1o affect the prive af any
connadity fanres or comumadity o conpeetion wivh coertain mahet mransaotions. TLURC & 13400y

BT CFR § 2007384000, We offer no ophinon o the SEC s mole. The Cowt of Appeals o the Disirict of
Cobrmbia Clrowt in Weaver recogarized the requdrpiment for 2 promet decision snd fndicial review I penndseible
prior pastrning sehemes { Paavey, norra, 87 FA0 at 1438), but also soted Sie back of auy “ose Dolding St a review
procasy--ry indead any formn of privr sestealnt, even eng inchading selbatantive prolibition ol speeth--in fhe context
of an emplovinedt velationship & copssitionatly fnvalid for want of 3 specific deadline on action” B at 1443,

B 1 addition, staff remarked that information could also be printed ont and rerapved from fhe building,
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(0)(8),(0)(T )

CFTC management was also distresyed that the badging process for outgolag OCE
economrsts wag not properly performed. We lsarned that the tormer Chae! Feononmust had
“gxira” badges in his desk that bad belonged o former OCE economists and had not been
returned. CFIC management i OGC and Loeistios and Operations surmuse that these badges
sy have sttt worked, amd may have been used to pennit outside individuals to oltain access to
CFTC headguarters offices. ™ CFIC mansgement feared that muthorized seoncinists could
use old badges to enter CFTC headguarters, and then have an existing OCE economist give them
access to OCTFnet fusing their own usernames and network passwords), without detection.

CFIC management also sunmised that, prior to the instatlanon of the wekome desk and badge
readers i the lobby at CFTC beadquanters, OCT scovvnsts could bring guests mto the buildmg
wifthout defection, with or without any badge for the guest. TUFTU management seemed fairly
convinced that improper aceess had occurred, although o appeared equally clear that no upreper
access had been documented.

For their part, the OCE economists we nterviewsd either stated that they bad no way of
koowing what oilber OCTE geonomists were domg af beadepaariers wath regard to possible
mupermassible guest scoess, or stated they did not behieve that suvors bad musused expired
badges. Mone stated that ihe'v witiiessed ARy Improper goecess to mfermation protected under
Seghion B ceomying within OCE, OCE economists told us that, when thev were working with
econorusts who were nol CFTC enplovees, contractors, or comsultants, they met off-site to
discnss economic research projects.

CETC s Remediation Efforts

Suxee December 2012, some progress hias boen ruade addressing the issues confronting
QUE, OCE prepared a deaft suewsorandus giving backgrowsd on ?%x% work of OCE wiieh was
presented to the Pivision Directors and firnished to the Chairman. '™ The paper explains GCE’s

B Removing confidential information from federal baildings can be # serions problem Tn 1987, a secrstavy o Lo,
Colonel Ulivee Novil tevitfiad balfore Congress fhat she soonggled Blahly daasified dnomnerds avi of S (id
Exeoutive i’)ﬁme Bailding in her boots. Dap Morgen & Walter Pincns, Hall Testifies of ‘%{:ﬁ«;ig “In 30 Above
‘s r;&ﬁ;} 1 LW, \"& tii:}'i ?mf Eama, 1(3 i&%’f at Al favalable st tp/ieewn waslioatonrast som .

¢ IO (ML LI = ; Exx auy eV mt t}m E?:t“f:? o sutres mﬁ sht would be seogssary 1o detest

seible to deterngne
g€, canstdiant, or

whether defbact balges were wesd img}mpézriy after the departure datg for ﬁm relevant ey
cotractor, UFTC vetains goest logs B andy 80 davs

P2 1t 15 not uneomunon for CETO econamists to work with oa-CFTC stotmtists 1 prodiucs sconoic researh
poapmyy. Acsording to OCE aenuomists, the coptribution of the non-CFTC seonomist dows 10t ivoles socess fo
fnformation protectad under Section &,

B2 O White Paper (drafty, dated May 7, 2013,
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practice of hiring academic gconomisis to research and publish academic articles on subjects of
interest to the Commission, Efferts to re-establish OCEnet are ongoing: the relevant personnel
s the Office of Data Techanlogy drafted 