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1 PROCEEDI NGS

2 (9:36 a.m EST)
3 M5. TENTE: Thank you. Good norning everyone.

4 This is Meghan Tente. As the TAC Desi gnat ed Federal

S Oficer | would |like to call this neeting to order.

6 W're |ooking forward to today's presentati ons and TAC
7 vote.

8 Bef ore we begin we have a few issues to cover

9 related to the tel econference. TAC nenbers and
10 presenters, please keep your phones on nute when you're
11 not speaking. |If you'd like to be recognized during a
12 di scussi on, please nessage nyself or TAC Chair R chard
13 CGorelick by the WebEx app. Chairman of the TAC,
14 Richard Gorelick will lead the neeting today.
15 But first, TAC sponsor Conmmi ssioner Quintenz wll
16 give his opening renarks.
17 COW SSI ONER QUI NTENZ: Thank you, Meghan.
18 Wl cone everyone to today's Technol ogy Advi sory
19 Commttee neeting. |'mpleased to wel cone the chairman
20 and ny fellow CFTC conm ssioners, CFTC staff, and our
21 commttee and subcomm ttee nenbers, and the general
22 public to what will be again, a fascinating and
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I 1lum nating conversati on.

This is the seventh neeting of the TAC since |
becanme the sponsor of this prestigious commttee back
in the fall of 2017. Since then, the TAC forned four
subcomm ttees to assist its work: the Automated and
Modern Tradi ng Markets Subcomm ttee, a Cybersecurity
Subcomm ttee, a Virtual Currencies Subcommttee, and a
subcomm ttee on D stributed Ledger Technol ogy, all of
whi ch have been incredibly active. W’ve received
recomendati ons enbraced by the full TAC fromthe
Cybersecurity Subconmttee that the CFTC published a
statenent recogni zing the FSSCC profile, which the
agency subsequently did.

And today we nmay receive a second reconmendation
fromthe TAC on data protection initiatives in |line
with the Cybersecurity Subcommttee’s presentation from
our |ast neeting.

The Al gorithm c and Modern Tradi ng Markets
Subcomm ttee has been critical in understanding the
I npl enment ati on of best practices for automated and
el ectronic trading risk controls by both exchanges and

firms. Over the course of the past two and a half
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years, we heard presentations from TAC nenbers, from
tradi ng professionals, fromFI A fromCME, and from

| CE, on how risk controls have continued to evol ve and
hel p ensure the integrity of the market and prevent
unmtigated | osses or uncontrolled trading.

We heard our own CFTC nmarket intelligence branch
staff present a report on the lack of volatility
associ ated with increased automati on of market trading
across futures contracts. W also heard feedback from
that subcommittee on the risk principles for electronic
tradi ng proposal that the Comm ssion published earlier
this summer. And in line with that feedback, |I'mvery
pl eased the Commi ssion adopted a final rule just |ast
week, making only m nor changes to the original
proposal, and recogni zed that regul ati on around
el ectronic trading risk controls should be wholly
princi pl es based.

| ndeed, prescriptive specific rules in this area
are actually providing a disservice to the narkets, as
opposed to the idea that they actually enhance its
resiliency.

| would note that it's been 10 years since the
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1 Jlast Flash Crash with major material market
2 inplications. 1t hasn't been five years since the | ast
3 one, it hasn't been one year since the last one, it's
4  Dbeen 10. The reason it hasn't been five years, or one
5 year for the last major Flash Crash is not because
6 we've had significant prescriptive risk control
7 regulatory requirenents. In fact, we haven't. It also
8 hasn't been because of | uck.
9 Rat her, it's because throughout that tinme, of the
10 hard work of technol ogists and ri sk managenent experts
11  in the private sector, fromexchanges to trading firns,
12 in following the incentives to manage this risk, which
13 have forcefully and continually pronoted answers to
14  prevent what we saw before and m ght see again in the
15  future.
16 The Virtual Currencies Subcommttee has presented
17 on a host of fascinating tal ks, proof-of-stake versus
18  proof-of -work consensus nechani sns, the potenti al
19 foreign devel opnent of self-regulatory-1ike
20 organizations, and rules in the crypto tradi ng space,
21  the scope of Stablecoin products, Central Bank digital
22 currencies, and Bitcoin volatility profiles. The
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1 Distributed Ledger Technol ogy Subcomm ttee has

2 presented on derivative market applications for DLT,

3 the | SDA comon donmai n nodel, custody of crypto assets
4 using zero know edge proofs or nulti-party conputation,
5 Al and nmachi ne | earning, and gquantum conputi ng

6 opportunities and challenges in the current market

7 environnent.

8 In fact, it's been such a pleasure to | ead and

9 sponsor this commttee because of the continual

10 advancenent we've seen in the technol ogy space, none

11 nore so than in the virtual currencies and DLT

12 environnments, and |I'mvery appreciative to the experts
13 we have in those subcomm ttees.

14 Throughout the tinme that |'ve sponsored the TAC,
15 the TAC has been served admrably by over 25 full-tine
16 nmenbers, and the subcommttees have had a total of over
17 40 nenbers, an incredibly talented and thoughtful group
18 of market participants, firm executives, exchange

19 operators, |awers, academ cs, and thought | eaders.

20 These TAC neeti ngs woul d not take place nor woul d
21  they be nearly as insightful and purposeful w thout the

22 astute | eadership of our Designated Federal Oficer and
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the Associ ated Desi gnated Federal Oficers coordinating
and facilitating the subcommttee discussions. From

t he ADFGs: Scott Sl oane, Phil Rainondi, John Coughl an,
and Jorge Herrada, have all been invaluable to our

neeti ngs, presentations, and thinking and are the

hi ghest quality of experts and thoughtful public
servants.

Today, |'d just like to say will be Jorge
Herrada's | ast neeting as the ADFO of the Virtual
Currency Subcommttee. He's been a huge asset, a
wonder ful brainstornmer, and a happy warrior in the
di scussion of these critical issues. |'mvery pleased
to announce that Melissa Netram the head of LabCFTC
wi |l take over Jorge's role.

There's | ong been a strong partnership and synergy
between the work of LabCFTC and the TAC. Dan CGorfi ne,
Melissa's predecessor at LabCFTC, was TAC s first
Desi gnat ed Federal officer under ny sponsorship. [|I'm
pl eased that Melissa is continuing that strong
tradition, which will only enhance each group’s
t hi nki ng and wor k.

I'm of course, very grateful for the work of our
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current DFO Meghan Tente, who coordi nates,

t roubl eshoots, and provi des unconprom sing | eadership
for the TAC. Her hard work, creativity, and spirit are
enornous credit to the agency and to this commttee.

But out of the 65-plus nenbers that | just
recogni zed of the TAC and subconmittees, there is one |
would i ke to recognize in particular, Richard
Gorelick, has been the TAC s chairman for over two
years, and has al ways provided a steady hand, a
know edgeabl e vi ewpoint, trusted advice, and a quick
way to our internal and external discussions. R chard
has al so served on two subcomm ttees, the Virtual
Currencies and the Automated and Modern Tradi ng Mar ket
Subconmmi ttees, and has chaired the first, as well.

Richard, it's been a true privilege to have you in
this role.

And now, I'd |ike to have the TAC | eave us for
2020, and perhaps ny sponsorship on a very high note,
we have a remarkabl e fascinating and i n-depth
presentation on the DeFi space today, an area that has
seen explosive growh, innovation, and a | ot of

confusion, as well as a re-presentati on and proposal
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1 for a vote on its recommendations by the Cybersecurity

2 Subcomm ttee.

3 " mvery nuch | ooking forward to today. And
4 wthout further ado, I'll send it back to you, Meghan.

3) M5. TENTE: Thanks, Conm ssioner Quintenz. W’ |

6 go to the other conm ssioners for their opening

7 statenents now We'Ill start with Chairman Tarbert, if

8 you have any openi ng remarKks.

9 CHAI RVAN TARBERT: Yes, good norning and wel cone
10 everyone to this Technol ogy Advisory Commttee neeting.
11 |1'd, of course, like to thank Conmm ssioner Quintenz and
12 his staff for convening the neeting. |'malso grateful
13 to you, Meghan, for being the Designated Federal
14 O ficer for the TAC as well as for your work in support
15 of the commttee. And of course, | must thank Ri chard
16 Corelick for serving as the TAC Chair, and all TAC
17 menbers for taking the tinme to share your powerful and
18 val uabl e perspecti ves.

19 In the past 17 nonths, | set anbitious goals for

20 the CFTC to adopt rules that will help pronote the

21 integrity, resilience, and vibrancy of U S. derivatives

22 markets. | also laid out a plan to provide greater
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1 clarity to our innovator comunity. |'mvery proud to
2 say that with the help of ny fell ow comm ssi oners,

3 menbers of this advisory commttee, and its

4  subcomm ttees, and so nmany others, we've net those

S goals.

6 As Comm ssioner Quintenz nentioned, just |ast

7 week, we finalized risk principles for electronic

8 trading. Staff fromour D vision of Market Oversight,

9 working with many nenbers of this Advisory Commttee,
10 including our exchanges and trading firnms, crafted a
11 requlation that will set us on the right path to
12 dealing with our ever-changi ng markets. The
13 principl es-based regul ati on focuses squarely on the
14 risk associated with electronic trading, but it does so
15 in a way that will ensure responses to those risks wll
16 evolve as the risks thensel ves do.
17 In particular, I'd like to thank Conm ssi oners
18 Quintenz and Berkovitz for their work on the El ectronic
19 Trading Risk Principles Rule, a bipartisan effort to
20 make our regul ati ons workabl e, while achieving our
21  inportant regulatory objectives, is a testanent to the
22 cooperative spirit of this agency. It's also a
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t angi bl e denonstration of the benefits of having an
advi sory commttee |ike the TAC

G ven how i nportant our five advisory commttees
are to the work we do here at the CFTC, |I'm pleased to
announce that we'll be having an open neeting in
January, that will focus on each of our five advisory
conmttee chairs presenting their acconplishnments
during 2020, and their plans for the advisory
commttees for 2021.

Once again, |I'"'mso very grateful to all of you for
your help in advising the CFTC on how we can be a nore
effective regulator. Thank you.

M5. TENTE: Thank you, Chairman Tarbert.
Comm ssi oner Behnam do you have any opening remarks?

Comm ssi oner Behnam m ght have an issue of
joining. Can we go to Comm ssioner Stunp?

COW SSI ONER STUWMP:  Thanks, Meghan. | don't have
any formal remarks. Like Chairman Tarbert, | very nuch
appreciate Richard CGorelick’s | eadership and
Commi ssioner Quintenz’'s | eadership, and your amazing
organi zational skills. As we enter 2021, | know that

there's nuch nore work to be done. But | do want to
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reflect on the anpbunt of energy that Conm ssioner
Qui ntenz has brought to this commttee. And I think
it's really been a testanent to his interest in |eading
I n the innovation space, and that's so inportant for
the CFTC and the industry.

And so, | just wanted to take a nonent to thank
hi m personal | y.

But | have no formal opening comments. Thank you.

M5. TENTE: Thank you, Comm ssioner Stunp. And
Conmm ssi oner Berkovitz,

COW SSI ONER BERKOVI TZ:  Thank you, Meghan. And
good norning to the commttee and ny fell ow
comm ssioners and all the participants in the
conf erence.

|, too, don't have any formal remarks. | also
woul d i ke to express ny appreciation to Comnr ssi oner
Quintenz for his |leadership of this commttee. This
commttee is an incredibly inportant commttee. And I
very nmuch |l ook forward to the presentations today. |
t hank the participants in advance for the
presentations, which I'mvery nuch | ooking forward to.

O course, thank you, Meghan, for all the work
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1 you've put into this. | know frommy work on the

2 Energy and Environnental Markets Advisory Commttee,

3 how nuch work the DFO puts into this, on top of your

4 normal duties. And you' ve certainly been busy wth

S critical rulemakings, as well as your service to the

6 conmmittee. So thank you for this additional vol unteer
7 service. |It's areal testanent to the spirit of the

8 CFTC staff that despite all the challenges, people step
9 up, above and beyond the call of duty.
10 Thank you, Richard, of course, for your -- Richard
11  CGorelick, for your |eadership and chairmanshi p of the
12 comm ttee.
13 Again, |I'mvery nuch |ooking forward to the
14  presentations. Thank you very mnuch.
15 M5. TENTE: Thanks, Comm ssioner Berkowitz. W'l|]|
16 now turn the neeting over to Richard CGorelick to start
17 the presentations.
18 CHAI RVAN GORELI CK:  Thank you Meghan, Conm ssi oner
19 Quintenz, M. Chairman, Conm ssioners, and everyone
20 participating today. | am/looking forward to this
21 porning's very tinmely sessions.
22 To get the neeting started, we will begin with the
[rustpoint.One www.trustpoint.one 800.FOR.DEPO
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1 presentation fromthe Technol ogy Advisory Conmttee’s
2 Virtual Currency Subconmmttee. This subcommttee is

3 presenting on the growth and regul atory chal | enges of
4 decentralized finance. Specifically, the subconmttee
S wll discuss the growh of DeFi, a broad category of

6 energing smart contract-based financial services being
7 built on top of blockchains, and we’'ll highlight areas
8 of devel opnent, detail potential regulatory chall enges,
9 and think about possible solutions.

10 Presenting for the subcommttee this norning

11 will be Aaron Wight, dinical Professor of Law at

12 Cardozo Law School, and Gary DeWaal, Speci al Counsel

13 at Katten, Muchin, Rosenman, LLP.

14 "Il turn it over to Gary and Aaron.

15 MR. DeWAAL: Thank you, Richard. And again,

16 you know, we'd like to just on behalf of all the

17 subconm ttee nenbers, thank Conmm ssioner Quintenz

18 for his | eadership of the TAC and his support of the
19 TAC. | always will have a warm spot for

20 Conmi ssioner Quintenz as result of his citation of a

21  Kurt Vonnegut short story “Harrison Bergeron,” from

22 “\W| cone to the Monkey House” is in response to a
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proposal by a specific exchange to have speed bunps

potentially introduced, creative, wonderful, but
think it's a testanent to M. Quintenz’s broad
breadth of know edge, and the kind of |eadership

he's brought to this role.

We'd also like to thank Jorge, who has shepherd

us through many, many subconmittee neetings, wth

wt, with wisdom and absol ute perseverance, and
| ook forward to working with Melissa in her new

capacity.

So Aaron, we've got a good topic here today,
DeFi. And I'mgoing to ask you right off the bat,

what is DeFi and direct Meghan to page two of the

sl i des.

PROFESSOR WRI GHT: That's a great question.

And | want to just echo what Gary and Richard sai d.

Thanks so much for the opportunity to go through

such an inportant topic.

So DeFi is part of the bl ockchain ecosystem
It's growing incredibly quick. And at their core,
or at its core, DeFi protocols use smart contracts

to create financial services and other products that

we
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1 aimto be noncustodial in nature. They ideally don’t
2 rely on one central party, but in practice many

3 still do.

4 MR. DeWAAL: And you reference the word smart

5 contract, maybe for everybody, you can just sort of
6 explain what that is.

7 PROFESSCOR WRI GHT:  Yeah, absolutely, you know,
8 smart contracts, they're a bit of a msnoner. It

9 doesn't necessarily nean, you know, sone sort of
10 interactive |legal agreenent. Instead, you can think
11  of a smart contract as a small bit of conputer code
12 or conputer script that’s running on a bl ockchain.
13 What's interesting about smart contracts is
14  that each node on a network, bl ockchai n-based
15 network |ike Ethereum w Il execute a portion of
16 smart contracts. So once the conputer software or
17 script is deployed onto a bl ockchai n- based net worKk,
18 it's difficult to renove that software from bei ng
19 interacted with with end-users. |It's difficult to
20 also stop a smart contract-based system from
21 running, if it's being interacted wth by users.
22 MR. DeWAAL: And what's sone of the basic
[rustpoint.One www.trustpoint.one 800.FOR.DEPO
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j argon associated with DeFi?

PROFESSOR WRI GHT: Yeah, let's proceed to the next
slide, if we can, please.

So |Ii ke many ot her areas of bl ockchain technol ogy,
and the there's a lot of jargon that's here. So to set
the table and just to level set, we're just going to
I ntroduce sone terns, which we'll refer through out the
rest of that presentation.

So DeFi applications are often adm nistered via
online portal, developers call these apps. And they're
of ten supported by individuals or entities that pul
toget her assets into what's known as a liquidity pool.
And we'll unpack that a bit nore over the course of the
presentati on.

Those that deposit assets into a liquidity pool,
| ock their assets. And they often earn fees and/ or
automatically received digital assets in the form of
gover nance tokens. And these tokens give the hol ders
the ability to kind of steward and wei gh-in on certain
aspects of how these protocols operate. The practice
of submtting assets to a DeFi protocol is increasingly

referred to as liquidity mining. And the process of
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1 earning fees and/or governance tokens or other forns of
2 assets is referred to as yield farm ng.

3 So these are sone new terns that you may hear nore
4 and nore about, especially as decentralized finance

S  grows.

6 MR. DeWAAL: And why are we even here? Wiy is

7 DeFi significant?

8 PROFESSOR WRI GHT:  Yeah, absolutely. And if we

9 can turn to the next slide, that woul d be appreci at ed.
10 So the reason that we're thinking about DeFi as a
11 subcomm ttee and we spend so nuch tinme exploring it, is
12 that it's growng incredibly fast. Currently, there's
13 about $14 billion in digital assets |ocked in various
14 different decentralized financial products and

15 services. And it's growing at an incredibly fast rate.
16 If we thought about or |ooked at DeFi, even a

17 couple nonths ago, or a year ago, the anount has

18 ratcheted up from you know, several mllion dollars to
19  hundreds of mllions of dollars to now over $14

20 billion. And increasingly, we're seeing kind of a

21 dynam c energe, where over 10 percent of the anount

22 | ocked in DeFi protocols is actually Bitcoin.
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So you're seeing Bitcoin being deployed into
decentralized financial protocols, other assets being
depl oyed into decentralized financial assets. And in a
sense the yield curve is devel oping around digital
assets, where fol ks can deposit theminto decentralized
financial products, earn fees, or earn other assets and
develop a yield. And sone of those yields are
exceedi ng what nmay be possible to obtain through nore
traditional financial products and services.

MR. DeWAAL: CGotcha. And tell us a bit about sone
of the products and players involved in the DeFi
| andscape.

PROFESSOR WRI GHT:  Yeah, absolutely. And if we
can turn to the next slide.

So the decentralized financial |andscape is
growng, and it's growng really fast. And there's a
nunber of smart contract-based protocols and
centralized aggregation tools that are beginning to hit
the market. So when we’re | ooking at the energing
categories of DeFi protocols, there's a nunber of them
and we're going to focus in on a handful of themtoday

during the course of the presentation.
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So in broad buckets, there's decentralized
exchanges, or DEXes. DEXes have been around for a
nunber of years now, but there's been sone innovations
that have led to a broader proliferation of DEXes.
There's borrowi ng and | ending protocols. There's
derivatives and synthetic asset protocols. There's
al so insurance prediction markets and a nunber of
others that | inmagine we'll start to see energe over
t he next six-to-12 nonths.

In addition, and on top of a nunber of these
protocols, we're seeing other services energe,

I ncluding |Ii ke DEX aggregators, and also yield and
asset managenent protocols. And we're going to unpack
those in a couple mnutes in nore detail.

And one way to look at it, and if you flip to the
next slide, and this is one way to ki nd of
conceptual i ze what's energi ng.

So kind of at the base, you have a bl ockchain,
| i ke Et hereum or another bl ockchain, although nost of
the activity currently is happening on the Ethereum
bl ockchai n. You have a nunber of protocols that are

smart contract-based that perforns certain financial
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1 functions like borrow ng/lending, |ike exchangi ng
2 derivatives and synthetics assets, |ike prediction
3 markets, |ike insurance.
4 And sone of those protocols generate their own

5 token, that can be a governance token or Stablecoin, or
6 they interact wwth other digital assets that are

7 tokenized or wapped. Things |ike wapped BTC or

8 wrapped Bitcoin, wapped Ether, and a handful of other
9 wapped assets. And then, on top of that, you're

10 seeing services that interact with the bel ow portions
11  of the stack. So those include DEX aggregators, asset
12 managers, yield aggregators.

13 And feeding into this as well are a whol e bunch of
14 integration tools, things |like crypto to fiat gateways,
15 which enable users to deposit traditional fiat

16 currencies, like U 'S. dollars, or euros or another fiat
17 currency, convert that into digital assets, and then

18 onboard user into decentralized finance. W've also

19 seen oracle services energe that provide data to sone
20 of these protocols, which enabl es nore conpl ex

21  protocols to devel op, and al so enables themto build

22 nore conplicated things.
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1 W' re also seeing energe -- and this is a little
2 bit nore nascent, | know your custoner and/or identity
3 solutions, which are hoping to either address
4 regulatory concerns or nake it easier to interact wth.
5 And then there's various different token factories or
6 other smart contract-based systens that enable the
7 creation of assets |ike governance tokens, Stablecoins,
8 draft assets, et cetera.
9 MR. DeWAAL: And just so I'mclear in ny
10  understanding, we're effectively tal ki ng about self-
11  executing applications that solely rely, or nostly rely
12 on software.
13 PROFESSOR WRI GHT:  Yeah, exactly at the protocol
14  level. So self-executing is a bit of a m snoner, but
15 they can be triggered by end-users. They can send
16 transactions into a blockchain, interact wwth these
17 protocols, and these protocols are the ones that are
18 automating the financial function. And in many
19 instances, there's not one central party, or custodi an
20  that's managi ng that process.
21 MR. DeWAAL: Ckay, and what are the benefits of
22 these protocols?
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PROFESSOR WRIGHT: And let's flip to the next
slide, please.

So, you know, the creators and supporters of DeFi
services often cite a nunber of benefits when
descri bing or thinking about why they're devel opi ng
t hese new financial protocols. One is | ower costs.

So the fact that you can automate a nunber of
aspects of how a financial service may be delivered,
shoul d over tine |ower costs. Because it's available
via bl ockchain and via the internet, there's a
trenendous anount of accessibility to these tools. So
regardl ess of where you are, if you're connected to the
internet, if you have a wallet installed in your
browser, or potentially on your phone, you' re able to
access a nunber of these tools and services. That in
turn lead to greater financial inclusion. And so, the
fact that billions of people could potentially and
arguably interact wth these services, could enable
nore and nore folks to use these financial products and
hopefully, make their lives better.

At the sane tine. You know, to the extent that a

decentralized financial protocol has a governance
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token, it points to a future where you could have
communi ty-run financial infrastructure with a nunber of
st akehol ders that are involved in that process. So
maki ng financial products and services |look a little
bit nore |ike WKkipedia or a community-run organi zation
as opposed to one run by a central party, or a handful
of people to nore traditional corporate structure.

The perm ssionl ess access is also pointed out as a
potential benefit, although that obviously cuts both
ways, just dependi ng on your perspective. And another
I nteresting benefit of decentralized financial products
Is that they're conposable and interoperable. Al of
these different services, tools, smart contract-based
systens, they're able to talk and interact with one
another. They're able to be stacked together in
di fferent ways.

Devel opers al so oftenti nes describe this as
financial Lego bl ocks, where you can begin to, you
know, get themtogether, build new products and
servi ces using sone of these first energing
decentralized financial products and services, as kind

of base bl ocks to build nore conplex and interesting
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and potentially useful things.

Al so, because bl ockchains are sitting at the core
of many DeFi protocols and bl ockchai ns have, at | east
as of today, fairly high security profile. That neans
that these services may have a hi gher degree of
security. Also, because bl ockchai ns have cryptographic
primtives baked into them and because we're seeing
nore advanced cryptographic primtives interacting with
what's potentially going to be depl oyed on bl ockchai ns,
they coul d provide a higher degree of privacy.

MR. DeWAAL: And what kind of risks are associ ated
wi th DeFi ?

PROFESSOR WRI GHT:  Yes, let's turn to the next
sli de.

So |li ke everything, there's |ots of benefits, but
there's also a nunber of risks. And these risks are
just energing. | think we're still trying to get a
cl ear pulse on what these risks are. The one risk is
that there's a very high barrier to entry here. You
know, users need to be tech savvy to even interact with
or operate these services safely.

The software is very conplex, it's nore conpl ex
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t han otherw se al ready conpl ex bl ockchai n-based
applications. That neans you need to spend sone tine
to understand how they work, you need to spend sone
time to understand the kind of core technical nechanics
of howto interact wwth them Although there's sone
commonal ity between a nunber of these services, sone of
t hese services enable the use of |everage and | everage
obviously creates its own type of risk.

There's al so questions about if there's runs on
liquidity. So the assets that are being deployed into
these protocols, if there's a pull, or a wthdrawal of
alot of that liquidity, will that create sone sort of
systemc risk or systemc problen? W're seeing a | ot
of growh here, so we haven't seen kind of a bear
mar ket or where things go wong, and lots of liquidity
I's pulled out.

The fact that all the different protocols can
i nteract and tal k and be used to build nore conplexity
al so introduces entropy and sone conplexity related to
the conposability, which has led to certain hacks or
conplicated schenes that that may be concerning and nay

create risks. And then there's obviously regul atory
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1 questions, which is the thrust of what we'll be
2 describing and di scussing during the rest of the
3 presentation.
4 There’s also -- and if we flip to the next slide,
5 a nunber of grow ng pains, right?
6 So DeFi is growi ng at an exponential rate. But
7 there still are technical and practical barriers that
8 have yet been solved, or have yet to be solved. One
9 is, there's alimted ability of blockchains today to
10 process transactions. Now we're seeing sone steady
11  progress here with the, with the big innovations, |ike
12 Et hereum 2. 0.
13 We're al so seeing other ways to kind of increase
14  the transactional throughput of blockchains, through
15 things like ZK Rol lups, or zero know edge rol |l ups or
16 other Layer 2 solutions. But there's still a |ong way
17 to go there and it's not yet able to conpete with nore
18 traditional, nore centralized financial services and
19  conpani es.
20 There are al so conparatively |ow | evel s of
21 |liquidity, at least when it cones to DeFi and as it
22  conpares to nore traditional finance. And there's
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1 still questions about the security of the smart

2 contracts thensel ves. So even though bl ockchain may be
3 fairly secure, this each individual systemthat relies
4 on a set of smart contracts introduces its own risks

5 and security vulnerabilities. And that also can | ead

6 to hacks and other events, and we’ve seen sone early

7 exanples of that here, too.

8 MR. DeWAAL: All right, let's dig down a little

9 bit now on sone specifics. Let's |ook at those

10 decentralized exchanges, which you said have been

11  around for a bit. How do they work?

12 PROFESSOR WRI GHT:  Yeah, and if we flip to the

13 next slide, and then the slide after that.

14 So DEXes are really interesting, and they've nade
15 sone steady advances over the past couple of years.

16 And at their core, DEXes rely on an autonmated narket

17 maker’s smart contract or set of smart contracts. And
18 what that enables folks to do is trade digital assets
19 wi thout necessarily using the order book. So this is a
20 |ittle bit of a different paradigmthat's energing with
21 decentralized financial protocols.

22 So you can log into a basic website, you can
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deci de which asset you want to trade or purchase or
swap. And you don't necessarily need to have that
trade routed through an order book. Decentralized
exchanges are growing, and they're growing quite fast.
So this is not on necessarily every day, but we've seen
DEXes or certain | arge DEXes actually have trading

vol unes that are beginning to rival custodi al
exchanges, |ike Coinbase. And it's raising the
guestion as to whether or not nore and nore activity
related to digital assets will nove to these
decentralized exchange infrastructures and
architectures.

If we flip to the next slide, we can just start
diving in on sonme of the technical aspects of
decentral i zed exchanges.

So |Ii ke we described before, the way that these
DeFi protocols operate is via smart contracts. And for
nost popul ar decentral i zed exchanges today, they rely
on two snart contracts. One is an exchange snart
contract, which holds a pool of one or nore tokens.
Sonmetinmes it's two, sonetines it's nore than that, that

users can exchange. So this creates a liquidity pool,
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1 or kind of a pool of assets that sit there, which
2 different parties can interact with, deposit tokens
3 into and pull out other digital assets when they're
4 executing a trade.
3) There's also a related factory contract, which is

6 a contract that actually creates one or nore exchange
7 contracts, and this nakes it easy to identify the

8 wvarious different liquidity pools that are going to be
9 avail able on a decentralized exchange.

10 So these two smart contracts work together. And
11 if we flip to the next slide, we can unpack a little
12 bit about why these are inportant.

13 So these smart contracts matter, because they

14 enable the creation of these liquidity pools and these
15 liquidity pools | essen the need for an order book. So
16 you're able to deposit assets into this pool, and

17 interact with these assets without the need to match
18 people who want to purchase and resell assets via an

19 order book.

20 And notably, there's no central adm nistrator of

21 the pool, it's maintained by the smart contract. So

22  instead of having a trade or swap cleared through a
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central party, the smart contract handl es many the
techni cal aspects of that trade.

These smart contracts are open and perm ssi onl ess.
So the factory and exchange contracts enabl e anyone to
list a token to exchange, there's no central party
that's assessing whether or not the token is a security
commodity or sonething else. There's no central party
that needs to be interacted with in order to create a
new liquidity pool, it can happen in a very
perm ssi onl ess way.

And that's why these snmart contracts are in many
ways “alegal.” It doesn't nean that they're illegal,
It just nmeans that they' ve been designed to work at a
technical level, to enable the trading or swappi ng of
t hese assets. They don’t necessarily incorporate
regul atory conpliance intoit. And that is a lot |ike
how core bl ockchains work, in the sense that they work
technically, but they may create chall enges when it
cones to requl ation.

Next slide.

To kind of unpack a little bit nore pricing on

decentral i zed exchanges, it occurs algorithmcally.
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So when exchangi ng one token for another using a
DEX, users don't need to be matched with a counterparty
via an order book as noted before, instead, a purchaser
recei ves the requested token nearly instantaneously
fromthe underlying liquidity pool.

So instead of engaging in a peer-to-peer
transaction, you're engaging in a pool-to-peer
transaction. So you're interacting with this entire
pool. And the exchange smart contract acts in a nmatter
akin to a counterparty. So you're interacting with
that smart contract and interacting with a pool of
assets instead of an individual peer here.

The anobunt of a token that's returned from
exchange is based on this fornula, the AMM fornul a,
whi ch often factors in the nunbers of tokens in the
pool at any given tine.

Next slide.

At | east as of today, and because of the way that
t hese DEXes operate, the larger in order relative to
the size of a liquidity pool, the worst rate a party
wi || receive under duplicable algorithmc fornula.

Thus, the larger liquidity pools of a given token pair
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were set and this allows for bigger trades. And those
trades, if there's a large liquidity pool, wll have
| ess of an inpact on pricing.

Next slide.

And what's interesting is that we've seen in the
DEX ecosystem a fairly stable pricing energes. And in
part that's occurring because there's third-party
arbitrageurs that profit on any price disparity
surfacing for a given liquidity pool.

So these parties will nake trades, that go through
different DEXes, and al so centralized exchanges, and
the process of these third-party arbitrageurs is to
create across the ecosystem a fairly consi stent
pricing, particularly for widely traded assets.

The protocols thensel ves al so i ncentivize deeper
pools of liquidity in a couple of different ways. One
is the underlying smart contracts award fees to those
that provide liquidity. An exanple of a fee could be
sonething like 0.3 percent for a trade. They al so
i ncreasingly award liquidity providers with governance
t okens, which again grants those holders the right to

wei gh-in on decisions related to the protocol’s
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oper ati on.

And those could be decisions |ike setting
paraneters, setting the fees, setting other aspects of
how t he protocol and ecosystem may devel op.

And those governance tokens thensel ves are traded,
sonetines on centralized exchanges, sonetines on DEXes,
t hensel ves. And sone has a fairly high market caps
nmeasured by various different services and tools.

Next slide.

So interacting with decentralized exchanges, it
will look a lot and feel a lot like interacting wth
any other website that you may view on your browser.
But what's interesting about a nunber of these
decentral i zed exchanges is that the website itself, or
the interface, isn't being served froma central
conpany. Instead, website or interface is stored on
decentralized file storage solutions |ike IPFS. And
I ncreasingly over time, things |like Filecoin, which
nmeans that you nay be viewing the interface from data
that conmes froma nunber of different people across the
| nternet.

So if you go to Google today, and you want to run
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a search, at sone point, Google, Inc. is serving up
that website to you with DEXes and a nunber of other
DeFi protocols, it's getting served up fromlots of

di fferent people potentially, across the internet, and
I ncreasingly, in that way.

And that's not always the case. There're sone
decentralized financial products and DEXes that are
bei ng served up by the original smart contract
devel opers. But increasingly, that is not the case.
And over time, | imgine that will be | ess the case, as
this ecosystem continues to energe.

Next slide.

What's al so interesting about DEXes is that
there's very, very low barriers to entry. So the
underlying snmart contracts are generally |icensed under
open source licenses. And what that led to is a nunber
of conpeting forks or inplenentations of simlar
services. So there's sone variations between DEXes,
but because it's publicly avail able, the underlying
software, and because it's very easy to set up a new
DEX, or a DEX with a slightly different inplenentation,

we're seeing a whol e ecosystem of them energe.
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And that neans that liquidity providers are
I ncreasingly noving their assets to different DEXes, if
one DEX, let's say suffers a hack or has a problem
liquidity providers can nove on to another DEX. Let's
say that there was an enforcenent action or sone sort
of regul atory against one DEX, it'd be easy to set up
anot her one and assets can kind of nove towards these
new t hese new DEXes.

What that suggests, at |east over tine, and tine
will tell, DEXes nmay becone increasingly commoditized.
This may just becone kind of a base |layer. And we nay
just see an entire ecosystemenerge around it.

MR. DeWAAL: Aaron, do you have an exanple of a
DEX?

PROFESSOR WRIGHT: | do. And let's just flip to
the next slide, and we can kind of unpack that in a
little bit nore detail.

So one of the nobst popul ar indexes today is a
service called Uniswap. And Uniswap is really
interesting. It's really the pioneer of this nmechani sm
where you can nake trades w thout necessarily using an

order book.

lrustpoint.One

www.trustpoint.one 800.FOR.DEPO
www.al dersonreporting.com (800.367.3376)


http:www.aldersonreporting.com
www.trustpoint.one

Technology Advisory Committee Meeting (TAC) 12/14/2020

Page 42

10

11

12

13

14

15

16

17

18

19

20

21

22

And just to kind of unpack this a little bit,
| et's assune that |'ma trader -- | amnot a trader,
but let's just assune that | am for purposes of this
exanple. And | have a whole bunch of Token A and |I'd
like to receive back Token B. And | will be able to,
you know | oad up ny browser, |og on to Uni swap and be
able to obtain fromthis liquidity pool a price. And
so, to speak to your question, howis this price
cal cul ated? The way it's calculated, and again, is
t hrough this autonmated market maker fornula. And for
Uni swap, that formula is quite sinple. It's x tines vy
equals k. And it uses k, a constant, and the relative
wei ghts of the tokens in a pool to determne a price.

So let's flip to the next slide. 1'll walk
t hrough kind of the math.

So let's, again, assune that |'ma trader and |
want to exchange sonme of the Token A that | have for
Token B in the liquidity pool at the monent, 1'd |ike
to make that trade. There's 1,200 units of Token A and
400 units of Token B.

Under Uniswap’s AMM formula, this would be

represented as 1,200 Token A (x) times 400 Token B (y)
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1 equals a constant of 480,000. |If |, as the buyer, want
2 to swap three units of Token A for one unit of Token B,
3 and I'mwlling to pay Uniswap’s current value of 0.3
4 percent fee, and a new price can be cal cul ated by
5 keeping the variable k constant
6 I n other words, the 480,000 (k) can be divided by
7 what was initially in the pool, 1,200 plus the three
8 units that I'mgoing to be adding plus the fee. And
9 since I'mtaking one back, we can see that Token B w ||
10 be reduced down to 399. The relative pricing between
11 Token A and B before the trade was three. But after
12 the trade, it's going to kick up just alittle bit to
13 3.01.
14 And so, this type of dynamc pricing can flow
15 through the entire DEX. And this is how nultiple users
16 can begin to deposit and w thdraw assets, but al so get
17 a bit of fair pricing. And again, that pricing gets
18 inpacted by the anobunt of liquidity in the pool, the
19 size of the trades that individual users want to nake
20 and various different other factors in other
21 decentralized exchanges. Uniswap is just one exanple.
22 MR. DeWAAL: Geat. And by the way, we'll have a
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break in this presentation very shortly to allow for
sone questions. How about |ending protocols? Do you
have an exanpl e of one of those?

PROFESSOR WRI GHT:  Yeah, absolutely. Let’'s flip
to the next slide after that.

So in addition to DEXes, we're also seeing the
energence of various different DeFi |ending protocols
and this is a very large category. So these protocols
provide | ending or borrowing-related functionality.
Many of these protocols enable users to deposit digital
assets into vaults and borrow anot her token back. So
you can deposit -- let's say, Ether into a vault on a
decentralized | endi ng protocol and receive back anot her
token, let's say DAl or cDAl in exchange.

Sone of these protocols create -- or aimto
create, a stable digital token through this borrow ng
and | ending function, and sone generate a rate of
return. And sone exanpl es here are Conpound, AAVE, and
Maker. There's a whol e bunch of other ones.

Let's flip to the next slide.

The way that these work is fairly sinple. So a

borrower deposits one digital asset into a snart
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1 contract, and receives back another token, usually
2 valued at an anount bel ow what has been provi ded as
3 initial capital. So the |oan that's occurring through

4 these platfornms is denom nated in another asset. So

S5 again, cDAl or DAI, and the ampunt typically received

6 back by a user is between 50 to 75 percent of the

7 deposited collateral.

8 Let's flip to the next slide.

9 So to ensure that a DeFi |ending protocol has a
10 sufficient anmount of collateral, deposited collateral
11 is auctioned or otherwse sold if the value of a given
12 borrower's coll ateral drops below a liquidation ratio.
13  The Il ending protocol often relies on outside data
14 feeds, and we descri bed those previously known as
15 oracles to determ ne the value of the coll ateral
16 deposited by users into the snmart contract system And
17 this liquidation ratio is often set through comunity-
18 run governance votes. So this kind of creates an
19 incentive to nmake sure that there's enough -- there's
20  enough assets at their core, at the base, for these
21 protocols to operate.

22 Let’s flip to the next slide.
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Sonme, you know, decentralized funding protocols
are al so enabling what are known as flash | oans, and
flash loans are very interesting, although a bit of a
doubl e-edged sword. So it’s the loan that’'s only valid
wi t hin one bl ockchain transactions. So on platforns
| i ke Et hereum bl ockchain transactions can be reverted
during its execution if certain conditions are not net.
So flash | oans take advantage of this functionality and
fail automatically if the condition of repaynent is not
sati sfied before the end of a relevant bl ockchain
transacti on.

So you can take out a loan and repay it all wthin
one bl ockchain transaction. And that's proved to be
pretty useful for folks that want to take advantage of
arbitrage opportunities for other types of trading
opportunities. So another kind of new innovation
that's energing with sone of these DeFi protocols.

MR. DeWAAL: Aaron, quick question. How do folks
know what the rules -- you tal ked about mat hemati cal
formul as and AMM when you tal ked about the DEXes.

How do fol ks know what the rules are that are

applied to these | ending protocols or these DEXes?
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1 PROFESSOR WRI GHT:  Yeah, well, in many ways, the
2 smart contracts thenselves, set the rules to the extent
3 that sonebody is sophisticated, technically, they can
4 review and | ook at the underlying smart contracts and
S5 understand how they operate. Many of these projects
6 are open source, if not all of them And there's
7 robust sets of docunentation or other information
8 that's avail able describing and detailing how they
9 operate.
10 So the rules are kind of there. The interesting
11 thing about smart contracts, because once they're
12 depl oyed onto a bl ockchain, they're hard to nodify, you
13 can understand the rules pretty quickly. And you know
14 that those rules are not going to change over tine,
15 unless there's sone ability to upgrade those snart
16 contracts.
17 So the rules of the gane are available. And by
18 setting up decent, sinple, and/or conplex automated
19 systens with rules that you know are not going to
20 change or be nodified, folks are able to interact wth
21 themw th a degree of confidence, and hopefully a
22 degree of security.
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MR. DeWAAL: All right. Earlier, you referenced
derivative and synthetic protocols. Help us understand
what these are.

PROFESSOR WRI GHT:  Yeah, absolutely, if we can
flip to the next slide.

So there's also -- and this is just beginning to
energe, so |'d say DEXes, and al so decentralized
borrowi ng and | endi ng protocols are the nost robust,
but we're also starting to see new derivatives and
synthetic asset protocols energe. And so, DeF
protocols are not just limted to these exchangi ng and
| endi ng protocols. Sone are also enabling the creation
of synthetic assets that derive their value froman
underlying digital or real-world asset.

Many of these protocols rely on over-
collateralization. Like what we're seeing with
borrowi ng and | ending protocols at the oracle to
mai ntain price stability. In sonme protocols, synthetic
assets can be generated by any users of the platform a
little bit Iike we saw with DEX -- DEXes, where you
could create any sort of liquidity pool to trade any

formof assets, we're seeing open and perm ssionl ess
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derivative and synthetic protocols that nmay enable
conparabl e functionality in this domain.

So let's go through an exanple, if we can flip to
t he next slide.

So one exanple here is Synthetix. So Synthetix is
a protocol that has a native token, SNX, that enables
hol ders to create synthetic assets or synths, which can
mmc any asset, but today nostly used to m m c ot her
digital assets and/or fiat currencies.

So to generate synths, a user nust acquire SNX.
And they can do that by participating on the platform
or by acquiring it on an open market. And they can
deposit that token into the Synthetix smart contracts
and return the Synthetix protocol creates a new synth
t oken of the user's choice.

So just by way of an exanple, let's say that
sonebody wanted to create a synthetic version of the
U. S. dollar, they could deposit $1,000 worth of the SNX
cryptocurrency and receive back $133 worth of the sUSD,
or synthetic USD.

The way that the protocol works now, you need to

| ock 750 percent nore SNX into the smart contracts,
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then the amount of synth that you receive back. The
pricing data is provided by an oracle, a third-party
oracle solution. And there's lots of other kind of
conpl ex nmechanics in how synthetics work, but this is
the core of it.

If we could flip forward the next two slides.

MR. DeWAAL: So that neans you're going to tell us
about aggregation | ayers?

PROFESSOR WRIGHT: | am Yes. So that's an
overview of sone of the energing -- |1'd say the nost
mat ure DeFi protocols. But again, things are noving
very quickly. So if we gave this presentation in a
year, | imagine that we'll start to see even nore and
I ncreasi ngly conplex DeFi-related protocols and
services that are beginning to be devel oped and have
users that are interacting with them

What's also interesting, and this really bl eeds
down into how decentralized financial products operate,
because they' re conposabl e, because these services can
be easily interacted with, we're starting to see
additional tools being built on top and really a whol e

aggregation |layer that's energing.

lrustpoint.One

www.trustpoint.one 800.FOR.DEPO
www.al dersonreporting.com (800.367.3376)


http:www.aldersonreporting.com
www.trustpoint.one

Technology Advisory Committee Meeting (TAC) 12/14/2020

Page 51
1 Let's flip to the next slide.
2 And there's a nunber of aggregators that we're
3 beginning to see. And so, these aggregators neke it
4 increasingly easier for end-users to interact with
5 these new types of services. And they're all being
6 built on top of these other DeFi protocols, as
7 described before. So we're seeing DEX aggregators,
8 vyield aggregators, and asset nmnagers.
9 Let’'s got to the next slide.
10 So the first category are these DEX aggregators.

11  And what DEX aggregators enables folks to do, is access
12 liquidity pools found on multiple different

13 decentralized exchanges. And sone exanples here are

14  1linch and al so Paraswap.

15 Let's flip to the next slide.

16 What's interesting about DEX aggregators is that
17 they're aimng to provide end-users with better

18 pricing. So instead of having to go to individual

19 DEXes, you can go to a DEX aggregator, and | ook across

20 the whole ecosystemof DEXes to find the best price.

21 So instead of other internet services today that
22 aggregates -- let’'s say, |like news content or social
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nmedi a accounts, or other types of information. DEX
aggregators conbine all this token pricing information
across nmultiple DEXes and aimto provide the best price
possi bl e.

They're able to do this without actually touching
any assets. They don't rely on any custodi anshi p of
under | yi ng assets by end use-s, the end-users keep
their assets in their individual wallets, they connect
to these DEX-rel ated services, they're able to find the
best pricing, and then they'll interact directly with
t he DEX

These DEXes over time, and it's still too early to
tell, but they could, in effect, serve as kind of a
search function for DeFi. If you want to go into DeFi,
I f you want to interact or trade one token for another,
you may increasingly go to a DEX as opposed to going to
an individual decentralized exchange. Although there's
a possibility that the aggregators thensel ves nmay be
decentralized, it looks Iike these may be centrali zed
servi ces that have energed.

Anot her form of aggregate -- if we could flip to

the next slide, are yield aggregators.
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So we're starting to see users of DeFi protocols
| ook to maxim ze their total digital asset returns
after yield farmng. And they're turning to yield
aggregators to streamine the provision of liquidity
and the earning of tokens or other fees.

One exanple here is Yearn Finance. Let ne unpack
that a bit on the next slide.

So Yearn Finance is a very interesting DeFi
protocol and service that's energing. Participants
deposit digital assets into the protocol snart
contracts, and they receive back a governance token,
YFI. The token provides holders with the ability to
vote and invest in digital asset strategies through
community generated ideas. People post up ideas they
vote on which ideas to engage in, and then the entire
protocol helps facilitate that.

The smart contract collects the proceeds from any
of those investnent strategies, and then will deposit
that back to the YFI holders mnus a fee. There's also
a small group of folks that are called nmulti-
st akehol ders that kind of ensure the security of all

the proceeds that are collected. And they need to sign

lrustpoint.One

www.trustpoint.one 800.FOR.DEPO
www.al dersonreporting.com (800.367.3376)


http:www.aldersonreporting.com
www.trustpoint.one

Technology Advisory Committee Meeting (TAC) 12/14/2020

Page 54
1 off on certain things before they' re distributed.
2 So it's areally interesting setup. |It's kind of
3 a community-run asset manager run in a very
4 decentralized way wi thout one party that's really
5 handling either the generation of the ideas,
6 inplenentation of the ideas, with only a handful of
7 folks that are sitting in the background, just naking
8 sure that things are secure.
9 MR. DeWAAL: And before break for sone questions
10 on this section, how about sone -- how about the
11  decentral i zed asset nmanagers? How do they work?
12 PROFESSOR WRI GHT:  Yeah, so this is al so energing.
13 We're starting to see a handful of asset nanagers al so
14 popping up on the DeFi |andscape. So because we've
15 seen DeFi protocols grow, because we've seen a whol e
16 range of opportunities to begin to interact with these
17 different DeFi protocols, tools are being devel oped to
18 give people a way to track, nmanage, or hedge exposure
19 to various different tokens.
20 Sonme of these protocols bundl e together different
21 assets, so they will take entire sets of assets and
22 pundl e themtogether and hel p nmanage them O they

lrustpoint.One

www.trustpoint.one 800.FOR.DEPO
www.al dersonreporting.com (800.367.3376)


http:www.aldersonreporting.com
www.trustpoint.one

Technology Advisory Committee Meeting (TAC) 12/14/2020
Page 55

1 just sinplify the interaction with the underlying smart
2 contracts. So you could, let's say, purchase an entire
3 set of token, or begin to kind of manage that process
4 in a nore streamined way.

S So let nme just describe in the next slide a couple
6 of the core characteristics, and then we can just take
7 a quick break to see if there's any questions.

8 So a lot |ike DEX aggregators, what's interesting
9 about decentralized asset managers is that they're non-
10 custodial in nature, the control of the underlying

11 asset is never transferred. It can interact with a

12 user's wallet, it's conposable. And these services

13 al so take advantage of the conposability of these

14 decentralized financial products. They can connect to
15 a wide nunber of different DeFi products. Utinately
16 creating an end-to-end user experience.

17 So for end-users, these decentralized asset

18 managers may be the front page, this may be one way

19 that users interact with it just because they sinplify
20 it down. The user experiences are a bit cleaner,

21 easier to interact wwth. You know, sone of these

22  services automatically rebal ance and |iqui date assets
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W t hout additional user interaction. And they're
gl obally accessible, right?

These are tools that are avail able to anyone
connected to an internet wallet.

So that's a bit of a picture of kind of the
energi ng decentralized financial |andscape, sone of the
core services and products that we're seei ng energe,
and al so sone of the aggregation that we're seeing on
top of it.

W wanted to just take a quick break, | don't know
I f there's any questions or we can dive into the next
area. W know that that was quite a bit to run through
in a very short anount of tine.

CHAl RVAN GORELI CK:  Ckay, we'll open it up for
questi ons.

Aaron, |'ll take the prerogative and ask one
guestion here. This is R chard Gorelick. You noted
early on in your presentation that these DeFi projects
ideally do not rely on a central party but in practice
many still do.

What, from a governance standpoint, are sone of

these projects doing to ensure that they becone or
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1 remain truly decentralized?

2 PROFESSOR WRI GHT:  Yeah, so that's a great

3 question, R chard. In many ways, they're pushing

4 towards taking control these protocols and providing

5 themto the users of the platformthrough a governance
6 token. So even though they may have initially created
7 it, maybe they were naking decisions on how these DeF
8 protocols would operate. They're hoping that in the

9 long run that the community of users, supporters, folks
10 that are interested in the core underlying nechanics
11 that that's being facilitated by the underlying smart
12 contract-based protocols will be managed by fol ks t hat
13 hol d these governance tokens.
14 And over tinme, instead of it being nmanaged by one
15 single party, it may be managed by thousands, if not
16 tens of thousands of different individuals. And
17 there's been robust tooling that's energed to nmake it
18 easier to understand information related to how these
19 protocols are governed, to weigh-in if there's a vote
20 or an issue that’s up for discussion, and nanage ki nd
21  of the creation and nmai ntenance of the protocols.
22 MR. VEN:. | have a question. Wat nechani sm
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1 exists to kind of govern sort of the -- these protocols
2 onthings like traditional -- |like |leverage ratios, as
3 well as kind of inplenenting excessive fees?
4 How do you -- what governs sort of how people
5 behave in the inplenentation of these contracts?
6 PROFESSOR WRI GHT: That's a great question. |It's
7 going to really depend on the protocol. So different

8 protocols enabl e governance token holders to set

9 certain paraneters. Sonetinmes the smart contracts

10 thenselves don't enable any flexibility when it cones
11 to certain paraneters. So it's really going to depend
12 on a case-by-case basis.

13 Anot her thing that's playing into governance,

14 although it's not necessarily traditional governance,
15 is sone of these DeFi protocols, or alnost all of them
16 are open source. And the fact that they're open source
17 nmeans that everybody kind of understands the core smart
18 contracts that are being used. So if, let's say, one
19 DeFi protocol is charging too high of a fee or if one
20 DeFi protocol doesn't enable a community to set those
21 paraneters, then we're seeing the DeFi protocol becone

22 forked or a new version gets created. And then
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liquidity providers or other folks that want a | ower
fee, want nore community participation, nove into into
this forked version of it.

So, in a sense, even if the governance is not
provided directly by the construction of the DeF
protocol, the community is forking its way to sonet hing
that gives nore community participation, and/or
potentially over tine could | ower fees.

CHAl RMAN GORELI CK:  Thank you. For the
transcript, that question cane from Eddie Wen and i f
anyone el se has questions, please announce yourself so
that it can be appropriately recorded for the
transcript. Thank you.

MR. McHENRY: So this is TimMHenry, | have a
questi on.

CHAI RVAN GORELI CK: Go ahead.

MR. McHENRY: Since these systens, |like the DEX is
open source. How do operators prevent code
mani pul ati on or how do they prevent others fromtaking
advantage of the vulnerabilities? |I|s there sone peer
review? |Is that sufficient? Are there other controls

in place? O is it just |like you said, do users just
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nove on to another service after a hack energes?

PROFESSOR WRI GHT: That's a great question. So
dependi ng on the protocol, and again, this is on a
case-by-case basis. Mny of the software devel opers
that initially create themw || have the software
audited, by a snart contract auditor. So these are
fol ks that get paid and wll do a security review and
audit, try to find vulnerabilities and assess for
potenti al weaknesses.

If there's a vulnerability that occurs, and either
people are inpacted by that in sonme negative way, or
there's sonetines opportunity to upgrade it, and to
address that issue. And if there is an issue that
energes or a pattern that creates a security
vul nerability, people then try to inprove it or kind of
create anot her version that patches up that issue.

So it's a -- there are sone teans that go through
this auditing process. There are other teans that
don't, they just release it. And they kind of figure
out if there's an issue in the wild. And then if
there's issues that energe, inprovenents are either

made directly by upgradi ng the underlying smart
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1 contracts, or by creating a new version that may patch
2 up that issue.

3 MR. McHENRY: Thank you.

4 MR WORKIE: This is Haine Woirkie. | had a

5 question -- fromFINRA. | had a question regarding, |
6 guess, the use of the governance tokens.

7 | believe | heard soneone say that the governance
8 tokens could potentially have a secondary narket.

9 Isn't it a potential for the governance tokens are
10 taken by parties other than the ones that are actually
11  participating in the decentralized process, for there
12 to be a msalignnment of interests, such that those who
13 are purchasi ng the governance tokens could do sonethi ng
14 nefarious.
15 PROFESSOR WRI GHT:  Thanks so much for the question
16 Hainme. That's also a great question. And that is
17 concei vably possible that nmany of these tokens are
18 trading on various different secondary exchanges,
19 they're often tinmes awarded to users of the platform
20 So off the bat, those users are the ones that are
21 weighing in on these governance rel ated questi ons.
22 Sonme teans will allocate a portion of those tokens
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to the initial software devel opers thensel ves, whether
or not software devel opers weigh-in on decisions is
still emerging. But to the extent that a party
acquires a material position of a governance token,
they'll be able to weigh-in on these deci sions.

CHAl RMAN GORELI CK:  Okay, are there any nore
guestions at this point?

(No response.)

CHAl RVAN GORELI CK:  Ckay, Aaron and Gary, it | ooks
| i ke we can nove forward to the rest of the
presentati on.

PROFESSOR WRI GHT:  All right. And so, |'m going
to start to ask Gary sone questions about this. And
let's turn to the regulatory and |l egal side of DeFi, if
we could just flip to the next slide.

So Gary, you know, so we've tal ked about the
overvi ew of decentralized finance, how it works on a
technical level. Let's begin to dive into sone
regul at ory questi ons.

So in the US. you know, what regulators and | aws
-- you know, may be inplicated by DeFi ?

MR. DeWAAL: Well, there's -- and thank you Aaron,
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there’s nothing uni que about DeFi as far as the
applicability of applicable aws and regul ations. So
you know, the common denom nator of nobst things out
there is that it's the sane business, the sanme risk,
you typically get the sane |laws apply. And that's
exactly the case in DeFi.

So in theory, to the extent that anything that
DeFi touches is governed by an applicable law or rule
t oday, then obviously, the regulator that's responsible
for enforcing that law is obviously involved in the
process.

You know, it's interesting, if you go back to one
of the first, you know, regulatory |ooks in the DeFi
space, it was actually one of the nost fanous reports -
- it’s called the 21(a) report issued by the SEC, in
connection with a DAP known as The DAO that was issued
in July 2017. And effectively, The DAO was a, was a
DAP that was going to effectively, you know, reward or
pay for projects that were going to be funded by
per sons.

I'"'mnot going to get into the, into the whole gist

of that, which is that the DAO token itself was deened

lrustpoint.One

www.trustpoint.one 800.FOR.DEPO
www.al dersonreporting.com (800.367.3376)


http:www.aldersonreporting.com
www.trustpoint.one

Technology Advisory Committee Meeting (TAC) 12/14/2020

Page 64

10

11

12

13

14

15

16

17

18

19

20

21

22

to be a security by the Securities and Exchange
Comm ssion. But you know, right in the first sentence,
or the second sentence of The DAO report, was a
di scussi on of who m ght be responsible for a regulatory
br each.

The DAOQ, itself, was an uni ncor por at ed
organi zation. There was a corporation that introduced
The DAO, known as Slock.it UG which was a Gernman
Corporation, and it was identified as a potenti al
person responsi ble. There were cofounders, three
cof ounders of Slock.it. They were considered to be
potentially responsible. And there were a bunch of
unnanmed i ntermedi ari es, folks known as curators, who
woul d actually be potentially |ooking at sonme of the
projects that m ght be funded by The DAQO

And, you know, because it was a report and not a
enforcenent action, the SEC never really gave its view
on actual liability there. But it was the first effort
totry to figure out who would be responsi ble, who
coul d be responsible for effectively an unincor porat ed
entity. And that's really what a smart contract is al

about .
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A smart contract isn't -- it's just code. And
typically, it's the smart contract, that's the actor
that's potentially violating or doing sonething to
contrary rul es.

So if we just | ook at the CFTC, the Commodity
Exchange Act and the CFTC rul es, obviously, you know,

I f they were unregi stered FCVMs or DCMs or SEFs or DCGs,
you know, theoretically that that's a, those are

regul atory issues. |If there was fraud, that's a

regul atory issue. |f there was, you know, manipul ation
or deceptive devices, that's a regulatory issue. CPO
and CTAs are rules -- are touched by potentially sone
of the activities of DeFi protocols.

You know, and then, you know, as we saw in a
recent conplaint against BitMEX, the CFTC has basically
said, if you were supposed to be registered as an FCM
t hen you have a duty to supervise.

So, all these issues under the CFTC are touched by
DeFi, you know, el sewhere and indirectly under the
CFTC, potentially Bank Secrecy Act, state nobney
transmttal |aws, other state | aws such as the New York

BitLicense. So the soon-to-be fully rolled out,
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1 Louisiana Virtual Currency Act, these are these are
2 also laws and rules that can be touched by DeFi. And
3 then again, |ooking over at the SEC | ens, you've got
4 Securities Exchange Act, Securities Act, |nvestnent
S5 Advisor Act, all the rules that apply, again, to
6 ordinary issues, you know, DeFi does not get a safe
7 harbor.
8 Now, we can just turn the page. You know, the
9 issue, though again, the difficulty is -- one nore page
10 if we could turn -- the difficulty is inputing
11 liability to sonebody. You know, the sonebody coul d be

12 the initial drafter of the source code. Generally in
13 the United States, software devel opnent is a protected
14 activity under the First Anmendnent.

15 You know, unless there's absolutely no | awf ul

16  purpose to the software, but that's not the case here
17 as Aaron has el oquently shown. You know, there's nmany,
18 many valid uses for DeFi.

19 Now, the First Amendnent is not an absol ute bar.
20 There's case |aw precedent, United States v.

21  Mendel sohn, is a good exanple, where software was sent

22 fromLas Vegas to California, effectively was sourced
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-- It was effectively code on a floppy disk that
related to sports bookmaking. And that was held so
integrally related to the bad egg, that folks were held
| i able for that.

But you know, in general, again, you know, just
providing -- just witing source code is -- it’'s
protected, it is considered protected speech.

The other issue is that if you were to do
sonet hi ng agai nst a devel oper, the code's still -- it’'s
out there, it doesn't go away. The snmart contract is
still running. And as Aaron has nentioned, you know,
It's subject to forking, copying its source code so
sonebody else can take it and run with it. So you
know, it is a difficult issue if there is sonething
that's a problem who is potentially Iiable?

You know, and as Conm ssioner Quintenz hinself has
not ed, you know, enforcing CFTC regul ati ons agai nst
smart contracts does not immediately stop activity from
occurring, because individual users can continue to use
the software that's on the next slide.

And, you know, the only potential here is that if

and one nore slide through, if devel oped, as
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Commi ssioner Quintenz has also noted that if, you know,
devel opers can reasonably foresee at the tine they
create a code that it m ght be used by persons

viol ative of CFTC s regul ations, then you m ght have
sone potential of liability there.

There's al so, you know, ancillary action. There's
ancillary actors that sonehow maybe, you know, part of
the original, you know, uploading of the, of the source
code and running of the source code. There may be sone
fol ks who, you know, maintain the sole interface, the
underlying smart contract. There are fol ks that
mai ntai n control over core nechanics of how the service
operates. You know, and then there's potenti al
depl oynent of the source code itself. And, you know,
obvi ously, those are the fol ks that m ght be | ooked at
by regul at ors.

PROFESSOR WRI GHT:  Yeah. And so, this, | guess,
rai ses the question, right?

| f sonmet hing goes wong, how does this kind of
overview -- how woul d the governnent or the CFTC
prosecute a code and raises the question, you know,

where may liability I[ie? And so, the question could be
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1 direct liability, like Gary, investing agai nst software
2 devel opers. There's challenges there. But besides
3 direct liability, Gary, is there anything el se that
4  could be considered?
3) MR. DeWAAL: Sure. | nean, there's obviously --
6 there's obviously other things -- | just want to say
7 one other thing on direct liability, because there has
8 been one interesting case brought by the SEC It was a
9 case brought by an individual, Zachary Coburn, this
10  happened, you know, this is against Zachary Coburn. He
11 was the one who wote then deployed the smart contract
12 on Ethereum and exerci sed conplete control over it
13 known as Et herDelta.
14 And EtherDelta basically operated as a DEX w t hout
15 requiring registration. You know, EtherDelta, as |
16 said, was a smart contract. It executed orders. It
17 did a lot of the things that you described. But
18 according to the SEC -- a key it wasn't registered as
19 an exchange. And that was a big -- that was a that was
20 a mmjor, major problembecause M. Coburn presumably
21 was so involved in the rollout and running of this
22 smart contract, you know, he, hinself personally was
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nanmed. EtherDelta was not even naned in the caption of
the case, because it didn't exist as a legal entity.

He was required to disgorge as part of a
settlenment -- he was required to disgorge theoretical
profits, fees that he had nade, and sustained a fine.
But that's a good -- that's an exanpl e where sonebody
was so individually identified with a smart contract
that allegedly had, you know, volatile qualities that
It was -- that it was easy to go after.

I n other cases, there's potential secondary
liability and this is where things get a little nore
difficult. Under the Commobdity Exchange Act as this
audi ence well knows, there are two key el enents aiding
and abetting liability.

And we can turn the page on that. Two pages, |
t hi nk.

PROFRSSOR WRI GHT: Two sl ides, yeah.

MR. DeWAAL: Yep. One nore slide. One nore
slide, still. Sorry. Al right.

There's aiding and abetting liability, and a

controlling person liability. Let's turn to the next

page.
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Sort of as a refresher, | nean, aiding and
abetting, you know, if a person commts or wllfully
aids or abets the violation of the Commodity -- of any
Commodi ty Exchange Act provision, or CFTC rule, or acts
I n conbi nation or concert with any other person in such
violation, or who willfully causes an act to be done or
omtted, which if directly done would be a violation.
Then that person could be held Iiable as a principal,
this is a provision of law that the CFTC often relies
on.

And then, there's also obviously the next page --
13(b) which is controlling person liability. Any
person who directly or indirectly controls any person
who has violated any Commodity Exchange Act, provision,
or rule may be held liable for such violation to the
sane extent as such controlled person.

Now, there's a little trickier, the CFTC has the
burden of proof on this, and they have to show t he
controlling person did not act in good faith and
know ngly induced directly or indirectly, the act
constituting the violation, but these are two very,

very strong provisions.
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1 Next page.
2 You know, recently, this, the CFTC settled in
3 action -- Edge Financial Services. And this was a case
4 in which a conpany and its enpl oyees, you know, were
5 held or, you know, there was a settlenent, it was an
6 action where the charge was that the conpany ai ded and
7 abetted an individual who had had engaged in spoofing
8 by programm ng, you know, back of the book
9 functionality that enabled that spoofing. That was the
10 al |l egati on.
11 Utimately, the CFTC charged ai ding and abetting
12 for spoofing and aiding and abetting for manipul ative
13 and deceptive device provisions of the |law and the
14  rule. So, you know, this is obviously a tool that the
15 CFTC has.
16 PROFESSOR WRI GHT: There's obviously different
17  theories of secondary liability that could attach here,
18 but where would that secondary liability attach Gary?
19 And how do you assess the costs and benefits of
20 extendi ng secondary liability to be factors?
21 MR. DeWAAL: Well, you know, there, as you
22 nmentioned, you know, there are a |lot of folks that are
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I nvolved in the DeFi universe. There are the liquidity
providers, the end-users that participate or
potentially facilitate conduct. There's the hol ders of
gover nance tokens, who m ght be construed to have a
controlling interest over the direction of the
under| yi ng sof tware.

QO herwise -- we're on the next slide.

You know, there again, there are nulti-
st akehol ders, for certain applicable projects that have
the ability to control activity. And then, none of --
any of this stuff occurs without the validators or
m ners on the bl ockchain systens that actually formally
execute the smart contract by validating all the
transactions and |letting them proceed.

So there's a large group of persons that are
involved in in the DeFi ecosystemthat can potentially
be brought into the process. But again, the probl ens
with all with nam ng any of these persons, is that
there we go to the next slide. They're inconplete
solutions. Secondary liability may only serve as a
deterrent, but wll not stop the use of the DeFi

protocol due to the nature of smart contracts and the
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difficulty of nodifying |l et alone stopping their
runni ng once they're started.

The other thing is that you know the cure may, you
know, the supposed to cure nmay cause uni ntended
consequences. You know it may encourage devel opers to
use nore advanced forns of cryptography to obscure
transactional records and |i kew se the enforcenent
costs can be very, very great. You know, depending on
the legal theory and a lot of this stuff will be
untested, there could be great cost to go after a
particul ar defense.

Now, you know, there's also a certain fairness
element init. You know mners and validators are
li kely the fol ks that nmake the system go, but they are
probably in the | east good position to actually
under stand and assess the legality of each particular
transacti on because the mners or validators are m ning
-- are validating old transactions on the bl ockchai n.
And they're just |looking to see that certain technical
rules are being conplied with that allows blocks to be
cl osed and added to the existing blocks, so that's a

sort of a very, very difficult situation.
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So, let nme turn to you, Aaron and ask you, is
there a path forward to address these regul atory
concerns and concerns about, you know, liability on
potential actors?

PROFESSOR WRI GHT: Yeah, that's a great question.
And we can flip forward two slides. One nore.

And one idea that we discussed in the subcommttee
was a potential safe harbor.

If we could flip to the next slide.

So, an alternative approach or one that can
conpl enent potential actions brought against actors for
secondary liability, could be a safe harbor and the
notion here is that a safe harbor could potentially
create a reqgqulatory incentive to build and support
conpliance. So it could excuse either direct liability
agai nst software devel opers or potentially other DeFi
participants. |If, as an exanple, the protocol has a
| awf ul purpose and entails no fraud. It interacts or
excl ude addresses and/or jurisdictions, encouraging
OFAC conpliance, and |limts or bars margin trading.

These are just sone exanples. There could be

ot her, you know, other factors that need to be
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addressed in order for safe harbor to apply. But this
Is just a couple ideas that could occur here. And in
many ways this notion of using a safe harbor is
grounded in the past, but | just wanted to flip to the
next slide and just address one of the points that's
wort hy of consideration.

So the safe harbor also could contenpl ate
requiring that protocols are able to inplenent any
future CFTC aut hori zed software systens to enforce
comodities related laws. So this is an interesting
concept, a concept |'ve witten about in the past and
ot her folks are beginning to contenplate, but it's
actually using software that's provided by a regul atory
body |i ke the CFTC to enforce | aws.

So using software systens as | aw, as opposed to
only letting the rules enbedded in these smart
contract - based systens dictate how they operate. So, a
safe harbor could al so encapsul ate that, while
regul atory bodi es today nmay not be ready to inplenent
sone other rules as software over the |onger arc, ny
sense is they may see nore and nore regul atory bodi es

noving in this direction.
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And this notion of a safe harbor is grounded in
history. In many ways we began to discuss this as a
subcomm ttee, due to sone | essons fromthe copyright
wars that occurred during the first wave of the
internet, we can flip to the next slide.

And with these copyright |aws we saw during the
first wave of the internet, copyright |aw evolved via
the common |aw to grapple with peer-to-peer networks.
What happened was when it canme to copyright
jurisprudence we saw courts create and articul ate
expanded theories of secondary copyright liability.
And in many ways the nedia and entertai nnment industry
were the first industry to grapple with peer-to-peer
net wor ks and peer-to-peer technol ogy, which is roughly
anal ogous to what's happening in the bl ockchain
ecosystem

Let's just unpack what happened there.

If we could turn to the next slide.

So through various decisions at both the Suprene
Court and the GCrcuit Courts around the country,
vicarious liability or secondary liability, is now

| mputed on online platfornms that exercise requisite
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control over direct copyright infringenent. And also
derives a direct financial benefit fromthat
I nfringenent.

Requi site control has been determned to be a
“legal right to stop or limt the directly infringing
conduct, as well as the practical ability to do so.”

It attaches, even if a platformlacks know edge of the
direct infringenent -- flip to the next slide.

We've al so seen a new theory of contributory
liability that attaches online platforns that induce or
encourage intentionally copyright infringenent. W've
al so seen contributory liability attached when
operators have actual know edge of copyright
I nfringenent and fail to take sinple neasures to
prevent further danage.

So, between vicarious and contributory liability,
we' ve seen courts be able to grapple with sone of the
conplexity of peer-to-peer platforns |ike Napster, like
G okster, like LineWre and all those others by handi ng
liability to the folks that are running these online
platforns, if they have the ability to actually take

sinpl e measures to prevent further damage, if they're
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I ntentionally encouraging infringing behavior, or if
they have the ability to profit and can kind of control
the entire ecosystemin some sort of way. Let’s flip
to the next slide.

At the sane tine and this kind of conpl enented
what occurred in the courts wth expanded theories of
secondary liability through a treaty, the D gital
M Il enni um Copyri ght Act was the nethod, and the DMCA
does lots of different things. But one thing that it
does do, which resulted in the devel opnent of a notice
and takedown regine and its notice and takedown regi ne
encourages online platforns to respect copyri ght
hol ders’ rights if they are notified by a copyright
hol der of potentially infringing content that's on the
platform and to expeditiously nove that work, then
they're able to avoid potential copyright liability.

And this notice and takedown regine, while there's
issues with it. At its core, it's enabled |arge
platforns |i ke YouTube, Spotify, Wkipedia, and other
services to grow, while attenpting to bal ance copyri ght
owners’ concerns. So it's been in the sense, able to

thread the needle were conpletely infringing platforns
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1 or peer-to-peer networks that are not trying to respect
2 copyright owners’ rights are able to be addressed at

3 the courts or through other actions, while at the sane
4 tinme, a conpany's products and services that are trying
S to respect copyright owners’ right |ike YouTube,

6 Spotify, and al so WKkipedia are able to flourish and

7 have sone clarity as to what their liability may be.

8 Maybe we can flip to the next slide.

9 On thought here is a simlar approach could be
10 adopted, |ike decentralized finance could be regul ated
11 using a series of secondary liability under the
12 Commodi ty Exchange Act or other related financial
13 statutes. At the sane tine, a safe harbor is
14 inplenented can ensure responsi bl e devel opnent to
15 protect consuners’ interests, to nmake sure that folks
16 are not being harnmed without |imting innovation, so
17 that the U S. can nmake sure it remains on top when it
18 cones to building and devel opi ng and supporting new
19 financial innovation.
20 So we thought that this | esson fromhistory was
21  interesting sonething worthy of consideration, kind of
22 the scope of what a safe harbor could be. It would
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obviously require a lot of thought and a | ot of input
before inplenented. But we think it's potentially a
fruitful path forward.

| know Gary you have sone thoughts here so, |
don't know if you wanted to wei gh-in.

MR. DeWAAL: Yeah, | do think this is a -- | mean,
this is sort of a Scylla and Charybdis, the difficult
navi gati on, because obviously there are a | ot of folks
-- and | hate to use the word, the bricks and nortar
enterprises in the bl ockchain ecosystem you know, that
has spent a fair anount of resources, trying to get it
right fromthe begi nning, and maki ng sure proactively
t hey, you know, they did what they needed to do to
conply with applicable rules and law. And there's al so
fol ks who have absol utely avoi ded, you know, certain
mar kets, including the US, because they recogni zed that
there were, you know, difficult issues and they didn't
want to deal with them and so, they avoided the
mar ket pl ace and avoi ded opportunity for revenue in
order to not get in trouble with the regul ators.

You know, what's chall engi ng here and what nakes

this thing so difficult, is that it is effectively non-
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1 legal entities that are ultimtely doi ng whatever the

2 activity is that may be adjudged incorrect. And so, at
3 the end of the day it nostly will be secondary actors

4 that are potentially liable. And it's a challenge to

S get at themand it raises issues of a fundanental

6 fairness, in ny view

7 But that being said, you know, the difficulty here
8 it's the sane issue of granting, you know, sonmeone an

9 opportunity to work in a sandbox. As they have in the
10 UK or sone other jurisdictions. |If you give folks a

11 safe harbor, you're effectively penalizing people who
12 have incurred the costs of conpliance and/ or avoi ded

13 the situation of non-conpliance.

14 You know, there are ways in ny view that the CFTC
15 doesn't have the authority to issue sonething like a

16 2l1a order. But they do they can do a conbination of No
17 Action Letter and a public solicitation of coments in
18 connection with a proposed gui dance as nmuch as they did
19 with the actual delivery guidance recently issued,

20 where they solicited a wide range of input to figure

21 out, you know, a way to go forward. But, you know,

22 Aaron | think, you know, you are right and many, nmany
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1 nmenbers of the commttee are very synpathetic to the

2 jssue is that, you know, this is an inportant

3 developnent. This is a ganme changer.

4 The idea of having non-incorporated entities and

5 non-legal persons, not actual persons, you know,

6 engaging in the activity that m ght be problematic.

7 You know, is a relatively significant ganme changer,

8 that hopefully as we've nade clear has lots of benefits
9 out there, lots of potential benefit, but obviously has
10 a lot of risk. And we need to tread cautiously in this
11  area, but we don't want to inhibit this inportant

12 devel opnent.

13 So what's our final thoughts, Aaron?

14 PROFESSOR WRI GHT:  Yeah, let's flip to the |ast

15 slide. And thanks so nmuch for everybody's tine and

16 attention.

17 So, in kind of conclusion sone further

18 considerations. Now, given the energent nature of

19 DeFi, given the fact that it's grown significantly over
20  the past year, and we have yet to see any signs that it
21 will stop growi ng, the subcommttee is considering

22 future recommendations to the TAC to recommend to the
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CFTC various different things. |In our viewthat
subcomm ttee’s current thoughts include, you know,
adopting a wait and see approach to see where risk
mani fests with these protocols. To carefully consider
whether to inpose direct liability on smart contract
devel opers and/or mners or validators to prevent
spillover effects, and also as Gary noted, to just
consider with those types of actions the |evel of
fairness that would be applied particularly if there's
a thought to apply liability on mnors and vali dators,
and to research and explore theories of secondary
liability.

Wiile, while it's been used in the past, | do
think that as applied to decentralized finance and
t hi nki ng about ways in which these theories can
devel op, nore thought needs to be applied there.
Qobvi ously, continuing to engage wth bl ockchain
devel opers to stay up-to-date on new services and
ongoi ng innovation. The presentation today outlined a
handful of protocols that are energing and are becom ng
a bit nore mature, but there are new DeFi protocols

bei ng depl oyed that folks are interacting wwth on a

lrustpoint.One

www.trustpoint.one 800.FOR.DEPO
www.al dersonreporting.com (800.367.3376)


http:www.aldersonreporting.com
www.trustpoint.one

Technology Advisory Committee Meeting (TAC) 12/14/2020

Page 85

=

10

11

12

13

14

15

16

17

18

19

20

21

22

near-daily basis. And | don't think we're just seeing
t he endpoint of DeFi, but rather just the begi nning.
So there's going to be a nunber of new services,

I ncl udi ng new services that expand into options and a
whol e bunch of other financial products.

And as Gary nentioned before, consider having the
staff nenorialize a safe harbor in a No Action Letter
to the extent that that seens like a fruitful direction
to go.

So that is kind of our conclusions and
consi der ati ons.

Thanks so nuch for everybody's attention. And we
t hought we'd open it up to see if there were any
further questions.

CHAl RMAN GORELI CK:  Thank you, Aaron and Gary for
your presentation, 1'd nowlike to open the floor for
guestions and di scussion regardi ng the presentation.

(No response.)

CHAI RVAN GORELI CK: Ckay, maybe you' ve answered
everybody's questions. 1'll make one last call and
then we'll nove on if there are no questi ons.

(No response.)
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CHAI RVAN GORELI CK:  Let's nove ahead then. Thank
you everyone. Let's take a quick break, | think we'll
t ake about a five-mnute break here before the TAC vote
on a recomrendation fromthe Cybersecurity
Subcomm tt ee.

Once again, 1'd like to thank Aaron and Gary, that
was a fascinating presentation | learned a lot, and I'm
sure everyone else did as well thanks guys. W'l take
a quick break and be back in five m nutes.

(Recess.)

M5. TENTE: Ckay, thanks everyone R chard Gorelick
can open up the TAC vote and introduce the presenters.

CHAl RVAN GORELI CK:  Perfect. Thank you, Meghan,
as our |last matter for the norning, the Technol ogy
Advi sory Conmttee is going to vote on a recomrendati on
fromthe Cybersecurity Subcommttee. The
Cybersecurity Subconmmttee is going to be recomendi ng
that the full Technol ogy Advisory Committee nakes their
recomendation to the CFTC that it provide clear,
conci se, and up-to-date gui dance on how the CFTC
reviews highly sensitive cybersecurity artifacts and

sensitive intellectual property.
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TAC nmenbers were provided with the materials for
the vote in advance of today's neeting. |In addition,
the Cybersecurity Subconm ttee presented on the
background to this reconmmendation at the |ast TAC
nmeeting in July of this year.

Before | open the vote, two Cybersecurity
Subcommittee nenbers are going to briefly reiterate,
and explain the recommendation. They are Jerry
Perullo, the Chief Information Security Oficer at |ICE
and Hunter Landrum the CGovernnent Affairs Counsel at
Two Signa. Jerry and Hunter, ['Il turn it over to you.

MR. LANDRUM  Thank you very much. W greatly
appreci ate the opportunity to speak today to briefly
recap our discussion fromthe TAC neeting in July.

As we discussed at that neeting in July, regul ated
financial institutions, including providers of critical
national econom c infrastructure, have identified
significant risk in the collection, concentration,
storage, and securing of highly sensitive cybersecurity
artifacts and sensitive intellectual property during
regul at ory exam nation procedures.

In recent years, these concerns have been buoyed
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by actual breaches that have occurred at several

nati onal regulatory agencies. Now to-date, various
nati onal and international regulators have taken
different stances toward the collection of this data.

Jerry could you discuss a bit nore?

MR. PERULLO.  Sure. Thank you, Hunter.

Yeah, so being a large nmultinational and dealing
with many different regulatory jurisdictions and
different regqulators around the world, we really get to
conpare the way the behaviors vary, including here
wthin the United States. And so, | wanted to fl ag
that the Conm ssion, in particular, has actually been
very agreeable and very practicable when it cones to
dealing with this issue, and we deal with both on the
clearing side as well as the market side.

And what | nean by that is that when asking for
particularly sensitive data such as penetration test
results that may show our vulnerabilities, or inventory
systens and di agrans. The Comm ssi on has been very
agreeable to view those artifacts at a shared | ocati on
and take all the notes they want that sort of thing,

versus taking themaway. And we enjoy that.
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1 And the real push here is to say let's codify

2 that. |It's to protect you know both the critical

3 infrastructure entities as well as the Comm ssion

4 itself when it cones to housing these artifacts.

S And by way of contrast, |'ll note that other

6 agencies have asked firns |ike ours to produce and

7 transmt over into their care things such as not only
8 the diagrans and vul nerabilities |I nentioned, but even
9 things |ike the usernanes of individuals or privileged
10 access to systens, and things can get pretty forceful,
11  pretty quickly in a regulatory relationship. And that
12 jeopardi zes really the whol e ecosystem
13 So, all this vote is really asking for is to have
14 a review perfornmed and to codify sone of those
15 behaviors and practices, so that things don't change in
16 the future. And that examners are still able to
17 access the data that they need. W don't want to | ose
18 that in any way, but they're able to do in a secure
19  manner by m nim zing taking possession of any of these
20 artifacts where it doesn't directly contribute to the
21 cause here.
22 And then lastly, I'lIl nmention just for the sake of
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a qui ck update, you know, many of us in the
cybersecurity world especially in financial services
overni ght have been working on a breaking breach at a
third party. And it's a vendor that apparently was
conprom sed during the year. And we're |earning that
|l ed to the conprom se of additional vendors as well as
U.S. governnent agencies, specifically.

So a lot of you will have woken up to this news
this nmorning, and | think this is just the exactly
Il lustrative of what we're tal king about here with
third party risk, and it's just near inpossible to
secure every single avenue and rather the tact that all
of us take in the private sector is to just sinply
limt the anmbunt of data that needs to |ive outside of
our walls to avoid these issues where it's really not
directly hel ping rel ationship.

And so, we're just asking the Conm ssion, as well
as ot her requlators, you know, val ue that approach and
support it, where it doesn't get in the way of their
exam nation responsibilities.

But thanks again for hearing us out.

MR. LANDRUM Wl |, thanks Jerry. As Jerry noted,
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the CFTC has dedicated itself to this concern and
continues to be a leader in addressing this issue
t hrough the TAC and t hrough Comm ssioner Stunp’s
initiative on data protection.

But as we said, the |ack of policies and
procedures today to determ ne when and how sensitive
information is securely reviewed continues to nmake the
process ad hoc and nore difficult both for CFTC staff
and mar ket participants, so we would urge you to take
this vote today to provide clear and conci se, as well
as up-to-date gui dance on how the CFTC shoul d i nteract
with the cybersecurity artifacts and sensitive
intellectual property. And we would al so encourage the
Commi ssion to nove forward on the topic to provide
clarity and reassurance to the narketpl ace.

So thank you very much for the tine and attention
on this issue, and we're happy to answer any questions
if there are any before the vote.

CHAI RVAN GORELI CK:  Thank you Hunter and Jerry.
Do any TAC nenbers have issues to discuss with respect
to the vote at this point?

(No response.)
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CHAI RVAN GORELI CK:  Ckay. Hearing none, with that
I now nove that the TAC adopt the recommendati on from
the Cybersecurity Subconmm ttee on neking a
recomendation to the CFTC that it provide clear,
conci se, and up-to-date gui dance on how the CFTC
reviews highly sensitive cybersecurity artifacts and
sensitive intellectual property.

s there a second?

MR. DeWAAL: Second, DeWaal .

CHAl RVAN GORELI CK:  Ckay, thank you, Gary.

Il noww Il call for a vote on the notion. |'l]
ask all TAC nenbers to unnute thenselves at this point.

Al those in favor of approving the subcommttee
recommendati on, please say aye.

(Ayes.)

CHAl RMAN GORELI CK:  All those opposed pl ease say

nay.

( None.)

CHAI RVAN GORELI CK:  Any abstentions?

MR. McHENRY: Yes. Richard, NFA-- this is Tim
McHenry. | have to abstain because of our regulatory
capacity.
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1 CHAI RVAN GORELI CK:  Ckay, great. Duly noted.
2 Thank you.
3 MR. McHENRY: Thank you.
4 CHAI RVAN GORELI CK: The notion carries. And thank
5 you everyone for the work on that, that will be very
6 hel pful.
7 kay, so now we will nove to closing renarks.
8 M5. TENTE: Thanks Ri chard.
9 CHAl RVAN GORELI CK:  Yep. o ahead, Meghan.
10 M5. TENTE: Ckay, so now that concl udes the

11  presentation the vote for the TAC neeting, we're going
12 to nove on to the closing remarks |ike Richard noted.
13 Commi ssi oner Quintenz would you like to go first?
14 COW SSI ONER QUI NTENZ:  Thank you, Meghan | don't
15 have any official closing remarks, other than to

16 specifically thank Aaron and Gary for the great

17  presentation that they gave us; |engthy, in-depth,

18 insightful, helpful, very clear.

19 Hopefully, it wll be a springboard for anyone who
20 wasn't very famliar with DeFi before that, to further
21  educate and update thenselves in this fascinating and

22 fast growi ng area that's obviously providing val ue and
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excitenment, but is posing questions that woul d better
be cleared up and ensure does not jeopardize that val ue
and grow h.

So specifically, 1'd like to thank them Thanks
again to all the TAC nenbers and subconm ttee nenbers.
Ri chard, thank you for your |eadership and thanks to
all of our CFTC staff, Meghan in particular, and |
appreciate ny fellow Comm ssioners joining us. Thank
you.

M5. TENTE: Thanks Conmi ssi oner Qui ntenz.

Chai rman Tarbert, so you have any cl osing remarks?

(No response.)

M5. TENTE: Chairnman Tarbert m ght have had to
| eave the neeting. Conm ssioner Benhanf

(No response.)

M5. TENTE: Conmm ssioner Stunp?

COW SSI ONER STUWP:  Thanks Meghan. | just wanted
to echo the things that Conm ssioner Quintenz said. |
personal ly always find these neetings to be extrenely
beneficial, and in particular the two subcommttees
t hat presented today, have been tasked wi th providing

I nput on things that | personally have found to be a
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struggl e over the past couple of years and it is just a
2 result of the fact that our narkets are constantly

3 changing and evolving and -- well, I'll start with the
4 second presentation first.

S Data protection is extrenely inportant to ne and |
6 thank the subcommttee for all of their efforts to try
7 and help us as an agency to ensure that we have all of
8 the right netrics in place to ensure that the data we

9 take in or the data we require is properly protected.

10 Wth regard to the first presentation, | just

11 wanted to say | found it extrenely tinely. There was
12 di scussi on about the manner in which we apply

13 regulations in this vast new world, which is not how we
14 would traditionally have applied our regulations. And
15 each year when |'mconsidering a nunber of unfortunate
16 cases, | often find nyself thinking through sone of the
17 questions that were raised in today's presentation with
18 regard to secondary liability and the manner in which

19 we exercise the authorities we have to ensure narket

20 integrity, but also preserving innovation.

21 So | just thought it was trenendous -- a really

22  great presentation. | wanted to thank the presenters
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and the subcomm ttee, and again wanted to thank
everyone who had a hand in organi zi ng today's neeti ng.
Thanks.

M5. TENTE: Thank you so nuch Conm ssi oner Stunp.
And Comm ssi oner Berkowitz, any closing remarks?

COW SSI ONER BERKOVI TZ:  Thank you. Thank you,
Meghan. And, | too, would like to thank the
participants for their very informative presentations.

| would just note |'mvery nuch |ooking forward to
the Commttee's further thoughts on the issues, such as
you were tal king about safe harbors and what the
Comm ssion's regulatory responsibilities should be in
this area. So | very nuch appreciate the Commttee
taking the initiative on this.

|"d just note that Section 3 of the Commodity
Exchange Act which outlines the findings and purposes
of the Commodity Exchange Act. One of the -- in
addition to pronoting nmarket integrity, one of the
fundanental purposes is to pronote responsible
I nnovation and fair conpetition. And | think the
presentation, in one of the slides, it was tal ked about

how t o bal ance those or maxi m ze both of those
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obj ecti ves.

W want to encourage innovation, sone of the
t echnol ogi es descri bed here today really are at the
forefront of the markets, at the sanme tinme we want to
mai ntain fair conpetition anong all narket
partici pants, those who have new net hods of conpetition
as well as those who are enploying the traditional
nmet hods of conpetition.

So, how we achi eve and naxi m ze those objectives
Is, it's something we nust always try to do and | | ook
forward to the Commttee's further advice and
recommendati ons and information on that matter.

So again, | wuld like to thank all the
participants for today's excellent presentations.

M5. TENTE: Thanks Conmm ssi oner Berkovitz. And
Commi ssi oner Behnamis having an issue with his |ine,
SO we're going to give himone nore mnute to hopefully
get on.

(Pause.)

M5. TENTE: Ckay, he can't get the line to work so
he' || pass.

But with that, thank you everybody, once agai n,
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1 thank you Richard, and this neeting is now adj ourned.
2 (Whereupon, at 11:30 a.m EST, the Technical

3 Advisory Commttee neeting was adjourned.)
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