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October 25, 2022   

 

VIA CFTC PORTAL 

Christopher J. Kirkpatrick 

Office of the Secretariat 

Commodity Futures Trading Commission 

Three Lafayette Centre 

1155 21st Street, N.W. 

Washington, DC  20581 

 

Re:   Rule Certification Concerning OCC’s Risk Management Framework and 

Corporate Risk Management Policy 

Dear Secretary Kirkpatrick: 

Pursuant to Section 5c(c)(1) of the Commodity Exchange Act, as amended (“Act”), and 

Commodity Futures Trading Commission (“CFTC”) Regulation 40.6, The Options Clearing 

Corporation (“OCC”) hereby certifies a proposed rule change to adopt a revised Risk Management 

Framework (“RMF”) as well as a new Corporate Risk Management Policy (“CRMP”).  The date of 

implementation of the rule is at least 10 business days following receipt of the certification by the 

CFTC.  The proposal has also been submitted to the Securities and Exchange Commission (“SEC”) 

under Section 19(b) of the Securities Exchange Act of 1934 (“Exchange Act”) and Rule 19b-4 

thereunder.   

In conformity with the requirements of Regulation 40.6(a)(7), OCC states the following: 

Explanation and Analysis 

The purpose of this rule certification is to adopt a Risk Management Framework (“RMF”) 

and Corporate Risk Management Policy (“CRMP”).  The RMF and CRMP are provided in Exhibits 

A and B.  The RMF and CRMP would replace the current OCC Risk Management Framework 

Policy (“RMF Policy”).  These documents are being submitted without marking to improve 

readability and are being submitted in their entirety as new rule text.  The RMF Policy, provided as 

Exhibit C, is submitted entirely in strikethrough text to indicate its retirement.  In addition, OCC 

submits corresponding changes to its Clearing Fund Methodology Policy, Collateral Risk 

Management Policy, Default Management Policy, Margin Policy, Model Risk Management Policy, 

and Third-Party Risk Management Framework (“TPRMF”) (collectively, the “OCC Risk Policies”) 

to update any reference to the RMF Policy to refer instead to the proposed RMF.  The OCC Risk 
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Policies are provided as Exhibit D through Exhibit I.  OCC is submitting Exhibits D through I 

subject to a confidential treatment request under CFTC Regulations 145.5 and 145.9.1  

Overview 

OCC maintains various documents designed to define a comprehensive framework for 

managing OCC’s various risks, including financial risks, legal, and operational risks.  OCC’s RMF 

Policy serves as an umbrella document describing OCC’s framework for managing risk at a high 

level.  As required by SEC and CFTC regulations, OCC routinely reviews its policies and 

procedures for potential improvements, such as providing more comprehensive descriptions and 

definitions as well as making the documents more clear, internally consistent, and well organized.  

Based on its routine review of the existing RMF Policy, OCC believes it should replace its current 

RMF Policy with two, more detailed documents.  By making this change, described in detail below, 

OCC intends to enhance the clarity and transparency of its overall risk management framework.  The 

change to OCC’s documents will not affect OCC’s members or other market participants.  Rather, it 

is intended to better describe and strengthen OCC’s internal risk management processes.   

Background 

 OCC proposes to amend its existing RMF Policy2 by establishing the RMF and CRMP. OCC 

believes the revised documents enhance the clarity and transparency of its overall risk management 

framework and once approved, OCC plans to make the RMF and CRMP publicly available on its 

website (www.theocc.com).  OCC believes the proposed revised RMF would continue to provide a 

foundation to support and describe the risk management policies, procedures, and systems that make 

up OCC’s sound risk management framework.  

In undertaking this revision of the RMF Policy, OCC is seeking to present its approach to 

risk management more clearly.  The RMF Policy presents detailed information about OCC’s second 

line functions, while also summarizing information about other risk management functions at OCC.  

OCC believes that the proposed RMF presents a clear summary of OCC’s overall approach to risk 

management across its three lines of defense and, if necessary, its planning for recovery and wind-

down.  Consistent with the presentation of OCC’s risk management across its three lines of defense, 

the RMF would refer to the CRMP, which would contain the detail behind OCC’s second line 

corporate risk management program.  OCC believes this is consistent with its approach to providing 

detailed information about its various functions in documents that stand separate from, but support 

and provide detail about the risk management activities summarized in, its proposed RMF.3 

 
1  17 CFR 145.5, 145.9. 

2  See Exchange Act Release No. 34-82232 (Dec. 7, 2017), 82 FR 58662 (Dec. 13, 2017) (File 

No. SR-OCC-2017-005).   

3  For example, the RMF addresses risks managed by OCC’s first line of defense through 

supporting policies and procedures, including, among other rule-filed policies, the Margin 

http://www.theocc.com/
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The proposed RMF would provide an overview of risk management at OCC.  The proposed 

RMF introduces the categories of risk OCC faces and then explains how OCC manages these risks.  

The proposed RMF includes an overview of OCC’s risk universe, descriptions of risk management 

practices across OCC’s three-lines-of-defense model, a discussion of how OCC is also prepared, if 

necessary, with tools to manage both recovery and orderly wind-down, and the requirement to 

escalate exceptions to and deviations from OCC’s risk management frameworks and policies to 

OCC’s Corporate Risk Management and Compliance departments.  

The proposed CRMP would support the proposed RMF by explaining in greater detail 

OCC’s risk management activities related to the second line of defense corporate risk management 

program.  The proposed CRMP would explain that the OCC Corporate Risk Management 

department (“Corporate Risk”), formerly referred to as the Enterprise Risk Management department 

(“ERM”),4 evaluates risks that may affect OCC’s ability to perform the functions detailed in the 

proposed RMF.  As discussed below, the proposed CRMP would provide an overview of the 

activities overseen by Corporate Risk to identify, measure, monitor, manage, report, and escalate 

risks.  Certain of this information is currently included in the RMF Policy, but OCC believes, 

consistent with other areas of risk managed by OCC, the details about its corporate risk management 

program should reside in the proposed CRMP.  Other information would be new, including sections 

to describe Corporate Risk’s risk monitoring, risk treatment, and risk escalation and training 

processes.  Exhibit 3 to File No. SR-OCC-2022-010 summarizes the proposed reorganization of the 

RMF Policy into the RMF and CRMP. 

Proposed Changes to Risk Management Framework Policy 

The proposed revisions to the RMF Policy are designed to present OCC’s approach to risk 

management more clearly.  For example, the RMF Policy currently presents detailed information 

about both the financial and corporate risk management functions at OCC.  OCC proposes to adopt a 

new RMF to more clearly describe its overall risk framework.  OCC also proposes to adopt a new 

CRMP to describe its approach to corporate risk management in more detail.  The proposed changes 

to the current RMF Policy are discussed in detail below.  

Purpose Section 

The purpose section of the RMF Policy would be replaced with purpose and introduction 

sections of the new RMF and CRMP, respectively.  These sections would be revised to reflect the 

 

Policy, Collateral Risk Management Policy, Liquidity Risk Management Framework, and the 

Default Management Policy. 

4  As part of the proposed rule change, OCC would reflect that OCC has renamed its ERM 

department as Corporate Risk and make conforming changes throughout the OCC Risk 

Policies.  In addition to functions specific to enterprise risk monitoring, Corporate Risk 

includes other functions such as Model Risk Management and Third-Party Risk 

Management. 
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reorganization of content in the RMF Policy in the new RMF and CRMP, focusing on the purpose 

and intent of each of the newly proposed documents.  For example, the purpose of the proposed 

RMF would be to: (i) describe how OCC manages risk while providing efficient and effective 

clearing and settlement services to the markets it serves; (ii) explain how OCC’s governance model 

and three lines of defense facilitate risk management; and (iii) address OCC’s ability to employ 

recovery tools and facilitate an orderly wind-down.  The purpose of the proposed CRMP would be 

to describe OCC’s corporate risk management approach, including activities to identify, measure, 

monitor, manage, report, and escalate risks to inform decision-making. 

Context for Risk Management Framework and Risk Management Philosophy 

OCC proposes to delete the Context for Risk Management Framework and Risk 

Management Philosophy sections of the RMF Policy from the proposed RMF.  OCC believes these 

sections provide history and background information about OCC and its purpose in the financial 

markets, but do not contain rules of OCC.  Additionally, OCC believes the information presented in 

the Risk Management Philosophy section serves as an additional purpose section and that all items 

highlighted in this section are covered in the proposed RMF or CRMP.  For example, OCC’s 

approach relative to risk appetite is mentioned in the Risk Management Philosophy section but is 

covered in more comprehensive detail in the CRMP. 

Risk Appetite Framework and Tolerance 

The RMF Policy describes OCC’s risk appetite framework, including descriptions of OCC’s 

use of a risk universe, risk appetites,5 and risk tolerances.6  The RMF Policy also describes the use of 

Key Risks7 and Risk Sub-categories to define the universe of risks faced by OCC and the Risk 

Appetite Statements8 assigned to such risks.  OCC proposes to relocate this information to the Risk 

Governance section of the proposed CRMP.  However, an overview of OCC’s risk universe would 

be retained in the RMF, including a description of the main risk categories and that, pursuant to the 

CRMP, these categories are broken down to risk-subcategories and risk statements, as described 

below, which comprise OCC’s risk universe that OCC manages through the three-lines-of-defense 

model to maintain effective clearing and settlement operations. 

 
5  Risk appetites are qualitative articulations of the amount of risk OCC is willing to accept and 

establish expectations for OCC’s risk management. 

6  Risk tolerances are qualitative or quantitative measures that help inform whether risks are 

within risk appetites. 

7  The RMF Policy defines Key Risk to mean risk that is related to the foundational aspects of 

CCP clearing, settlement, and risk management services. 

8  The RMF Policy defines Risk Appetite Statement to mean a statement that expresses OCC’s 

judgment, for each of OCC’s Key Risks, regarding the level of risk OCC is willing to accept 

related to the provision of CCP services. 
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The proposed CRMP would state that the establishment and maintenance of OCC’s risk 

universe, risk appetites, risk tolerances, and risk rating scales is facilitated by Corporate Risk and 

used across OCC to create a transparent means to manage risk.  The proposed CRMP would also 

state that Corporate Risk establishes the risk universe, which organizes OCC’s risks into the 

following three layers to classify and aggregate risks: 

• Risk categories, which are the highest-level groups of risk aggregation; 

• Risk sub-categories, which further classify risks within risk categories into detailed groups; 

and  

• Risk statements, which are descriptions of the drivers, events, and consequences of risks. 

 

The terms “risk categories,” “risk sub-categories,” and “risk statements” essentially represent the 

Key Risks, Sub-categories, and Definitions that are discussed in the current RMF Policy.  OCC 

believes the proposed terms better describe the elements that comprise OCC’s risk universe and the 

relationship between them. 

Risk categories, sub-categories, appetites, and tolerances would continue to be reviewed on 

at least an annual basis.  Under the current RMF, Key Risks are approved by OCC’s Board and risk 

appetites for Key Risks are set by the business departments responsible for those risk in cooperation 

with ERM.  Under the proposed CRMP, the risk universe would be owned and approved by the 

Chief Risk Officer (“CRO”) and provided to the Management Committee.  OCC believes the Chief 

Risk Officer, who is responsible for OCC’s corporate risk management function, is the officer best 

situated to manage the risk universe.  Changes to the RMF to reflect any changes to risk categories 

would continue to require Board approval.  In addition, the Board or the Risk Committee, if the 

Board has delegated the Risk Committee such authority,9 would ultimately be responsible for 

approving risk appetites, which establish the type and amount of risk OCC is willing to accept.  

OCC believes that the Board or Risk Committee are best positioned to approve risk appetites 

because of their oversight role with respect to OCC’s risk management.  Additionally, the Board or 

Risk Committee would continue to be responsible for approving risk tolerances.   

The proposed CRMP would also provide additional details around the internal governance 

process for reviewing and approving risk categories, appetites, and tolerances and for monitoring 

risk tolerances.  For example, the proposed CRMP would state that at least every twelve months, 

Corporate Risk determines whether updates to the risk universe are necessary to better align risk 

categories, sub-categories, and statements with OCC’s clearance, settlement and risk management 

services.  The proposed CRMP would require that risk category and sub-category updates are 

approved by the CRO while risk statements are approved by Corporate Risk management.  The 

 
9  The Board has approved such delegation of authority to the Risk Committee.  See Exchange 

Act Release No. 94988 (May 26, 2022); 87 FR 33535 (June 2, 2022) (File No. SR-OCC-

2022-002). 
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proposed CRMP would further provide that the Management Committee and Board are then notified 

of updates to risk categories and sub-categories.   

The proposed CRMP would state that at least every twelve months, risk appetites are 

established at a risk sub-category level and presented by the CRO to the Management Committee for 

recommendation to the Board or Risk Committee for approval.  The proposed CRMP would require 

that Risk Owners manage the level of risk exposure posed by a process against risk appetites.10  The 

proposed CRMP would state that Corporate Risk monitors risks to identify breaches of risk appetite.  

The proposed CRMP would also provide that risk appetite breaches are escalated by the CRO to the 

Management Committee, Risk Committee, and Board.  The proposed CRMP would state that Risk 

Owners, with input from relevant business areas, develop and execute risk treatment plans to reduce 

risks that exceed OCC’s risk appetites.11  The proposed CRMP would state that at least every twelve 

months, Corporate Risk and Risk Owners review risk appetites and, where necessary, make 

adjustments to align with OCC’s clearance, settlement and risk management services.  The proposed 

CRMP would state that the CRO reviews and presents changes to risk appetites to the Management 

Committee for recommendation to the Board for approval.  OCC proposes to remove the more 

general risk appetite statement definitions (i.e., no appetite, low appetite, moderate appetite, and 

high appetite), which are currently described in the RMF Policy, and would instead use more 

detailed qualitative risk appetite statements for each risk sub-category following the governance 

process described above.  

With respect to risk tolerances, the proposed CRMP would state that Risk Owners are 

responsible for managing applicable risks within established tolerances and developing risk 

treatment plans to resolve breaches of risk tolerance.  The proposed CRMP would require that risk 

tolerance breaches are escalated by the CRO to the Management Committee, Risk Committee, and 

Board.  The proposed CRMP would state that at least every twelve months, Corporate Risk and Risk 

Owners review risk tolerances and, where necessary, make adjustments to align with OCC’s 

services.  The proposed CRMP would state that the CRO reviews and presents changes to risk 

tolerances to the Management Committee for recommendation to the Board for approval. As 

discussed below in connection with the monitoring of key risk indicators, the CRO would also 

monitor and report risk, including risk tolerance breaches, to the Board at each regularly scheduled 

meeting. OCC notes that it also proposes to change the reporting cadence to align with the timing of 

Board meetings to reflect that Board meetings typically, but do not always, occur on a quarterly 

schedule.12   

 
10  The proposed CRMP defines “Risk Owner” to mean an employee with the accountability 

and authority to manage the risk. 

11  The proposed CRMP would state that risk treatment is the process to manage a risk through 

avoidance, mitigation, transference, or acceptance. 

12  See, e.g., Exchange Act Release No. 94988, 87 FR at 33539 (updating cadence of certain 

Board reporting to reflect that such reporting occurs at regular Board meetings). 
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The proposed CRMP would also introduce the concept of risk rating scales, which provide 

an assessment of risk from an impact and likelihood perspective consistently across OCC.  The 

proposed CRMP would state that OCC’s risk rating scales rate the magnitude of impact an event will 

have on a process and the likelihood an event will occur.  The proposed CRMP would state that the 

impact risk rating scale considers operational, internal financial, external financial, legal and 

regulatory, and reputational impacts.  The proposed CRMP would state that the likelihood risk rating 

scale considers a 10-year financial cycle and yearly corporate planning activities.  The proposed 

CRMP would state that these risk rating scales are used to measure inherent and residual risk at a 

risk statement level.  The proposed CRMP would state that inherent risk is the level of risk exposure 

posed by a process absent any controls to reduce the likelihood or severity of an event.  The 

proposed CRMP would state that residual risk is the level of risk exposure posed by a process or 

activity after the application of controls or other risk-mitigating factors.  The proposed CRMP would 

state that at least every twelve months, Corporate Risk and Risk Owners perform a review of the risk 

rating scales.  The proposed CRMP would state that the CRO reviews and approves changes to the 

risk scales.  The proposed CRMP would state that the Management Committee and Board are 

notified of changes to the risk rating scales. 

OCC believes the proposed CRMP would provide a more comprehensive overview of OCC’s 

risk governance framework and would include changes intended to improve certain processes 

therein.  The proposed CRMP would provide additional details around the internal governance 

process for reviewing and approving risk categories, appetites, and tolerances and for monitoring 

risk tolerances and would describe OCC’s risk rating scale process.  The proposed changes would 

also improve the governance process for the risk universe by allowing the CRO to modify risk 

categories as needed, with oversight of Management Committee, the Risk Committee and the Board, 

and provide the Board or Risk Committee with more direct responsibility for setting the appetites for 

those risks.     

Risk Management Governance 

OCC proposes to relocate the Risk Management Governance section of the current RMF 

Policy to a new Governance section of the proposed RMF with certain modifications.  OCC 

proposes to update the description of the responsibilities of the Board, which are generally already 

addressed in the Board of Directors Charter and Corporate Governance Principles (“Board 

Charter”),13 which is filed as a rule of OCC.14  The proposed RMF would state that the Board is 

responsible for advising and overseeing management.  The proposed RMF would state that pursuant 

to the OCC Board of Directors Charter and Corporate Governance Principles, the CRO presents a 

review of the RMF to the Board for approval at least annually.  The proposed RMF would state that 

 
13  The Board Charter can be found on OCC’s public website: 

https://www.theocc.com/about/corporate-information/board-charter.  

14  See, e.g., Exchange Act Release No. 84473 (Oct. 23, 2018), 83 FR 54385 (Oct. 29, 2018) 

(File No. SR-OCC-2018-012). 

https://www.theocc.com/about/corporate-information/board-charter
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the Board may delegate the oversight of specific risks to Board-level committees (“Committees”).15  

The proposed RMF would state that the Board may form or disband committees, including 

subcommittees to manage specific risks, as it from time to time deems appropriate, and may delegate 

authority to one or more designated members of such committees. The proposed RMF would state 

that the responsibilities of Board committees regarding managing risks are outlined in committee 

charters. 

OCC also proposes to update the description of the responsibilities of the Management 

Committee and working groups in the new RMF.  The proposed RMF would state that OCC’s 

Management Committee supports the management and conduct of its business in accordance with 

policy directives from the Board.  The proposed RMF would state that the Management Committee 

includes officers16 responsible for ensuring that its actions and decisions are consistent with OCC’s 

mission, Code of Conduct, Rules and By-Laws, policies, procedures, and general principles of sound 

corporate governance.  The proposed RMF would state that the CRO is a member of the 

Management Committee and reports to the Risk Committee.  The proposed RMF would state that 

the Management Committee may form and delegate authority to subcommittees and working groups 

of employees to conduct certain of its activities.  The proposed RMF would state that subcommittees 

and working groups are responsible for reporting and escalating information as may be appropriate.  

This would replace the current description in the RMF Policy, which primarily relates to the 

committee’s role and responsibilities in reviewing and recommending changes to OCC’s risk 

universe, including risk appetites and tolerances, and escalating breaches of such to the Board.  

These responsibilities would now be addressed in the proposed CRMP (as discussed in the Risk 

Appetite Framework and Tolerance section above). 

 The Governance section of the proposed RMF would also be updated to include a 

description of the responsibilities of OCC employees.  The proposed RMF would state that OCC 

considers risk management during employee recruitment, development, training, and succession 

planning.  The proposed RMF would state that OCC recruits and retains personnel with appropriate 

risk management knowledge, skills, and competencies.  The proposed RMF would state that OCC 

also identifies successors for designated officers based on knowledge and experience.  The proposed 

RMF would state that OCC provides internal and external development opportunities including 

 
15  The Board has delegated oversight of specific risks to Committees through the Committee 

Charters.  For example, the Board has delegated oversight of OCC’s financial, collateral, risk 

model and third-party risk management processes to the Risk Committee. See Exchange Act 

Release No. 94988, 87 FR at 33539 (File No. SR-OCC-2022-002). 

16  The proposed RMF would state that The Management Committee may include, but is not 

limited to the following officers: Executive Chairman, Chief Executive Officer, Chief 

Operating Officer, Chief Financial Risk Officer, Chief External Relations Officer, Chief Risk 

Officer, Chief Audit Executive, Chief Compliance Officer, Chief Financial Officer, Chief 

Human Resources Officer, Chief Information Officer, Chief Security Officer, Chief Legal 

Officer and General Counsel, Chief Clearing and Settlement Services Officer, and Chief 

Regulatory Counsel. 
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required training related to risk, compliance, security, conflicts of interest, escalation of concerns, 

and the OCC Code of Conduct.  The proposed RMF would state that OCC provides outlets for 

employees to anonymously report concerns that are reviewed by OCC’s Compliance, Human 

Resources, and Legal departments.    

Identification of Key Risks 

 The RMF Policy currently contains an Identification of Key Risks section that defines 

OCC’s Key Risks and provides a brief description of OCC’s policies and procedures for managing 

each of those Key Risk and their respective Risk Sub-Categories.  OCC proposes to replace the 

Identification of Key Risks section with a new OCC Risk Management section of the proposed 

RMF, which would be reorganized to focus on the three-lines-of-defense model currently described 

in the RMF Policy and describe the types of risks managed by each line of defense.  The new OCC 

Risk Management section of the RMF would: (i) restate existing content of the RMF; (ii) introduce 

new content not currently contained in OCC’s RMF Policy; and (iii) delete certain aspects of the 

RMF Policy.  The changes are discussed in detail below. 

The proposed RMF would state that OCC employs a three-lines-of-defense model. The 

proposed RMF would state that the model clarifies ownership and accountability and enhances 

communication for expectations around risk management throughout the organization.  The 

proposed RMF would state that the first line of defense maintains policies, procedures, processes, 

and controls established for day-to-day risk management.  The proposed RMF would state that the 

second line of defense evaluates and provides effective challenge to the first line by executing 

critical analysis to identify process limitations and recommending changes to relevant policies, 

procedures, processes, systems, and controls.  Lastly, the proposed RMF would state that the third 

line of defense is an internal audit function that reviews and provides objective assurance to the first 

and second lines.  The proposed RMF would state that OCC employees report to members of the 

Management Committee.  Consistent with the OCC Employee Code of Conduct, employees are 

expected to escalate risk information through their reporting line or to other members of 

management.  The proposed RMF would state that risks identified at OCC are reported to the 

Management Committee and Board consistent with relevant charters and policies.  

First Line of Defense 

The proposed RMF would state that the risk inherent in OCC’s clearing and settlement 

services is managed by the first line of defense, which is responsible for owning and managing risks 

by maintaining policies, procedures, processes, systems, and controls that manage relevant risks.  

The proposed RMF would state that the first line of defense is comprised of OCC’s operational 

business units, including Financial Risk Management (“FRM”), Business Operations, Information 

Technology, and Corporate Finance, and also includes corporate functions such as human resources 

and project management.  The proposed RMF would state that the first line of defense is also 

accountable for maintaining internal controls, control self-testing, and implementing corrective 

action to address control deficiencies.  The proposed RMF would state that the first line of defense 

maintains policies and associated procedures that detail the processes and controls implemented 
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across business units which are used to execute risk management related to the clearing and 

settlement services detailed below.  

Membership Standards 

The proposed RMF would state that Membership standards are established by the Board and 

risk managed by OCC’s Business Operations, FRM and Information Technology in accordance with 

OCC’s TPRMF.  The proposed RMF would state that OCC has risk-based clearing membership 

standards to manage the risks arising from Clearing Members.  The proposed RMF would state that 

these requirements include applicable registrations, net capital requirements, creditworthiness, 

adequate operational capabilities, and maintaining qualified personnel. The proposed RMF would 

state that the Risk Committee reviews these standards to ensure OCC provides fair and open access 

to clearing and settlement services.  The proposed RMF would state that Clearing Members that fail 

to meet the membership standards face the possibility of consequences up to and including 

suspension. 

Credit  

The proposed RMF would state that OCC’s credit risk is managed by Business Operations, 

FRM, and Corporate Finance.  The proposed RMF would state that OCC is exposed to credit risk 

based on its role as guarantor of cleared contracts.  The proposed RMF would state that OCC has 

credit risk related to Clearing Members and manages this exposure by collecting margin and 

Clearing Fund resources based on a Clearing Member’s risk profile.  The proposed RMF would state 

that OCC also faces credit risk from other financial institutions that facilitate payment, clearing, and 

settlement activities (e.g., clearing banks, custodians, and linked financial market utilities).  The 

proposed RMF would state that FRM monitors its credit risk related to Clearing Members and 

financial institutions consistent with the TPRMF.  The proposed RMF would state that FRM 

analyzes the creditworthiness of each financial institution, in addition to other information that could 

impact the financial institution’s ability to facilitate payment, clearing, and settlement services. 

Clearing Fund 

The proposed RMF would state that OCC’s Clearing Fund is managed by FRM and Business 

Operations.  The proposed RMF would state that OCC maintains a Clearing Fund comprised of 

high-quality liquid assets to cover its credit risk exposure from Clearing Members in accordance 

with OCC’s confidential Clearing Fund Methodology Policy and Chapter X of OCC’s Rules.  The 

proposed RMF would state that FRM uses stress tests to project the Clearing Fund size necessary to 

maintain prefunded financial resources to cover losses arising from the default of the two Clearing 

Member Groups that would potentially cause the largest aggregate credit exposure to OCC in 

extreme but plausible market conditions.  The proposed RMF would state that FRM also uses stress 

test results to determine the sufficiency of the Clearing Fund size and determine whether to issue 

calls for additional collateral or perform an intra-month Clearing Fund resizing.  The proposed RMF 

would state that FRM reviews the adequacy of its Clearing Fund models through sensitivity analysis 



Christopher J. Kirkpatrick 

October 25, 2022 

Page 11 

 

Business Sensitive 

and an analysis of its parameters and assumptions.  The proposed RMF would state that FRM 

reports the results of Clearing Fund model reviews to the Board.  

Margin 

The proposed RMF would state that OCC’s margin is managed by FRM and Business 

Operations.  The proposed RMF would state that FRM utilizes a risk-based margin methodology to 

calculate Clearing Member margin requirements in accordance with OCC’s confidential Margin 

Policy and Chapter VI of OCC’s Rules.  The proposed RMF would state that FRM calculates margin 

daily for Clearing Member accounts.  The proposed RMF would state that Intra-day margin calls 

may also be made for accounts incurring significant losses.  The proposed RMF would state that 

FRM reviews the adequacy of its margin models through sensitivity analysis, backtests, and an 

analysis of its parameters and assumptions.  The proposed RMF would state that FRM reports the 

results of margin model reviews to the Board.  

Collateral 

The proposed RMF would state that OCC’s collateral risk is managed by Business 

Operations, Corporate Finance, and FRM in accordance with OCC’s confidential Collateral Risk 

Policy and OCC Rules 604 and 1002.  The proposed RMF would state that OCC requires its 

Clearing Members to deposit collateral as margin and Clearing Fund.  The proposed RMF would 

state that OCC limits acceptable assets to those with low credit, market, and liquidity risks, and 

employs other risk mitigation tools, including collateral concentration limits.  The proposed RMF 

would state that FRM applies risk-based haircuts and Business Operations revalues collateral daily 

to ensure margin and Clearing Fund requirements are met. 

Default Management 

The proposed RMF would state that OCC’s default management risk is managed by FRM in 

accordance with OCC’s confidential Default Management Policy and Chapter XI of OCC’s Rules. 

The proposed RMF would state that in the event of a Clearing Member default, OCC takes timely 

action to contain losses and liquidity pressures and continue to meet its obligations.  The proposed 

RMF would state that OCC closes open positions in an orderly manner, which may include 

performing auctions, utilizing liquidation agents, or applying hedges.  The proposed RMF would 

state that Margin and Clearing Fund deposits of the defaulting Clearing Member are used to offset 

these losses, followed by other financial resources.  The proposed RMF would state that OCC 

performs default testing with the participation of designated Clearing Members and other 

stakeholders to evaluate its processes and systems, including close-out processes. 

The newly proposed Membership Standards, Credit, Clearing Fund, Margin, Collateral, and 

Default Management sections of the RMF would effectively replace the Credit Risk Management 

Framework section of OCC’s RMF Policy and refer to the same OCC Risk Policies currently 

maintained by OCC (and described in the RMF) to address such risks and which are currently filed 
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as rules of OCC (e.g., the Margin Policy,17 Clearing Fund Methodology Policy,18 Collateral Risk 

Management Policy,19 Default Management Policy,20 and TPRMF21).   

Liquidity 

The proposed RMF would state that OCC’s liquidity risk is managed by FRM and Corporate 

Finance.  The proposed RMF would state that OCC manages its liquidity risk in accordance with its 

confidential Liquidity Risk Management Framework by maintaining a reliable and diverse set of 

committed resources and liquidity providers, establishing a contingent funding plan to collect 

additional resources, and performing stress testing that covers a wide range of scenarios that include 

the default of the Clearing Member Group that would generate the largest aggregate liquidity 

obligation in extreme but plausible market conditions.  The proposed RMF would state that FRM 

also tests the sufficiency of its resources by forecasting daily settlement under normal and stressed 

market conditions and compares these results to the liquid resources maintained.  The proposed 

RMF would state that FRM reports the results of these reviews to the Board.  The new Liquidity 

section of the proposed RMF would replace the Liquidity Risk Management Framework section of 

the current RMF Policy and would summarize and refer to OCC’s Liquidity Risk Management 

Framework as the governing document for managing OCC’s liquidity risks while removing certain 

summary information that is more specifically addressed in the Liquidity Risk Management 

Framework.22  

Settlement 

The proposed RMF would add a new section specifically discussing settlement risk (which is 

currently addressed indirectly in the Operational Risk section of the RMF Policy).  The proposed 

RMF would state that OCC’s settlement risk is managed by Business Operations in accordance with 

Chapters V and IX of OCC’s Rules. The proposed RMF would state that OCC uses clearing banks to 

facilitate settlements on at least a daily basis.  The proposed RMF would state that OCC issues 

 
17  See, e.g., Exchange Act Release No. 82355 (Dec. 19, 2017), 82 FR 61058 (Dec. 26, 2017) 

(File No. SR-OCC-2017-007). 

18  See, e.g., Exchange Act Release No. 83735 (July 27, 2018), 83 FR 37855 (Aug. 2, 2018) 

(File No. SR-OCC-2018-008). 

19  See, e.g., Exchange Act Release No. 82311 (Dec. 13, 2017), 82 FR 60252 (Dec. 19, 2017) 

(File No. SR-OCC-2017-008). 

20  See, e.g., Exchange Act Release No. 82310 (Dec. 13, 2017), 82 FR 60265 (Dec. 19, 2017) 

(File No. SR-OCC-2017-010). 

21  See, e.g., Exchange Act Release No. 90797 (Dec. 23, 2020), 85 FR 86592 (Dec. 30, 2020) 

(File No. SR-OCC-2020-014). 

22  See, e.g., Exchange Act Release 89014 (June 4, 2020), 85 FR 35446 (June 10, 2020) 

(File No. SR-OCC-2020-003). 
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instructions to clearing banks to debit or credit the account of a Clearing Member, and 

correspondingly debit or credit OCC’s account, with a specific dollar amount by a specified time.  

The proposed RMF would state that settlement finality occurs when a clearing bank confirms the 

settlement instruction or is silent past the applicable deadline. 

Custody and Investment  

The proposed RMF would state that OCC’s custody and investment risk is managed by its 

Corporate Finance department, Business Operations, and FRM in accordance with OCC Rules 604 

and 1002(b).  The proposed RMF would state that OCC holds its own and its Clearing Members’ 

assets at settlement and custodian banks, as well as at other financial market utilities.  The proposed 

RMF would state that OCC requires settlement and custodian banks to meet minimum financial and 

operational requirements.  The proposed RMF would state that OCC complies with applicable 

customer protection and segregation requirements for the handling of customer funds.  The proposed 

RMF would state that OCC maintains working capital and non-invested Clearing Member cash in 

accounts that minimize delays in access to funds.  The proposed RMF would state that OCC 

maintains accounts at the Federal Reserve to custody funds.  The proposed RMF would state that 

OCC invests in instruments with minimal credit, market, and liquidity risks.  The new Custody and 

Investment section of the proposed RMF would effectively replace the Investment Risk section of 

the RMF Policy, which also discusses OCC’s use of Federal Reserve bank accounts and the 

investment of funds not held at the Federal Reserve.   

General Business 

The proposed RMF would state that OCC’s general business risk is managed by Corporate 

Finance, Information Technology, Business Operations and Financial Risk Management.  The 

proposed RMF would state that Corporate Finance performs financial planning and analysis, reviews 

operating budgets and fee structures, and reviews business performance.  The proposed RMF would 

state that OCC maintains liquid net assets funded by equity sufficient to cover potential general 

business losses and comply with financial resource requirements in accordance with its confidential 

Capital Management Policy.23  Furthermore, the proposed RMF would state that Information 

Technology reviews OCC’s ability to maintain its critical services under a range of scenarios, 

including adverse market conditions.  The proposed RMF would state that Business Operations and 

Financial Risk Management also perform assessments to determine if potential new business 

opportunities fit within OCC’s models and risk management systems.  The new General Business 

section of the proposed RMF would replace the General Business Risk section (and in part, the 

Reputational Risk section) of the current RMF Policy, continue to refer to OCC’s Capital 

Management Policy as the governing document for managing OCC’s general business risks, and 

 
23  See, e.g., Exchange Act Release 88029 (Jan. 24, 2020), 85 FR 5500 (Jan. 30, 2020) (File No. 

SR-OCC-2019-007). 
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remove certain summary information that is more specifically addressed in OCC’s Capital 

Management Policy.24 

Technology 

The proposed RMF would state that OCC’s technology risk is managed by OCC’s 

Information Technology.  The proposed RMF would state that OCC uses technology solutions to 

manage risk and facilitate clearing and settlement by utilizing systems that have adequate levels of 

availability, security, resiliency, integrity, and adequate, scalable capacity based on their criticality.  

The proposed RMF would state that Information Technology manages technology risk by utilizing a 

structured technology delivery approach that provides for consistency and establishes 

responsibilities and requirements.  The proposed RMF would state that Information Technology 

monitors and evaluates technology performance in part based on service levels related to data 

integrity, system availability, data timeliness, and data quality to manage technology risk.  The 

proposed RMF would state that to achieve these service levels, Information Technology manages 

OCC’s efforts across technology incidents, changes, configurations, system capacity, and evaluates 

system recoverability through disaster recovery testing.  The Technology section of the proposed 

RMF, along with the Security section (discussed below), are intended to replace the Operational 

Risk – Information Technology section of the RMF Policy.  These general details in the RMF would 

replace more specific information concerning OCC’s quality standards program, cybersecurity 

program, and system functionality and capacity.25   

Legal 

The proposed RMF would state that OCC’s legal risk is managed through efforts across OCC 

that are advised by OCC’s Legal department (“Legal”).  The proposed RMF would state that OCC 

manages its legal risk by establishing, implementing and enforcing written documents that are 

reasonably designed to provide a well-founded, clear, transparent, and enforceable legal basis for 

each aspect of OCC’s activities in all relevant jurisdictions and comply with applicable legal and 

regulatory requirements.  The proposed RMF would state that in order to manage legal risk across 

OCC, employees are required to consult with Legal on legal and regulatory matters, including but 

not limited to interpretation of laws and regulations applicable to OCC, including OCC’s Rules and 

By-Laws, legal claims against OCC, government or regulatory requests or inspections, and matters 

that may be the subject of a proposed rule change filing.  The Legal section of the proposed RMF 

would replace, in part, the Legal Risk section of the RMF Policy, including by replacing a specific 

sub-section discussing OCC’s maintenance of contracts with more general requirements that OCC 

establish, implement, and enforce written documents, including legal agreements, and maintain 

documents that are reasonably designed to provide a well-founded, clear, transparent, and 

 
24  See id. 

25  OCC intends to include a detailed discussion of these aspects of its operational risk 

management in a new Operational Risk Management Framework document, which is 

currently being finalized by OCC and will be filed when it is complete. 
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enforceable legal basis for each aspect of OCC’s activities, which would include any contracts 

regarding the material aspects of OCC’s clearing, settlement, and risk management activities as 

discussed in the RMF Policy.   

Second Line of Defense 

The proposed RMF would state that OCC’s second line of defense includes compliance, 

corporate risk, third-party risk, model risk management, security, and business continuity.  The 

proposed RMF would state that the second line has no operational authority or responsibility for the 

first line to prevent conflicts of interest.  The proposed RMF would state that the second line 

provides objective analysis to identify potential enhancements and improvements to first line 

processes to help ensure compliance with applicable laws and regulations and prudent risk 

management.  The proposed RMF would state that second line management reports to Board 

committees and has the authority to escalate information to the first line, Management Committee, 

and the Board.  Additionally, the proposed RMF would state that second line management provides 

reports to the Board at least quarterly at its scheduled meetings.  

Compliance 

The proposed RMF would state that OCC’s Compliance department (“Compliance”) 

oversees OCC’s management of compliance risk by adhering to applicable rules and regulations, 

policies, procedures, processes, controls, and standards of conduct.  The proposed RMF would state 

that Compliance manages compliance risk by establishing processes to prevent, detect, respond to, 

and report on compliance risk.  The proposed RMF would state that Compliance supports and 

assesses the management of compliance risk through advising, monitoring, reporting, testing, and 

training activities and maintains mechanisms for reporting unethical or fraudulent behavior or 

misconduct.  The Compliance section of the proposed RMF would replace the Regulatory 

Compliance section of the RMF Policy and reframe this section based on the Compliance 

department’s role in helping OCC manage compliance risk.   

Corporate Risk  

The proposed RMF would state that Corporate Risk evaluates enterprise risk by identifying, 

measuring, monitoring, managing, reporting, and escalating risks to inform decision-making in 

accordance with the CRMP.  The proposed RMF would state that Corporate Risk evaluates 

enterprise risk to provide an understanding of inherent and residual risks as compared against Board-

approved levels. 

Third-Party Risk 

The proposed RMF would state that OCC’s Third-Party Risk Management business unit 

evaluates risks posed to OCC by third parties by identifying, measuring, monitoring, managing, 

reporting, and escalating risks as described in the TPRMF.  The proposed RMF would state that 

Third-Party Risk Management aggregates information about the risks presented by third parties 
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based on their relationships to OCC.  The new Third-Party Risk section of the proposed RMF would 

replace the Third-Party Monitoring Program section of the RMF Policy and remove certain details 

which are more comprehensively addressed in the TPRMF.26   

Model Risk Management 

The proposed RMF would state that Model Risk Management performs independent model 

validation, evaluates model parameters and assumptions, assesses mitigating factors, and provides 

effective and independent challenge throughout OCC’s model lifecycle in accordance with its 

confidential Model Risk Management Policy.  The proposed RMF would state that Models are 

governed and independently assessed and certified to determine adequate performance.  The 

proposed RMF would state that this includes model testing and performance monitoring (e.g., 

backtesting, sensitivity analysis).  The new Model Risk Management section of the proposed RMF 

would replace the Model Risk section of the RMF Policy.  This new section of the RMF would 

focus on Model Risk Management’s role in helping OCC manage model risk and would remove 

certain details that are more comprehensively addressed in the Model Risk Management Policy.27  

Security  

The proposed RMF would include new rule text stating that OCC’s Security department 

(“Security”) manages information, physical, and personnel security risk to safeguard the 

confidentiality, integrity, and availability of corporate information systems and data assets 

implemented and maintained by Information Technology.  The proposed RMF would state that 

Security employs a risk-based methodology and controls to manage information governance, system 

resiliency, and cyber security.  In addition, the proposed RMF would state that Security maintains 

policies and procedures that require appropriate protective controls and event detection via security 

monitoring.  The proposed RMF would state that Security evaluates its processes and controls 

through internal and external testing, scanning for threats and vulnerabilities, and benchmarking 

against industry standards. 

In addition, the proposed RMF would incorporate an existing portion of the RMF Policy 

concerning IT risk assessments conducted by Security prior to the procurement, development, 

installation and operation of IT services and systems, including the triggers that may change IT risks 

at OCC.28  Cross-references found in the RMF Policy to procedures that outline IT risk assessments 

 
26  See supra note 21. 

27  See, e.g., Exchange Act Release No. 82785 (Feb. 27, 2018), 83 FR 9345 (Mar. 5, 2018) (File 

No. SR-OCC-2017-011). 

28  This discussion would replace the IT Risk Assessment section of the current RMF Policy.  

OCC intends to include a detailed discussion of its IT risk assessment in a new Operational 

Risk Management Framework document, which is currently being finalized by OCC and will 

be filed when it is complete. 
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at a procedural level would be removed.  OCC does not believe that identifying the underlying 

procedure is necessary for understanding the process at a policy level.   

Business Continuity  

The proposed RMF would state that Business Continuity maintains a business continuity 

program that establishes OCC’s plan for maintaining backup and recovery capabilities that are 

sufficiently resilient and geographically diverse to address both internal and external events that 

could impact OCC’s operations.29 

Third Line of Defense 

The proposed RMF would state that OCC’s third line of defense consists of Internal Audit. 

Internal Audit is independent and reports directly to the Audit Committee of the Board (“Audit 

Committee”) to ensure this independence; the Audit Committee oversees the activities performed by 

Internal Audit in accordance with the Audit Committee Charter.  The proposed RMF would state 

that Internal Audit has no responsibility for first- or second-line functions.  The proposed RMF 

would state that Internal Audit designs, implements, and maintains an audit program that provides 

the Management Committee and Audit Committee independent and objective assurance related to 

the quality of OCC’s risk management, governance, compliance, controls, and business processes in 

accordance with the confidential Internal Audit Policy.  The proposed RMF would state that Internal 

Audit issues independent reports to the first and second line as well as the Audit Committee and 

Board.  This section of the RMF would replace a discussion of the third line of defense in OCC’s 

current RMF Policy and would remove certain details that are more comprehensively addressed in 

the Internal Audit Policy.30 

Risk Management Practice 

 The RMF Policy currently contains a Risk Management Practice section that describes 

OCC’s three-lines-of-defense model and Enterprise Risk Assessment program.  As discussed above, 

OCC would relocate the discussion of its three-lines-of-defense model to the new RMF.  In addition, 

OCC proposes to relocate the discussion of its Enterprise Risk Assessment program to the new 

CRMP.  OCC also proposes to relocate the Risk Reporting section of the RMF Policy to the CRMP.  

 
29  The Business Continuity section of the RMF would replace the Business Continuity Program 

section of the current RMF Policy.  OCC intends to include a detailed discussion of its 

Business Continuity Program in a new Operational Risk Management Framework document, 

which is currently being finalized by OCC and will be filed when it is complete. 

30  Such details include requirements related to the diversity and skills of Internal Audit 

personnel and the external standards of professionalism pursuant to which Internal Audit 

performs its functions. 
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Additionally, OCC would eliminate the specific Compliance Risk Assessment section of the RMF 

Policy.   

Enterprise Risk Assessment and Scenario Analysis Program 

The RMF Policy currently describes the Enterprise Risk Assessment process conducted by 

the first line and Corporate Risk.  The RMF Policy provides that Enterprise Risk Assessments shall 

analyze Inherent Risk,31 the quality of risk management, and Residual Risk32 of the sub-categories of 

Key Risks and use analysis of Residual Risk in conjunction with metrics related to risk tolerances to 

develop a risk profile and determine whether a Key Risk is within its risk appetite.  The RMF Policy 

also requires that Corporate Risk’s analysis of Residual Risk be provided to the Management 

Committee and Board (or committee thereof) to inform them on the quantity of risk in a certain 

functional area or business area, and provide a mechanism to prioritize risk mitigation activities. 

The proposed CRMP would revise this description to more accurately and completely 

describe the risk assessment, monitoring, and reporting processes conducted by Corporate Risk.  The 

proposed CRMP would state that enterprise risk assessments are a quarterly activity where the 

control environment is evaluated to determine its effectiveness in preventing or mitigating inherent 

risks identified to arrive at a residual risk rating for each risk statement.  The proposed CRMP would 

state that Corporate Risk (and not Compliance, as specified in the RMF Policy) maintains an 

inventory of all business processes, risks, and associated controls in a database used by OCC to 

manage Enterprise Governance, Risk and Compliance.  The CRMP would state that Corporate Risk 

uses data from a variety of sources (e.g., risk events, Internal Audit findings, security risk 

assessments and observations, third-party observations, control design assessments, management 

control self-testing results, and business impact analyses) to rate the impact and likelihood of a risk 

and assess the quality of the control environment.  The proposed CRMP would state that enterprise 

risk assessments are conducted through workshops across the first and second lines of defense and 

are supplemented by including information from emerging risk surveys (top-down), process-based 

risk assessments (bottom-up), and enterprise technology assessments.  The proposed CRMP would 

state that quarterly, the results of the enterprise risk assessment (the levels of residual risk) are 

aggregated and provided to the CRO for approval and presented to the Management Committee and 

Board by the CRO.  The CRMP would also elaborate on the use of residual risk, risk tolerances, and 

risk ratings and associated reporting as discussed in the Risk Governance section of the proposed 

CRMP and would also provide details on Corporate Risk’s risk monitoring and risk treatment 

activities in new sections of the CRMP (as discussed further below).  

The RMF Policy also describes OCC’s Scenario Analysis Program, which is an industry-

standard method of identifying operational risks that may not be otherwise captured by the 

 
31  The RMF Policy defines “Inherent Risk” to mean the absolute level of risk exposure posed 

by a process or activity prior to the application of controls or other risk-mitigating factors. 

32  The RMF Policy defines “Residual Risk” to mean the level of risk exposure posed to a 

process or activity after the application of controls or other risk-mitigating factors. 
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Enterprise Risk Assessment program.  Pursuant to the RMF Policy, Corporate Risk and the first line 

design simulations of potential business disruptions, and business unit staff shall use such 

simulations to identify risks that may not have been previously uncovered or identify weaknesses in 

current controls.  Corporate Risk includes the potential risks identified through the Scenario 

Analysis Program in its analysis of, and reporting on, the quantity of risk within a certain Key Risk 

and whether the Key Risk is within its risk appetite. 

OCC proposes to relocate the discussion of its Scenario Analysis Program to the CRMP with 

revisions designed to more accurately and completely describe the scenario analysis process.  The 

proposed CRMP would state that operational scenario analysis is the process of leveraging OCC 

subject matter expertise to identify potential operational risks and assess the potential outcomes of 

stressed operations.  The proposed CRMP would state that operational scenarios consider both 

internal and external scenarios that may impact OCC’s ability to perform its clearance, settlement 

and risk management services.  The proposed CRMP would state that Corporate Risk, through 

workshops with the first and second lines of defense, designs operational scenarios utilizing 

available information (e.g., annual top-risk survey conducted by Corporate Risk, Management 

Committee recommendation, enterprise risk assessments).  The proposed CRMP would state that the 

workshops are designed to identify risks that may not have been previously uncovered or 

weaknesses in current controls.  The proposed CRMP would state that operational scenarios are used 

to assess the potential that future extreme but plausible business disruptions may impact OCC’s 

clearance, settlement and risk management services and are inputs in OCC’s target capital 

requirements and recovery and wind-down planning.  The proposed CRMP would state that Risk 

Owners use scenarios to identify new and existing risks and identify weaknesses in current controls.  

The proposed CRMP would state that Corporate Risk includes potential risks identified through 

operational scenario analysis when analyzing and reporting across risk categories and sub-

categories. 

Risk Reporting 

The proposed CRMP would contain a revised Risk Reporting section.  The proposed CRMP 

would state that risk reporting provides a view of OCC’s risks to facilitate risk management and 

inform decision-making.  The proposed CRMP would state that Corporate Risk reports risks based 

on its risk identification, measurement, and monitoring activities to assist in the understanding of the 

risks OCC faces and whether these risks are being managed within OCC’s risk tolerances and 

appetites.  The proposed CRMP would state that quarterly, the CRO reports risks (e.g., risk appetite 

or risk tolerance breaches, material operational risk events, summary of risk acceptances, and risk 

mitigation) to the Management Committee, Board, and relevant Board committees.  

Compliance Risk Assessment 

OCC proposes to remove a section of the RMF Policy specifically dedicated to the 

Compliance Risk Assessment program.  This section currently provides a brief discussion of the 

Compliance department’s program used to identify and measure the risks faced by OCC regarding 

regulatory compliance and prioritize the testing and training activities associated with such risks.  
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OCC believes this section is appropriately addressed in the Compliance section of the proposed 

RMF (discussed in detail above), which provides that Compliance manages compliance risk by 

establishing processes to prevent, detect, respond to, and report on compliance risk and assesses the 

management of compliance risk through advising, monitoring, reporting, testing, and training 

activities and maintains mechanisms for reporting unethical or fraudulent behavior or misconduct.  

This would include the activities performed by Compliance in the Compliance Risk Assessment 

program. 

Control Activities 

 OCC proposes to eliminate the Control Activities section of the RMF Policy, which 

describes certain activities performed by OCC’s Compliance department relating to the maintenance 

of business process and control inventories and annual training of OCC staff.  This would be 

replaced by more general descriptions of Compliance’s responsibilities under the proposed RMF.  

As discussed above, the RMF would more generally describe the department’s responsibilities for 

the management of compliance risk, including by: (i) establishing processes to prevent, detect, 

respond to, and report on compliance risk; (ii) assessing the management of compliance risk through 

advising, monitoring, reporting, testing, and training activities; and (iii) maintaining mechanisms for 

reporting unethical or fraudulent behavior or misconduct.  Additionally, as noted above, the 

proposed CRMP would transfer responsibility for maintaining OCC’s inventory of all business 

processes, risks, and associated controls from Compliance to Corporate Risk.  

Policy Exceptions and Violations 

OCC proposes to replace the Policy Exceptions and Violations sections in the current RMF 

Policy with a new Risk Acceptances and Deviations section in the RMF.  The RMF would require 

that risk acceptances,33 including exceptions to OCC’s risk management frameworks and policies, 

shall be escalated to Corporate Risk in accordance with the CRMP.  In addition, the RMF would 

require that deviations from OCC’s risk management frameworks and policies shall be escalated to 

Compliance in accordance with the Policy Governance Policy (“PGP”).34  By including this 

generally applicable provision in the RMF, OCC would no longer include this information in each 

individual policy and procedure.  Policy exceptions would continue to be escalated as part of OCC’s 

risk acceptance process and policy violations would be escalated as part of OCC’s PGP document 

deviation risk event process.  The proposed change would allow OCC to remain consistent with this 

practice in its policies and procedures without requiring each to have its own individual Policy 

 
33  As discussed in more detail below with respect to the proposed Risk Treatment section of the 

CRMP, acceptance is a risk treatment method that may be used to acknowledge when the 

cost or complexity of avoiding, mitigating, or transferring the risk exceeds the potential 

impact (e.g., OCC accepts a risk temporarily and implements short-term mitigants, knowing 

that a long-term solution is planned). 

34  OCC proposes to use the term “deviation” rather than “violation” as found in the current 

RMF Policy to align with the terminology used in the PGP. 
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Exceptions and Violations sections that would need to be updated as OCC’s process for escalating 

exceptions and deviations develops and matures.   

Other Deleted Sections of the RMF Policy 

Project Management, Budgeting, and Training Changes 

OCC proposes to delete from its rules certain sections of the RMF Policy related to project 

management, corporate planning and budgeting, and Human Resources and Compliance Training 

and Policies.  OCC believes that these sections deal with policies and practices that are 

administrative in nature and do not constitute material aspects of the operation of the facilities of 

OCC.  OCC would not maintain these details in the RMF or CRMP; however, OCC would continue 

to maintain and update these details when necessary in other internal policies, procedures, or OCC 

documentation maintained for such purposes. 

Risk Universe 

Finally, OCC proposes to remove the RMF Policy’s Appendix: OCC’s Key Risks with CCA, 

PFMI, and Reg SCI Mapping.  The proposed CRMP would require that Corporate Risk continue to 

maintain the risk universe, and OCC has included its risk categories in Section II of the proposed 

RMF but proposes that the additional detailed documentation and mapping be maintained internally 

by Corporate Risk.  OCC believes it may need to update the mapping and risks, as well as how OCC 

defines them, dynamically based on business and market factors.  OCC believes by following the 

governance outlined in the proposed CRMP, proper scrutiny will be given to any revisions to this 

information.  Moreover, OCC believes that the policies and processes maintained by OCC to 

establish, maintain, review and update its risk universe, which reflects the universe of risks that OCC 

must monitor and manage, constitute material aspects of the operation of the facilities of OCC, but 

the risk universe itself is the output of those processes and simply lists those risks that OCC has 

identified pursuant to the requirements of the RMF Policy (and the proposed CRMP).  

New Sections in the RMF and CRMP 

OCC proposes to add new sections to its RMF and CRMP to describe certain aspects of its 

risk management framework and approach to enterprise risk management, which are discussed in 

detail below.  

RMF: Recovery and Orderly Wind-Down Plan 

The proposed RMF would include a new section discussing OCC’s Recovery and Orderly 

Wind-Down Plan. The proposed RMF would state that in the event of extreme financial, operational, 

or general business stress, Corporate Risk maintains a confidential Recovery and Orderly Wind-

Down Plan which details the departments responsible for executing the plan.  The proposed RMF 

would state that OCC employs a set of recovery tools in the event of severe financial, operational, or 

general business stress, to continue to provide critical clearing and settlement services.  The 
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proposed RMF would state that should OCC’s recovery efforts be unsuccessful or if, based on facts 

and circumstances, it is determined that its recovery tools would be insufficient, OCC has a wind-

down plan that provides for the orderly resolution of the firm. 

CRMP: Risk Monitoring 

The CRMP would introduce a new section to describe Corporate Risk’s Risk Monitoring 

process, including key risk indicator monitoring and operational risk even monitoring.  The 

proposed CRMP would state that Corporate Risk and Risk Owners monitor internal and external 

risks to determine whether OCC’s risk management practices continue to operate effectively.  The 

proposed CRMP would state that the information gathered during this monitoring is used to inform 

enterprise risk assessments. 

Key Risk Indicator Monitoring 

The proposed CRMP would state that key risk indicators (“KRIs”) are qualitative or 

quantitative metrics designed to identify changes to risks.  The proposed CRMP would state that 

Corporate Risk and Risk Owners utilize KRIs to measure and monitor levels of risk against risk 

appetite and risk tolerances.  The proposed CRMP would state that KRIs are established at a risk 

sub-category level. KRIs include three thresholds: green, amber, and red. The proposed CRMP 

would state that green indicates a low risk of breaching tolerance, amber indicates a moderate risk of 

breaching tolerance, and red indicates a breach of tolerance.  The proposed CRMP would state that 

amber and red thresholds are points of escalation to the CRO, Management Committee, and the 

Board. 

The proposed CRMP would state that Risk Owners, in collaboration with Corporate Risk, 

develop KRIs by considering business (e.g., process and controls) and regulatory requirements.  The 

proposed CRMP would state that Corporate Risk facilitates identifying, modifying, and reviewing 

KRIs with a designated Management Committee member, including defining and reviewing the risk 

tolerance and risk thresholds for the KRI.  The proposed CRMP would state that KRIs that breach 

the red threshold result in the development and execution of risk treatment plans by Risk Owners.  

The proposed CRMP would state that Corporate Risk reports against red, amber, and green 

thresholds to the CRO and Management Committee on a quarterly basis and to the Board at each 

regularly scheduled meeting.  

Operational Risk Event Monitoring 

The proposed CRMP would state that an operational risk event is an event which results in a 

financial loss or an adverse impact to OCC or its ability to deliver its services.  The proposed CRMP 

would state that such events arise from failed or inadequate internal processes, people, systems, or 

exposure to external events.  The proposed CRMP would state that Risk Owners are responsible for 

identifying, assessing, and escalating operational risk events.  The proposed CRMP would provide 

that Corporate Risk is responsible for ensuring that material operational risk events, as well as 

identified trends, are reported to the CRO and Management Committee on a quarterly basis and to 
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the Board at each regularly scheduled meeting.  The proposed CRMP would state that Risk Owners 

perform root cause analysis and enhance or develop processes that would reduce the impact or 

likelihood of similar events occurring in the future.  The proposed CRMP would state that Risk 

Owners are responsible for escalating operational risk events causing serious and extended 

disruptions in production operations.  The proposed CRMP would state that risk events that have a 

major or extreme impact to OCC’s ability to perform its clearance, settlement and risk management 

services are immediately reported to the Management Committee and Board.   

CRMP: Risk Treatment 

The CRMP would introduce a new section to describe OCC’s risk treatment process, which 

is the process by which Risk Owners manage risk exposures by utilizing risk treatment methods to 

remain within risk appetites and tolerances.  The proposed CRMP would state that risk treatment 

methods are implemented by Risk Owners and include the decision to mitigate, avoid, transfer, or 

accept an identified risk.  The proposed CRMP would state that mitigation is a risk treatment method 

where controls including policies, procedures, processes, and systems can be implemented to 

manage a risk within established risk appetites and tolerances (e.g., OCC creates a procedure to 

document a process including implementing controls to mitigate a risk). 

The proposed CRMP would state that avoidance is a risk treatment method that may be used 

when controls are ineffective at preventing or mitigating a risk within approved risk appetites or 

tolerances (e.g., OCC does not onboard a clearing member due to poor financial health).  The 

proposed CRMP would state that transference is a risk treatment method where risks are moved to a 

third-party usually through the purchase of insurance (e.g., fraud, general liability, and employment 

insurance).  Insurance covered would be coordinated by the Corporate Finance team, with 

involvement from other first and second line stakeholders, and subject to review by the Management 

Committee and the Board. 

The proposed CRMP would state that acceptance is a risk treatment method that may be used 

to acknowledge when the cost or complexity of avoiding, mitigating, or transferring the risk exceeds 

the potential impact (e.g., OCC accepts a risk temporarily and implements short-term mitigants, 

knowing that a long-term solution is planned).  The proposed CRMP would state that Corporate Risk 

evaluates risk acceptances submitted by Risk Owners.  The proposed CRMP would state that any 

risks presented for acceptance that are outside of risk appetite or risk tolerance must be approved by 

the Management Committee annually.  The proposed CRMP would state that Corporate Risk reports 

on risks accepted above approved risk appetite or risk tolerance to the CRO, Management 

Committee, and Board.  

CRMP: Risk Escalation, and Training 

The proposed CRMP would also describe Corporate Risk’s process for escalating risks to the 

CRO, Management Committee, and Board and training employees about risk to support risk 

management and decision-making. 
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Escalation 

The proposed CRMP would state that OCC employees are responsible for escalating risks 

through timely identification and reporting.  The proposed CRMP would state that in accordance 

with OCC’s Employee Handbook and Policy Governance Policy, OCC employees are expected to 

escalate risks through their reporting line, OCC’s internal working groups, or to the Management 

Committee.  The proposed CRMP would state that quarterly, Corporate Risk, through the CRO, 

escalates breaches of risk appetites and risk tolerances to the Management Committee, Board, and 

relevant Board committees.  The proposed CRMP would state that escalation occurs (i) consistent 

with obligations established in the Management Committee Charter, Board Charter, Board 

Committee Charters, policies, and procedures, or (ii) anytime through the CRO directly to the Board. 

Training 

The proposed CRMP would state that OCC employees are trained to promote a culture of 

risk and control awareness.  The proposed CRMP would state that Corporate Risk collaborates with 

other OCC departments to create and disseminate training to enable accountability, empower 

decision-making, promote risk awareness, and detail escalation.  The proposed CRMP would state 

that this training promotes awareness of OCC’s regulatory requirements, policies, procedures, 

processes, controls, and standards of conduct. 

Conforming Changes to OCC Risk Policies 

 Finally, OCC proposes to update other OCC Risk Policies to be consistent with the proposed 

RMF.  Specifically, OCC would update references to the RMF Policy to refer to the RMF and 

CRMP.  References to the “Enterprise Risk Management” department or “ERM” would be changed 

to “Corporate Risk Management” or “Corporate Risk” to reflect that department’s name.  In the case 

of the Collateral Risk Management Policy, OCC would delete reference to the Enterprise Risk 

Management Policy’s annual review of concentration limits because that review is conducted by the 

Model Risk Management, which is part of Corporate Risk.  The OCC Risk Policies would be further 

conformed to reflect that what was formerly referred to as OCC’s Model Validation Group is now 

referred to as Model Risk Management. OCC would also remove the Policy Exceptions and 

Violations sections of the applicable OCC Risk Policies as the exception and violation processes for 

all of the OCC Risk Policies would be covered by the new Risk Acceptances and Deviations section 

of the proposed RMF (as discussed above).   

OCC also propose to make administrative updates to cross-references to other internal OCC 

policies and procedures and other administrative changes arising from OCC’s annual review of its 

risk management frameworks and procedures.  Specifically, OCC would also revise the TPRMF to: 

• include General Business Risk as a type of risk that may be presented by third-party 

relationships; 

• Revise the introduction of the on-boarding and off-boarding monitoring of counterparties 

with multiple relationships with OCC to reference the respective procedures and work 
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groups in the Third-Party Relationship Management section, which as evident from the 

existing TPRMF is not limited to monitoring by the Credit and Liquidity Risk Working 

Group, as that current introduction suggests; 

• Delete reference to specific OCC Rules in favor of reference to Chapters of OCC’s 

Rulebook because the specific Rules currently identified are not a complete list of those 

in the identified Chapters that give OCC authority to act to protect OCC from exposure 

presented by a Clearing Member. 

• Make other administrative changes to business unit names. 

Consistency with DCO Core Principles 

OCC reviewed the DCO core principles (“Core Principles”) as set forth in the Act, the 

regulations thereunder, and the provisions applicable to a DCO that elects to be subject to the 

provisions of 17 CFR Subpart C (“Subpart C DCO”).  During this review, OCC identified the 

following as potentially being impacted: 

Risk management.  OCC believes that the proposed changes are consistent with Core 

Principle D and the CFTC Regulations thereunder, which require a DCO to ensure that it possesses 

the ability to manage the risks associated with discharging the responsibilities of the DCO through 

the use of appropriate tools and procedures.35  Specifically, CFTC Regulation 39.1336 requires, in 

relevant part, that each DCO have and implement written policies, procedures, and controls, 

approved by its board of directors and regularly reviewed and updated as necessary, which establish 

an appropriate risk management framework that, at a minimum, clearly identifies and documents the 

range of risks to which the DCO is exposed, addresses the monitoring and management of the 

entirety of those risks, and provides a mechanism for internal audit.37  In addition, CFTC Regulation 

39.10(d) provides, among other things, that a DCO shall have an enterprise risk management 

program that identifies and assesses sources of risk and their potential impact on the operations and 

services of the DCO and that the DCO shall measure, monitor, and manage identified sources of risk 

on an ongoing basis.38  A DCO is further required to establish and maintain written policies and 

procedures, approved by its board of directors or a committee of the board, that establish an 

appropriate enterprise risk management framework, reviewed at least annually and updated as 

necessary.39  A DCO must follow generally accepted standards and industry best practices in 

development and review of its enterprise risk management framework, assessment of the 

 
35  7 U.S.C. 7a-1(c)(2)(D). 

36  17 CFR 39.13. 

37  See 17 CFR 39.13(b).  

38  17 CFR 39.10(d)(1) 

39  See 17 CFR 39.10(d)(2). 
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performance of its enterprise risk management program, and management and mitigation of risk to 

the DCO.40  

OCC believes that establishing the new RMF and CRMP are consistent with these regulatory 

requirements concerning its risk management because the proposed RMF would describe OCC’s 

comprehensive framework for identifying, measuring, monitoring and managing the risks that arise 

within OCC or are borne by it, including legal, credit, liquidity, operational, general business, 

investment and custody risk.  The proposed RMF would explain how OCC employs established 

practices, such as the three-lines-of-defense model, including its Internal Audit function, for 

enterprise-wide risk management, to ensure that OCC maintains and operates a resilient, effective 

and reliable risk management and internal control infrastructure that assures risk management and 

processing outcomes expected by OCC stakeholders.  In addition, the proposed CRMP would 

explain that Corporate Risk evaluates risks that may affect OCC’s ability to perform the services 

detailed in the proposed RMF.  The proposed CRMP would describe how OCC’s second line of 

defense monitors the risks that arise in or are borne by OCC through a variety of risk assessment, 

risk reporting, evaluation and internal control management activities.  The RMF and CRMP further 

provide that OCC uses industry standards for managing risks, including benchmarking its Security 

processes against industry standards and employing an industry-standard Scenario Analysis Program 

in evaluating enterprise risks.  Finally, both the RMF and CMPR would be reviewed annually by 

OCC’s Board.  For these reasons, OCC believes that the new RMF and CRMP are consistent with 

the requirements of Principle D and CFTC Regulations 39.13 and 39.10(d) thereunder.   

Opposing Views 

 No substantive opposing views were expressed related to the rule amendments by OCC’s 

Board members, Clearing Members or market participants.   

Notice of Pending Rule Certification 

 OCC hereby certifies that notice of this rule filing has been given to Clearing Members of 

OCC in compliance with Regulation 40.6(a)(2) by posting a copy of this certification on OCC’s 

website concurrently with the filing of this submission. 

Certification 

 OCC hereby certifies that the rule set forth at Exhibit A through Exhibit I of the enclosed 

filing complies with the Act and the CFTC’s regulations thereunder.  

  Should you have any questions regarding this matter, please do not hesitate to contact 

me. 

 
40  See 17 CFR 39.10(d)(3). 
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Sincerely, 

 

/s/ Mark C. Brown   

Mark C. Brown 

Associate General Counsel 

Enclosure:  Exhibit A through Exhibit I 


